rocynapcTBeHHOe G10KeTHOE MPOhECCHOHATbHOE 06pa3oBaTebHOE yupexaeHune
«Ilepmcknit nonutexundecknii konnemk umenu H.I'. CrapsHoBay

[lpenmertHas uuknosas komuccus

«BbinyckaroLas cTy1eHToB Ha FOCY1apCTBEHHYIO UTOrOBYIO aTTECTq,

P CTa
eHHOog g
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PABOYASI MPOTPAMMA HPOG)ECCHOHAJJBHOFO MOaYJisd
[TM.03 SKCIIUIYATALUST OBBEKTOB CETEBOW UH®PACTPYKTYPbI

At peanusaunu [Iporpammbl MOAroTOBKH CHEUMATMCTOB CPEIHEro 3BeHa
Mo CNeUUaNnbHOCTH
09.02.06 Cemeeoe u cucmemnoe aomunucmpupogsaiue
(TeXHONIOrHYECKHIT PO UL MPOPECCHOHATLHOTO obpaszoBams)
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PaGouas nporpamma npo(ecCHOHaNbHOro MOy [IM.03 Dkcruiyatauus 0ObEKTOB — CeTeBOH
MH(pacTpyKTypbl paspaboTaHa Ha OCHOBE:

o depepanbHOro rocynapcTBEHHOTO o6pazoBaTeJbHOrO CTaHaapTa CpeaHero npodeccrHoHantbHOro
06pazoBaHus N0 cOeUManbHOCTH 09.02.06 CeTesoe 1 cucTeMHOe aaMunncTpuposanue (I1pukas MuHMpoCBELIEH S
Poccuu oT 10.07.2023 Ne519, 3apeructpuposad B MuniocTe Poccuu 15.08.2023 Ne 74796).

e Ilpukaza MuHuCTepCTBA 00PA3OBAHMS U HAYKH P® ot 05 asrycra 2020 r. Ne 885/390 «O NpaKTHUECKOH
[0/IrOTOBKE 0OYHAIOLLIXCAY.

e Vue6noro mnana IMMCC3 no cneunansHocty 09.02.06 CeTeBoe M CHUCTEMHOE aAMWHUCTPUPOBAHUE,
YTBEPIKACHHOTO AMPEKTOPOM KOJICKA 12 oxrabps 2023 T.

e TlonoxeHus O nopsaake paspaGoTku U OOHOBNEHMS OCHOBHBIX 00pa30BaTebHbIX MPOrPaMM CPEAHErO
npogeccHoHaibHOro 0bpasoBaHus B I'BI1OY «[lepMckiit MOTMTEXHUYECKUH KONELK UMEHH H.I'. CnassHosa» (0T
01.10.2021).

PacemoTpeHo 1 0100peHo Ha 3acefanuy

[TpeaMeTHOH LMKNOBON KOMUCCHH «Beinyckatoias
CTYJEHTOB Ha roCyAapCTBEHHYIO MTOTOBYIO aTTECTALIMION
IMpotokon Ne 2 ot 21 oktabpg2023 r.

Tpencenaress MK /))Z/ C.B. Benpesa

PexoMeHA0BaHA K yTBEPKACHHIO
Metoanueckum coseroM [BITOY «[lepmckuii NOAUTEX HUUECKUH KOMIEMK UMEHN H.I". CnaBanoBsa»
Jakiouetue Metoauueckoro coseta [1porokosn Ne3 ot 08 HoaGps 2023 .

PazpaboTumnk:
'BIIOY «IlepMCKMii MONUTEXHUHECKMH KOJIEMK MMEHH H.I'. CnaBsiHoBa»
Bapauos Cepreii IOpbeBuy, npenojasareib Bbicllell kBanupuKaLMOHHON KaTeropuu
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1. OBIIASI XAPAKTEPUCTHKA PABOYEN ITPOTPAMMBI TIPO®ECCUOHAJBHOT O MOJIY.JIA
IIM 03. DxcnryaTanusi 00beKTOB ceTeBOi HHPPACTPYKTYPhI

1.1. ObsacTh IpMeHeHHs padoyeil NporpaMmbl

Pabouas mporpamMma mpohecCHOHATBHOTO MOYIS ABISIETCS YaCThIO IPOTPaMMBI ITOJTOTOBKH CHELUATIICTOB CPEAHETO
3BeHa ([TTICC3) mo cnenmansHOoCcTH CIIO B coorBeTcTBHU ¢ @T'OC CITO mo TOII-50 09.02.06 CeTeBoe u cucTeMHOE
aIMUHUCTPHPOBAaHUE, YTBEpXkAEHHBIM npukazoMm Ilpukazom Munnpocsemenus Poccun ot 10.07.2023 N 519
(3apeructpupoBano B Munrocte Poccun 15.08.2023 N 74796), ykpynuéunod rpymmsl crnenuansHocted 09.00.00
Hngopmamuxa u eviuuciumenvras mexuuxa. Pabodas mporpaMma MOXKET OBITh MHTETPUPOBaHA C JTUCTAHIMOHHBIMU
KypcaMu 1O CeTEBbIM TexXHOJorusiM kommanuu D-Link

1.2. Heap u niianupyemblie pe3yJibTAThl 0CBOCHHUS NPO(ecCHOHAIBHOI0 MOAYJISI

B pesynprare m3ydeHHs NpO(ECCHOHAIBHOTO MOXYJS CTYACHT JOIDKEH OCBOWUTH OCHOBHOW BHJ ACSTENbHOCTH
IKCIVIVATAIIUSA OBBEKTOB CETEBOM HWH®PACTPYKTYPBI wu  CcOOTBeTCTByIOIME €My
npodeccroHanbHbIE KOMIICTSHINN, X O0LIHE KOMIICTCHIIUN:



Cneyuguxayusa IIK/ pazdenos npogheccuonanvrozo mooyasn

®opmupyeMble KOMIETEHIIUH

HaszBanue pasaeia

JleiicTBUS (1eCKPHNITOPHI)

YmMmenus

3Hanusa

IIK 3.1. OcyuiecTBiaTh
MIPOEKTUPOBAHUE CETEBOU

HHPPACTPYKTYPHL.

IMMPOCKTUPOBAHUA APXUTCKTYPhI JIOKaJIbHOM
CeTH B COOTBETCTBHHM C IIOCTaBIICHHOI

3agaden

HCIIOJIb30BaHUS CIIENMAIBHOTO
TIPOTPaAMMHOTO obecrieueHus IS
MOJICTNPOBAHHA, MIPOEKTHPOBAHUS 31
TECTHPOBAaHUS KOMIIBIOTEPHBIX CETEeH
HACTPOMKHA  MPOTOKOJOB  JAUHAMHYECKOM
MapuIpyTU3aLuU

onpe):[eneHmI BIIUSAHUSA HpI/IJ'IO)KeHI/Iﬁ Ha
MIPOEKT CETH

aHaNIM3a, TPOEKTUPOBAHUS M HACTPOUKH

CXeM NOTOKOB Tpajuka B KOMITBIOTEPHOU
cetn

MPOCKTHPOBATH JIOKABHYIO CETh
BEIOMPATH CETEBBIE TOMIOJIOTHU
paccunTHIBaTH OCHOBHBIE
JIOKQJIBHOH CeTH

TIPUMEHSTH aJTOPUTMEI IOMCKA KPaTIalIIero
MyTH

IUTAHUPOBATH CTPYKTYPY CETH C IIOMOIIBIO
rpada C ONTUMAJIBHBIM PACIIOJIOKECHHEM
y3JI0B
HCIIO/IL30BAaTh
Teopuu rpadon
HacTpauBath CTeK mpoTokoiaoB TCP/IP wu
HCIIOJIB30BaTh BCTPOCHHEIC VTHJIHATHI
OTICPAIIMOHHOW CUCTEMBI U1 IHArHOCTHKH
paboTOCTIOCOOHOCTH CeTH

rapaMeTpel

MaTeMaTU4ecKuid amnmapar

apXHUTEKTypa u byHKIIH
YIPaBICHUS CETAMH, CTaHIapThI
YIpaBICHUSA

3a7aqu YTIpaBICHUS: aHanm3
MPOU3BOJUTENBHOCTH M HAAEXKHOCTH,
yrpaBieHHe 0e30MacHOCThIO, yUeT Tpaduka,
yHpaBieHHe KOHPUTypaIei

npaBujia  IKCIUTyaTalldd  TEXHUYECKUX
CPEZCTB CeTeBOH MHAPACTPYKTYPHI

METOJbl YCTpPaHEHUs HEUCIPABHOCTEH B
TEXHUYCCKUX CpC€aCTBAx, CXEMBbI
MOCJIeaBapuiHOTO BOCCTAaHOBJICHHS
pabOTOCIIOCOOHOCTH CETH, TEXHHYECKYIO H
MPOEKTHYI0  JOKYMEHTALlI0,  CII0COOBI
pe3epBHOTO KOTIMPOBAHMS JTAHHBIX,
MPUHOUIBI pabOTHl XPAaHHMIIHI JaHHBIX
OCHOBHBIC  TOHATHA  WH()OPMAIMOHHBIX
CHCTEM, JKM3HEHHBIH LHKJI, TNpoOIeMbl
obecrieueHust TEXHOJIOTUUECKOMN
Oe3onacHOCTH HMH(GOPMAIMOHHBIX CHCTEM,
TpeboBaHuUs K apXUTEKTYype
nH(pOpMaLMOHHBIX CUCTEM U )50,
KOMIIOHEHTaM s obecrneueHus
6e30macHOCTH (bYHKIIMOHUPOBaHUS,
oTepaTHBHBIC METOJIBI MOBBIIIEHUS
6e3omacHoCcTH (YHKIIMOHMPOBAaHNUS
MPOTrPaMMHBIX CPEACTB M 0a3 JaHHBIX
CpeAcTBa  MOHMTOpMHTa WM aHajlM3a
JIOKJIBHBIX CeTeH

OCHOBHBIC Tpe6OBaHI/I$[ K Cpe€ACTBaM U BUJaM

CUCTEM
CHUCTEM

TECTUPOBAHUS JUIst oTpeieNneHus
TEXHOJIOTUIECKOH 6e3omacHOCTH
MH(OPMALIMOHHBIX CUCTEM

NPUHIUIBL  pabOTBI  CeTH  aHaJOTOBOM
TenedpoHnH

Ha3Ha4Ye€HHE TOJIOCOBOTO  IITI03a,  €ro

KOMITOHEHTHI ¥ (QyHKIIMH




OCHOBHBIE NPUHLIUTIBL TEXHOJIOTUH
obecnieuennst QoS st ronocoBoro Tpaduka

IIK 3.2. O6cnyXuBaTh CETEBBIC
KOH(UTyparuy mporpaMmmMHO-
anmnapaTHbBIX CPEJCTB

YCTaHOBKH U HacTPOUKHU CETEBBIX
MPOTOKOJIOB U CETEBOr0 O0OpYyIOBaHHSA B
COOTBETCTBUU C KOHKPETHOW 3a1aueit

BEIOOpa TEXHOJIOTHH, WHCTPYMEHTAIBHBIX
CpPEACTB MpU  OpraHu3aluu  Ipolecca
HCCJICTOBAHUSA 00BEKTOB CETEBOM
HHPPACTPYKTYPHI

CO3JIaHUsI U HACTPOMKM OJHOPAHIOBOU CETH,
KOMIIBIOTEPHOU ceTu C MOMOILBIO

MapuIpyTu3aTopa, 6ecpoBOIHOM ceTn
BBITIOJTHEHHS TIOUCKA U YCTPaHEHUs po0iIeM
B KOMITBIOTEPHBIX CETAX

OTCJIC)KUBAHUS MTAKETOB B CETH M HACTPOUKHU
MPOTPaMMHO-aIapaTHBIX MEKCETEBBIX
9KpaHOB

HACTPOWKNM KOMMYTAIlMM B KOPHOPAaTHBHOU
cetn

BBIOUPATH CETEBBIC TOMIOJIOTHU
paccumnThIBaTH OCHOBHBIC
JIOKQJIbHOH CEeTH

TIPUMEHSTH aJTOPUTMEI TIOMCKA KpaTIalIIero
My TH

IUTAHUPOBATH CTPYKTYPY CETH C IIOMOIIBIO
rpada C ONTHUMAIBHBIM PACIIOIIOKECHIEM

rapaMeTpel

y3I0B
UCIIONIb30BaTh ~MaTeMaTHYECKHH — ammapar
Teopuu rpadon

UCIIOJIb30BATh MHOTO(]YHKIIMOHATIbHbIE
npubopsl M NPOrpaMMHBIE  CpPENCTBa
MOHHTOPHUHI'A

UCIIONB30BaTh HPOrpaMMHO-aIIaPaTHBIE

CpCACTBa TEXHUYCCKOI'O0 KOHTPOJIA

0O0IIIHe TPUHIIMITBI TOCTPOCHUS CeTEH
CETEBLIE TOITOJIOTHH
CTaHAAPTU3ALUIO CETEH
JTamnbl MIPOEKTHUPOBAHUS
HHPPACTPYKTYPHI

3JIEMEHTHI TEOPUH MaCCOBOTO OOCITYKUBAHHS
OCHOBHBIE ITOHATHS TeOpuH rpadon
OCHOBHBIC ITPOOJIEMBbI CHHTE3a TpadoB aTak
CHCTEMBI TOHOJIOTHYSCKOTO aHaJIM3a
3aIUICHHOCTA KOMITBIOTEPHOM CETH
APXUTEKTYPY CKaHepa Oe30MacHOCTH
l'[pI/IHIlI/IHI:-I HOCTpOGHI/ISI BI)ICOKOCKOpOCTHLIX
JIOKQJIbHBIX CETEH

CETEBOM

[IK 3.3. OcyuiecTBiATh 3a1UTy
HHPOPMALIUH B CETH C
HCTOJIb30BaHUEM POTPaMMHO-
arnmapaTHbIX CPEJICTB.

o0ecrieueHns EIOCTHOCTH Pe3epBUPOBAHUS
HHPOPMAITH

obecrieueHns 0€30MAaCHOTO  XpaHEHUs W
nepefayd MHGOpPMAIMKA B TJIOOATBHBIX |
JIOKAJBHBIX CETAX

CO3JaHMsI U HACTPOMKHU OJHOPAHIOBOM CETH,
KOMIIBIOTEPHOU ceTH c IIOMOIIBIO
MapIIpyTu3aTopa, 6ecrpoBOIHOM CeTH
BEITIOJTHEHHS [TOMCKA U YCTPAaHSHHS TIPoOIeM
B KOMITBIOTEPHBIX CETIX

OTCJIC)KUBAHHS ITAKETOB B CETH U HACTPOUKH
MPOTPaMMHO-aIITaPaTHBIX MEKCETEBBIX
9KpaHOB

(unpTpoBaHUS, KOHTPONS M OOECTIeUEHHUS
6e30I1aCHOCTH CeTeBOT0 Tpaduxa
OTpeNeNIeHus] BIUSHUS TPHUIOXKECHUH Ha
MIPOEKT CETH

HCIIOJIB30BATh MNporpaMMHO-AIIapaTHbIC
CpCACTBa TEXHUYCCKOI'O KOHTPOJIA

TpeOOBaHMS K KOMITBIOTEPHBIM CETAM
TpebOoBaHMUS K CETEBOH 0€301acHOCTH
3JIEMEHTHI TEOPUU MAaCCOBOTO OOCITYKUBAHUS
OCHOBHBIE MTOHATHS T€OpUH TpadoB
OCHOBHBIE ITPOOJIEMBI CHHTE3a TpadoB aTak
CHUCTEMBI TOTIONIOTHYECKOTO aHau3a
3aIUIEHHOCTH KOMITBIOTEPHOM CeTH
ApXUTEKTypy CKaHepa 0e30IacHOCTH

1K 3.4. OcymecTBIATh yCTpaHEHHE
HETUITMYHBIX HEHCIIPABHOCTEH B
pabote ceTeBoi HHPPACTPYKTYPHI

MOHHUTOPHHIA MPOU3BOAUTEIILHOCTH CepBEPa
1 TIPOTOKOJHUPOBAHHUS CHCTEMHBIX M CETEBBIX
COOBITHIA

HCIIOJIb30BaHUS
MPOTPAMMHOTO

CIELUAIBLHOTO
obecrieueHus IS

YUTaTh TEXHUYCCKYIO u IMPOCKTHYIO
JOKYMEHTAHWIO IO OpraHu3alnu CETMECHTOB
CCTH

KOHTPOJIHMPOBATH COOTBCTCTBUEC
pa3pa6aTLIBaeMor0 IMPOCKTa HOPMATHUBHO-

TpebGoBaHuUs K KOMIBIOTEPHBIM CETSIM
aApPXUTEKTYPY TMPOTOKOJIOB
CTaHJapTU3aIIMIO CEeTEHN
JTanbl MIPOEKTUPOBAHUS

nH(ppacTpyKTyphl

CETEeBOM




MOJIETTUPOBAHUS, MIPOEKTUPOBAHUS "
TECTUPOBAHUSI KOMIIBIOTEPHBIX CeTei
CO3JaHMsI U HACTPOMKHU OJHOPAHTOBOM CETH,
KOMIIBIOTEPHOU ceTu c [IOMOUIBIO
MapIIpyTHu3aTopa, 6ecrpoBOJHOMN ceTH
CO3/IaHUs TIOACETH M HACTPOHKH OOMEH
aHHBIMA

BBITIOJTHEHHS TTOUCKA U YCTpaHeHUS TIpo0iIeM
B KOMITBIOTEPHBIX CETAX

TEXHUYECKOH JOKYMEHTALUU

UCIIOJIb30BATh MpOrpaMMHO-arapaTHble
CpelCcTBa TEXHUYECKOTO KOHTPOJIA
UCIIONB30BaTh TEXHHYECKYIO JIUTEPaTypy H
MH(POPMALMOHHO-CIIPABOYHBIC CUCTEMBI IS
3aMeHBl (TIOMCKa AaHaJoroB) YyCTapeBIIETO
o0opyaoBaHUs

opraHMzanuio  paboT 1O  BBOAY B
9KCIUTyaTalio OOBEKTOB M  CErMEHTOB
KOMIIBIOTEPHBIX ceTel

CTaHAapThl  KaOeneil, OCHOBHBIE  BHIBI

KOMMYHUKAIIMOHHBIX YCTPOHCTB, TEPMHHBI,
MOHSTHS, CTAHAAPTHI U TUIOBBIC 3JEMCHTHI
CTPYKTYPUPOBAaHHOH KaOEIbHOH CHCTEMBI:
MOHTaX, TECTHPOBaHHE

CpEeJCTBa TECTUPOBAHMS U aHATIM3a

aHaJIM3a CXeM IIOTOKOB Tpaduka B IIPOrPaMMHO-AIIAPATHBIE cpencraa

KOMIIBIOTEPHOU CETH TEXHUYECKOIO0 KOHTPOJIS

OLICHKHU KauecTBa u COOTBETCTBUS

TpeOOBaHHUSIM NPOEKTA CETH
1K 3.5. MoaepHU3HpOBAThH CETEBbIE odopmIteHHsT TEXHUUECKOH JJOKyMEHTAIH YUTaTh  TEXHMYECKYID WM  MPOCKTHYIO | NPUHIMIBL ¥  CTaHAapThl  O(OPMIICHUS
ycTpoiicTBa HHpOpMANOHHO- ONpENENEHUs BIUSHUS MPUIOKEHHH Ha | JOKYMEHTAlMIO 10 OPTaHU3alMHM CETMEHTOB | TEXHUYECKOH JOKyMEHTAINH
KOMMYHHMKAIUOHHBIX CUCTEM IIPOEKT CETU ceTH NPUHOUIBL  CO3MaHMsA M Oo(opMIIeHHS

aHaJIn3a CXeM IIOTOKOB
KOMHBHHBpHOﬁC@TH
OLICHKH KadyeCTBa u
Tpe6OBaHHﬂhIHp06KTaCGTH

Tpajpuka B

COOTBECTCTBHUA

KOHTPOJIUPOBATh COOTBETCTBHE
pa3padaThIBAEMOr0 INpPOCKTa HOPMATHBHO-
TEXHUYECKOH JTOKyMEHTalUH

UCIIONB30BaTh TEXHHYECKYIO JIUTEPATypy H
nH(OPMALMOHHO-CIIPABOYHBIE CUCTEMBI IS
3aMeHBl (TIOMCKa aHaJIOroB) YyCTapeBIIETO
0bopynoBaHus

TOIOJIOTUH CETH
HH()OPMAIIMOHHO-CIIPABOYHBIE CUCTEMBI IS
3aMCHBI (Toncka) TEXHHUYECKOTO
00opyIoBaHUs

OK 01.Bs16upars coco0bl penieHus
3a/1a4 mpoQeCCHOHATBHON
JIeSITENIbHOCTH, TPUMEHUTEIBHO K
Pa3INuHBIM KOHTEKCTaM.

Pacnio3HaBaTh  ClIOKHBIE  NIPOOJIEMBI B
3HAKOMBIX CHUTyalUsAX. BBIAEIATH CIOXHBIE
COCTaBHBIC YaCTH MPOOIEMBI 1 ONMCHIBATH €€
MPUYMHBI U PECypchbl, HEOOXOIUMBIE U €€
pemeHus B rienoM. OnpeaensTh HOTpeOHOCTh
B WHPOPMALUU W MPEIINPUHUMATH yCHIHS
1 € MOonCKa.

Bpigenste riaBHble W anbTepHATUBHbBIE
HUCTOYHUKU HY>KHBIX pecypcos.
Pa3pabaTriBaTh JeTaabHBIN TIaH AEUCTBUN U
npuaepxuBathes ero. KauectBo pesynbrarta,
B I€JIOM, COOTBETCTBYET TPEOOBAHUSM.
OneHuBaTh  pe3yabTarT CcBoed  paboTHI,
BBIJICNIATE B HEM CHIIBHBIE U CITA0bIe CTOPOHBI.

PacniosnaBatp 3ajmauy wu/wiu npoOliemy B
npodeCCUOHATIPHOM  W/WJIM  COLUAILHOM
KOHTEKCTE.

AHanu3upoBaTh 3ajady W/WIM npodlieMy H
BBIJIETISTH €€ COCTABHBIE YaCTH.

[IpaBuibHO ONPENEIIUTh u HaWTH
nHpopManuio, HeOOXOIUMYIO AJISI PeIICHHS
3aJ1a9d W/HIIH TPOOIICMEI.

CocTaBuUTh IJIaH AEUCTBUSL.

Omnpenenutb He0OOX0IUMbIE PECYPCHI.
Brnanets akTyaqpHBIMH MeTOJaMH paOOTHI B
podeCCHOHANBHOMN U CMEKHBIX Chepax.
PeanuzoBaTh cOCTaBICHHBIH IJIaH.

OI1eHNUTh pe3yNbTaT M TOCIEACTBUS CBOUX
JIeHCTBUH (CaMOCTOSATENIFHO MM C TIOMOIIBIO
HACTaBHHKA).

3HaTh aKTyaJbHBII NPOPECCHOHANBHBIN |
COLMAIBHBIA ~ KOHTEKCT, B  KOTOPOM
MIPUXOIUTCS paboOTaTh U KUTh.

3HaTh OCHOBHBIE HCTOYHUKH MHGOPMAIUU U
pecypcoB AiIsl peleHus 3a1ad U npoOdJsieM B
poQeCCHOHAIPHOM ~ W/WJIM  COLHAIBHOM
KOHTEKCTE.

3HaTh aKTyaJbHBIE CTAHIAPTHI BBHIOJIHEHMS
paboT B mpodecCHOHATBHOW M CMEXHBIX
obmacTax.

3HaTh AaKTyaJbHBIE METOABI paboTH B
po¢eCCHOHATBHOM U CMEXHBIX Chepax.




OK 02. Mcnonbs3oBats coBpemeHnble | [InanupoBars uH(pOpManuoHHBIH NMouck u3 | OnpenesnsTs 3aauy MOUCKa HHPOPMALKH. Howmenknarypy MH(OpPMaMOHHBIX
CpeACTBa MOUCKa, aHaIu3a U HINPOKOTO Habopa UCTOYHMKOB, | Ompenensatb  HEOOXOAMMBIE  WCTOYHHUKH | NCTOYHHKOB, TIPUMEHSEMBIX B
HHTEpIpeTaly HHPOpMAHU 1 HE00X0IUMOTr0 TUTSE BBINIOJIHEHNS | HH(pOpMAaLHH. npohecCHOHABLHON EITEIBHOCTH.
UH(OPMAMOHHBIC TEXHOJIOTUH IS npo¢ecCHOHANBHBIX 3a/1a4. [InaHUpOBaTH Mpouecc MoucKa. [TpreMbl CTPYKTYpHPOBaHUS HHPOPMALIUH.
BBINIOJIHEHUS 3829 [TpoBoauTH aHaIN3 noy4yeHHo# | CTpyKTypHpoBaTh nosyqaemyroo | dopMar oQopMIICHHS pe3yNbTaTOB MOHMCKA
poeCCHOHANBHO eI TeTHHOCTH. WHPOPMALNH, BBIACIATH B HEH TJaBHBIC | WHPOPMALHIO. nHPOPMALINH.

ACIIeKTHI. BrigenaTe HanOojiee 3HaUMMOE B IEpEYHE

CTpyKTypHpOBaTh oToOpaHHy0 | HH(MOpPMAIHH.

nHdopmanuio B COOTBETCTBUH c | OueHnBaTh  NPaKTHYECKYID  3HAYUMOCTD

napaMeTpamMH IOHUCKa. PEe3yIbTaTOB IOKCKA.

WurepnpeTupoBathb nojxydeHHyo | OQopMisTh pe3ysibTaThl OUCKA.

nHdopmanuio B KOHTEKCTE

npodeccHoHAIBHOM JeSTeIbHOCTH.
OK 03. ITnanupoBath 1 Vcnonp30BaTh aKTyaJlbHYI0 HOpPMAaTHBHO- | OmnpeaensTh axkTyaJbHOCTh HopMaTHBHO- | CozmepkaHME  aKTyaJbHOH  HOPMAaTHBHO-
peanu30BBIBATE COOCTBEHHOES NPABOBYIO IOKYMEHTALMIO IO NpodeccHu | MpaBoOBOIi JIOKYMEHTAIN! B | NPaBOBOW JOKYMEHTAIHH.

podecCHOHANBHOE U INYHOCTHOE
Ppa3BHUTHE, IPEANPHHUMATEILCKYIO
JIESITENIFHOCTD B MMPO(eCCHOHATBHON
cdepe, UCIIOTB30BATh 3HAHUS 110
MIPaBOBOW M (PHHAHCOBOM
IPaMOTHOCTH B Pa3JINYHBIX
U3HCHHBIX CUTYaIUsX.

(cenuambHOCTH).

[MpumeHsTH COBPEMEHHYIO
podeCCHOHANBHYIO TEPMUHOJIOTHIO.
Omnpenensite TPAEKTOPHUIO
npodeccCHOHANIBEHOTO pasBHUTHS u
camM000pa30BaHusL.

Hay4HO

HpO(i)eCCHOHaHBHOﬁ JACATCIbHOCTH.

CoBpeMeHHas Hay4Hast ¥ Ipo(eccnoHanbHas

TEPMHUHOJIOTHSI.
Bo3moxHbIE TPaCKTOPUH
podecCHOHANBEHOTO pas3BUTH u
camMo00pa3oBaHusI.

OK 04. DddexruBHo
B3aMMOJIEHICTBOBATh U pabOTaTh B

VY4yacTBOBaTh B JCIOBOM OOIICHUU IS
3¢ (HEeKTUBHOTO peleHus NeTOBBIX 3a/1a4.

OpraHu3oBeIBaTh paboTy KOJUIEKTHBA H
KOMAaH/IBI.

IIcuxosorus KoJIEKTUBA.
IIcuxosorust TUYHOCTH.

KOJUIEKTHUBE U KOMaHJE. [InanupoBaTh npodeccronaabHyo | B3anmomeiictBoBaTh c kosuteramu, | OCHOBBI IPOEKTHOM J€ATEIHLHOCTH.
JIESITETIBHOCTbD. PYKOBOJICTBOM, KITHEHTAMH.

OK 05. OcymiecTBasITh YCTHYIO U I'paMOTHO yCTHO W TNHCHMEHHO wW3naraTh | M3maraTe cBoM MBICTH HA TocyaapcTBeHHOM | OCOOEHHOCTH COIMANIBHOTO U KYJIBTYPHOTO

MMMChMEHHYI0 KOMMYHUKAIIMIO Ha CBOM MBICIM 1O  IpodeccuOHATBLHOM | S3BIKE. KOHTEKCTA.

rOCY/AapCTBEHHOM $SI3bIKE C YYETOM TEMAaTUKE Ha rOCYJapCTBEHHOM SI3BIKE. O opMIATh TOKYMEHTEI. [IpaBmia opopmieHHS JOKYMEHTOB.

0COOCHHOCTEH CONMANTBEHOTO U [IposBIATE TONEPaHTHOCTH B  pabodyeMm

KYJbTYPHOI'O KOHTEKCTA. KOJUJIEKTHBE.

OK 06. IIposBISTE TpaskIaHCKO-
NaTPUOTHYCCKYIO O3ULIHIO,
JIEMOHCTPUPOBATh OCO3HAHHOE
MOBE/ICHHE Ha OCHOBE TPaJAMIIHOHHBIX
POCCHHCKHX TyXOBHO-HPaBCTBEHHBIX
LIEHHOCTEH, B TOM YHCJIE C YYETOM
rapMOHM3AI[MN MEKHAIIMOHAIBHBIX U
MEXPEJIUTUO3HBIX OTHOIICHHH,
MPUMEHSTh CTaH/AaPThI
QHTUKOPPYIIIMOHHOTO ITOBEICHUSI.

[MoHrMaTh 3HAYUMOCTH CBOEH mpodeccun
(cnenuambHOCTH).

JleMOHCTPHPOBATh TMOBEJCHUE HA OCHOBE
00111eueII0OBEYECKUX [IEHHOCTE.

OmnuckIBaTh 3HAYUMOCTB CBOCH MPOQecchu.
I[pe3eHToBaTh CTPYKTYPY
npodecCHOHANbHOW  JEATEeJIBHOCTH MO
npodeccnu (CHenuaIbHOCTH).

CyIIHOCTh
TIO3UIIHH.
OO1mevenoBeyecKre IEHHOCTH.

HpaBI/ma IIOBECACHUS B XOJAC€ BBIIIOJHCHHUA
po¢eCCHOHATBHOM eI TeIbHOCTH.

TpakaaHCKO -HanPIOTPI‘IeCKOﬁ




OK 07. CozneiicTBOBAaTh COXPAHECHUIO
OKpY>Karouiei cpeipl,
pecypcocOepekeHHI0, IPIMEHATh
3HaHUA 00 N3MEHCHNH KIINMAaTa,
TIPUHITUITEI OEPeKITUBOTO
TIPOU3BOJICTBA, Y3PPEKTHBHO
JIeHCTBOBATh B UPE3BbIUANHBIX
CUTYAITHIX

3KOJIOTHYECKOI
BEICHUH

CoGuonathb npaBuiIa
6e3omacHocTH npu
npoecCHOHABHON EITEIBHOCTH.
ObecnieunBaTh  pecypcocOepexeHne  Ha
pabouem mecre.

CoGumonathb HOPMBI SKOJIOTUYECKOI1
0e30IacHOCTH.

OmnpenensTs HaIpaBICHUS
pecypcocOepekeHns B paMKax
npo(ecCHOHANPHON ~ NESTENPHOCTH IO

npodeccnuu (CenuaIbHOCTH).

[TpaBuna sKOIOTMUECKON 0E30IacHOCTH MpU
BeIeHUH PO ECCUOHATILHOM AeSTEIbHOCTH.
OCHOBHBIE PECypChl, 3aIeiiCTBOBaHHBIC B
npohecCHOHABLHON IEITEIBHOCTH.

[Tytn obecriedeHns pecypcocOepexeHusI.

npodeccnoHanbHBIE TEMBI.

YyacTtBOBaTh B Auajiorax Ha 3HAKOMBIC
o61ue u npodeccuoHalbHBIE TEMBI.
CTpouTh MpOCThIC BHICKA3bIBAHMS O ceOC U O
cBoeil mpodeccCHoHaNbHON NesITENbHOCTH.
[MucaTh TpOCTHIE CBSI3HBIC COOOIICHHS Ha
3HAKOMBIE Wi HWHTEPECYIOIIne
podeCCHOHAIBHBIC TEMBI.

OK 08. Ncnonp30BaTh cpencTra CoxpaHATP W  YKpeIUIATH  310poBhe | Vcmomp3oBaTh ¢uskyneTypHO- | Ponb ¢buznaeckoit KYJIbTYPHI B
(bU3HYECKOi KyJIbTYpBI IS MOCPEACTBOM  HCIOJIb30BAHUS  CPEJICTB | O3J0POBHUTENBHYIO  JESTENBHOCTh  JAJsl | OOIIEKYJIbTYpHOM, IPO(QECCHOHAIBHOM U
COXpaHEHHs ¥ YKPEIJICHUS 310POBbsl | (PU3UUECKOI KyJIbTYPHI. YKpeIIeHus 3]10POBB4, JIOCTIDKEHUSI | COIMaTbHOM Pa3BUTHHU YEJIOBEKa.
B TIpoliecce MpoQeccHoHaNbHON [MognepxuBath  ypoBeHb  (DM3MYECKOW | JKU3HEHHBIX M NPO(eccHOHANBHBIX LIeIeH. OCHOBBI 3/10pOBOT0 00pa3a KHU3HHU.
JIESITeNTBHOCTH U TTOAJIePKAHUS MOJTOTOBJIEHHOCTH Ui yenemHoil | [IpumensaTs panuoHaIbHBIE npueMsl | YciaoBus MpoQecCHOHAIBHON JesTeIbHOCTH
HEOOX0AMMOr0 YPOBHS (pU3NUECKON peanu3au npodeCcCHOHANBLHOM | JIBUraTeIbHBIX GbyHKIMA B | M 30HBI pHCKa (PM3MYECKOTO 310POBbS IS
MIOJTOTOBJICHHOCTH. JIeSTEIILHOCTH. npodeccHoHaNBHOH NeATeNBHOCTH. npodeccuu (CrIenuaIbHOCTH).

IMTonb3oBateest cpencrBamu npodunakTuku | CpeacTBa NpoQMIaKTHKY HepeHANPSDKEHHUS.

MEpCHANPSDKEHUS ~ XapaKTepHbBIMH UL

JTAaHHOH mTpodeccrd (CIICIATBFHOCTH).
OK 09. ITome30BatbCs [IpumensaTs B npodeccuonanpHol | [ToHIMAaTH o0mmiA CMBICTT yeTko | IIpaBuia mOCTPOEHUS MPOCTBIX U CIIOXKHBIX
podecCHOHANBHON JOKYMEHTAUEH | JEeSTeNbHOCTH MHCTPYKINH Ha | MPOM3HECEHHBIX BBICKA3bIBaHHUH Ha | MpeaIoKeHui Ha MPoeCcCHOHAIBHBIEC TEMBI.
Ha TOCYIapCTBEHHOM M MHOCTPAHHOM | TOCYAAapCTBEHHOM M HHOCTPAHHOM SI3BIKE. n3BecTHbIE TeMbl (TpodeccHoHanbHble W | OCHOBHBIE OOIICYIOTPEOUTEIBHBIE TIAT OB
SI3BIKAX. Bectu oOmienne Ha TpodeccHOHANbHBIC | OBITOBBIC). (ObiTOBast M TpoeccHoHaIbHAS JICKCHKA).

TEMBI. ITonumarn TEKCTBI Ha 6azoBbie | Jlekcudyeckuii MHUHUMYM, OTHOCSIIUHCS K

OIMCAHUIO MPEAMETOB, CPEACTB U MPOIIECCOB
po¢eCcCHOHANBHOM esITeIbHOCTH.
Oco0GeHHOCTH TPOU3HOIICHHUS.

IIpaBuna YTEHUs TEKCTOB
podecCHOHAIFHOM HANPaBICHHOCTH.

1.3. Koiu4ecTBO 4acoB OTBOJAMMOE HA OCBOEHHE HpO(l)eCCHOHaJIl)HOFO MoayJist

Bcero gacos 582

W3 nux Ha ocBoenne MJIK 390

Ha MPAKTHKH y4eOHYIO 72_ v IpOW3BOJICTBEHHYIO

camocmosmenvhas paboma 66 _
KOHCYJbTaIH 24

108__




2. CTPYKTYPA U COAEP KAHUE TIPO®ECCHUOHAJBHOI'O MOAYJIsI

2.1. TemaTn4eckuii JiaH NPogeCCHOHATLHOT0 MOAYJISI

O0bem BpeMeHHU, OTBe/ICHHbIH HA 0CBOEHHE MEKIMCHUIIIUHAPHOTO

In
Kypca (KypcoB) paktilia
CamocrosiTe1bHasA IIpousBoacree
Oobs13aTesibHAsA ayIMTOPHAs YuyeOHas
padora HHad (1o
Harpyska o0y4aruierocs VaAIOMEr0cs npodHTIo
Kon Bcero uacos ooy 0 p
HaumenoBanust BT.4. cHenuaJbHOCT
npogeccuoHalb MR HADHLLX KVDCOR (makc. yueOHas ), saco
HBIX JKAUCL p yp Harpy3ka u JlabopaTopHbIe — S Vuebuas, "), 4acoB
. npodgeccHoHATBHOr0 MOAY.JIA padoThI n (ecmm
KOMIICTCHIIUH HpaKTI/IKI/I) KypcoBasi KypcoBasi qacoB
Bcero, NMPaKTHYECKUE Bcero, NPelyCMOTPEH
padora pabora
JacoB 3aHATHSA, 4acoB a
4acoB (mpoexkr), (mpoekr), paccpeoTOue
4acoB 4acoB
HHas
MPaKTHKA)
1 2 3 4 5 6 7 8 9 10
IIK 3.1-3.4 MJIK.03.01
313 K A 258 224 106 18 34
OMITBIOTEPHBIE CETH
K 3.1-34 MJK.03.02.
be3onacHOCTh KOMIIBIOTEPHBIX 2 108
N 132 100 48 32
cereit
IIpome:xxyTounas arrecTanus no:
MJK.03.01: 3x3amen
MJK.03.02: nuddepeHunpoBaHHBII 3a4eT
IIM.03: 3x3aMeH KBAJIH(HKATAOHHbBIN 12 12
Bcero: 582 336 154 18 66 72 108

OcHOBHBIE OGpaSOBaTEJILH])Ie TEXHOJIOTHH: HH(bOpMaL[I/IOHHO-KOMMyHI/IKaI_II/IOHHLIC, HUI'POBBIC TEXHOJOI'MH, HPUMEHCHHUC ACATCIbHOCTHOTO MOAX0/4a B OpraHu3aluu 06y‘16HI/IH,

TEXHOJIOT'MHU MOAYJIbHOTO, PA3HOYPOBHCBOTIO, HpO6J’IeMHOl"O 06y‘I€HI/IH, 3aJJa4YHOC 06y‘I€HI/IG, Kelic -TCXHOJIOI'NMH, TEXHOJIOTUA yqe6H0r0 HOpT(i)OJ'II/IO.




2.2. Conep:xanue 00yueHus nmo npodeccuonaibHomy Moay.aio (IIM)

HanmenoBanmue pasiesioB Coneprkanue y4e0HOT0 MaTepHaa H (JOpMbI OPraHU3ALNH 1eATETLHOCTH 00y YaloINXCs YpoBens O0nbem yacoB
" TEM OCBOEHHSI
1 2 2 3
Paznen 1. KomnblorepHblie ceTn
MJK.03.01. KomnblOTepHbIE CeTH
Tema 1.1 BBenenne B Coaep:xanue yueOHOro MaTepuaJja:
ceTeBble TEXHOJIOTHH Buipl KOMIIBIOTEPHBIX ceTel 2 2
I'mobasibHBIC U JIOKATBHEBIC CETH 2 2
Busl ceTeBBIX apXUTEKTYP 2 2
OCHOBHBIE KOMIIOHEHTHI CETEH, CeTeBas Cpeia ¥ CETEBBIC YCTPOICTBA 2 2
TexHonoruu nojxmoueHus k HTepHeT 2 2
KoHTpoabHbIe padoThI:
OCHOBBI CETEBBIX TEXHOJIOTUH | 3 | 2
Tema 1.2 CeTeBble Copaep:xanue y4eOHOr0 MaTepHaJa:
NPOTOKOJILI H KonnpoBaHue 1 napaMeTpbl COOOLIEHUS 2 2
KOMMYHHKAIHHA CeTeBble MPOTOKOJIBI 2 2
BsaumoielicTBue MpOTOKOJIOB 2 2
Ha6op nporokosioB TCP/IP u nporiecc oOMeHa TaHHBIMU 2 2
Opranuzanuu no cragaaptuzanuu: ISOC, IAB, IETF, IEEE, ISO 2 2
IIpakTHYecKue 3aHATHSA M J1a0OPaTOPHbIE 3aHITHS:
ITpocmoTp ceteBoro Tpaduka ¢ momoripo nporpammbl Wireshark | 3 | 14
CamocTosiTe1bHasi padoTa o0yualouierocsi:
BerinosnHeHne npakTHIeCKUX padboT | 2,3 | 4
KoHTpoabHbIe padoThI:
CereBble IPOTOKOIIBI | 3 | 2
Tema 1.3 CeTeBble Copaep:xanue y4yeOHOr0 MaTepHaJa:
TexHoJiorun Ethernet CewmeiicTBO ceTeBbIX TexHojoruil Ethernet 2 2
ITpunmun paboter Ethernet 2 2
Bsaunmopeticteue Ha nmoxypoBHax LLC u MAC 2 2
YrpasieHue J0CTynoM K cpefie nepeaaun ganabix (CSMA) 2 2
MAC-anpec: unentudukamus Ethernet 2 2
IpakTHYecKue 3aHATHS M J1a0OpaTOPHbIE 3aHITHS:
Nzyaenue Ethernet-texaonoruit | 3 | 14
CamocTosiTe1bHasi padoTa 00y4yalouierocsi:
BeinonHeHne npakTHIecKuX padboT | 2,3 | 4
KoHTposabhble padoThi:
Cetesble TexHonoruu Ethernet | 3 | 2

11




Tema 1.4 CeTeBoii ypoBeHb

ConepixaHue y4e0HOro MaTepuaJa:

CeTteBoil ypOBEHb B Ipoliecce Nepeaun JaHHbIX

HpOTOKOJ'H)I CCTCBOI'0 YPOBHs

OcHOBHBIE XapakTepucTuku [P-nporokosna

Crpykrypa nakeroB IPv4 u IPv6

Oco6GCHHOCTH U MPEUMYIIeCcTBa MPOTOKoNa Pvo

NININININ

NININININ

HpaKanecxne 3aAaHATHA U naﬁopaToprle 3AHATHA:

[loaknroueHue KOMIILIOTEPOB K CCTHU C TOMOIIBIO Kabeei u 6€CHp0BOI[HI>IX aanTCpoB:

14

CamocrosiTe1bHasi padoTa 00y4arouerocs:

Brinmonnenue TMPaKTUICCKUX pa60T

2,3

Tema 1.5 TpancnopTHbIi
YPOBEHb

Coaep:xanue yueOHOro MaTepuaJja:

Hasznauenne u  3agauu TPaHCIIOPTHOI'O YPOBHS

MyIbTUIIEKCUPOBAHUE CEAHCOB CBS3H

Onucanue u cpaBHeHHe poTokosoB TCP u UDP — HafeXHOCTh U IPOU3BOAUTENBEHOCTD, 00J1aCTh
PUMEHCHHUS

Anpecanus noptos u cermentauus TCP u UDP

O60MeH naaeMu 1o TCP

IIpoueccel TCP cepBepa

Ycranosienue TCP-coequHeHMs U €ro 3aBeplIeHHe

IIpunimns! «rpéxcropoHHero pykonoxatusi» TCP

NININININ NN

NININININ NN

IIpakTHyecKkue 3aHATHSA U J1a00PaTOPHbIE 3aHATHSA:

Habmonenue 3a nporeccom TpéxcTopoHHero «pykonoxkarus» TCP ¢ momompto nporpammer Wireshark

w

»

W3ydenne 3axBadueHHBIX JaHHBEIX DNS UDP ¢ momomgsio mporpamMmer Wireshark

w

»

Wzydenne 3axBadeHHbIX MakeToB FTP u TFTP ¢ momompro nporpammer Wireshark

CamocrosiTejibHasi padoTa 00y4arouerocs:

Brimonnenne TMPAKTUICCKUX pa60T

2,3

KoHTpoJsbHbIe padoThbl:

Tpancnoprtasiil ypoBeHs OSI

Koncyaprauumn

JAuddepenunpoBanublii 3a4

eT

Tema 1.6 YpoBensb
NPUJI0KEH Ui

Coaep:xanue yueO0HOro MaTepuaJja:

YpoBeHb NPUIIOKEHNH, YPOBEHb NPE/ICTABICHUSI M CEAaHCOBBIH YPOBEHb

IIpakTHyeckue 3aHATHS U J1a00PaTOPHbIE 3aHATHSA:

PazpaboTka u BHeipeHue cxemsl aapecarn VLSM.

14

CamocrosiTe1bHasi padoTa o0y4aronierocs:

Brimonnenne MPAKTUICCKUX pa60T

KoHTpoabHBIe paboThI:

Yposens npuioxxeanid mojenu OSI|

Tema 1.7 IP-agpecanus

ConepixaHue y4eGHOro MaTepuaJa:

Crpykrypa IPv4-agpecos

12




IIpakTHyeckHe 3aHATHS H JJA0OpPATOPHbIE 3AHATHS:

Pa3paboTka 1 BHeIpeHUE CXEMBI aJpecallii, pa3ieiéHHol Ha nojacetu [Pv4-cetu; 3 | 14
CamocTosiTe1bHasi padoTa 00y4arouerocs:
BeInosHeHNE NpaKTHYECKUX padboT 2,3 |
KoHTpoabHbIe padoThI:
IP-anpecarus 3 | 2
Tema 1.8 Pasnenenne IP- Copep:xanue y4yeOHOr0 MaTepHaJa:
ceTed Ha MOJACETH Cermenranus IP-cereit 2 | 2
IIpakTHYecKHne 3aHATHS M J1a0OpaTOPHbIE 3aHITHS:
Paznenenue cereil ¢ pa3IMuHBIMH TOIOJIOTHSIMHU HA MOJICETH 3 | 14
CamocrosiTe1bHasi padoTa o0y4arouierocs:
BeInosHeHNe NpakTHYeCKuX padboT 2,3 |
KoHTpoabHBIE padoThI:
Paznenenue IP-cereil Ha moaceTu 3 | 2
Tema 1.9 Coznanne u | Cogep:kaHue y4edOHOro MaTepuaJa:
HACTPOIiKa HeOosIbIION | [InaHupoBaHue U cO3aHNE HEOOIBIIONH KOMITBIOTEPHOI CETH: ONpe/iesIeHHE KIII0UYEBBIX (DaKTOPOB, BBIOOD 2 2
KOMIBIOTEPHOIi ceTH TOIIOJIOTUH U CETEBBIX YCTPOICTB, BEIOOP M HACTPOIKa MPOTOKOJIOB, CHCTEMBbI aIPECAIIHN.
IIpakTHyeckue 3aHATHSA U J1a00PATOPHbIE 3aHATHSA:
M3ydenne KampKyISaTOPOB HOJceTei 3 | 10
CamocrosiTejibHasi padboTa 00y4arouerocs:
BrimonHeHHE MpakTHYECKUX paboT 2,3
KoncyapTanmuu 8
IK3aMeH 8
Pasnea 2. be3onacHOCTh KOMIIBIOTEPHBIX ceTeil
MJK.03.02. be3onacHOCTh KOMIIbIOTEPHBIX ceTeil
Tema 2.1 Coaep:xanue yueOHOro MaTepuaJja:
dyHnaMeHTanbHbIE CoBpeMeHHBIE YIpO3bl CeTeBOH 0€3011aCHOCTH 2 2
TIPHHIUIIBL Bupycel, uepBu U TPOSHCKUE KOHU 2 2
0€e30I1acHON ceTH MeTo bl aTtak 2 2
IIpakTHyecKue 3aHATHS U Ja00paTOPHbIE 3aHATHS:
CornmaipHast HHKSHEPHS 3 4
VccnenoBaHue ceTeBbIX aTak M HHCTPYMEHTOB IPOBEPKHU 3aIUTHI CETH 3 4
CamocrosiTesibHasi padoTa 00y4arouerocs:
BerinosHenue 1abopaTopHbIX padboT 2,3 |
KoHTpoabHBIe padoThI:
IpuHIUIE 0€30ITACHOCTH CETH 3 | 2
Tema 2.2 Be3onacHocTb Copep:xanue y4yeOHOr0 MaTepHaJa:
CeTeBBIX YCTPOUCTB BesonacHslii JOCTyH K yCTpoiicTBaM 2 2
HasHayeHue aIMUHHUCTPATUBHBIX poJed 2 2
MOHHTOPHHT U yNIpaBJeHUE yCTPOUCTBAMU 2 2
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Vcnonp3oBanue QyHKIMS aBTOMAaTH3HPOBAaHHOW HACTPOHKHM 0€3011acHOCTH

| 2

HpaKanecxne 3AaHATHA U naﬁopaToprle 3AHATHA:

Hactpoiika 6€300acHOr0 I0CTyNa K MapupyTH3aTOPy

CamocTosiTe1bHasi padoTa 00y4arouerocs:

BrinosHeHue 1abopaToOpHBIX padboT

KoHTpoabHbIe padoThI:

Be3onacHOCTb CeTEBBIX YCTPOHCTB

Tema 2.3 ABropusarys,
ayTeHTUpUKAIKS U
ydeT AocTyma

(AAA)

Coaep:xanue yueOHOro MaTepuaJja:

ACL. Texnonorus Opanamayspa

KonTtekctHeii koHTpOB qocTtyna (CBAC)

N

[onuTuky 6paHaMayIpa, OCHOBaHHbBIE Ha 30HAX

HpaKanecxne 3AHATHA U naﬁopaToprle 3AHATHA:

ObecnieueHre aIMUHUCTPATUBHOTO nocTyna AAA u cepepa Radius

CamocTosiTe/ibHasi padoTa 00y4arouerocs:

BrInonHeHre 1ab0paTopHBIX padoT

Tema 2.4 Peanuzanus
TEXHOJIOTUH OpaHAMay3pa

Coep:kaHue y4eOHOr0 MaTepuaJa:

CaoiictBa AAA. JlokanbHast AAA ayrentudukanus. Server-based AAA

HpaKTuquKne 3AHATHA U naﬁopaToleﬂe SAHATHHA:

Hactpoiika monutuku 0e30MacHOCTH OpaHIMay3pOB

CamocTosiTe/ibHasi padoTa 00y4arouerocs:

BrInonHeHre 1a00paTopHBIX padoT

2,3

Tema 2.5 Peanuzanus
TEXHOJIOTHH
MIPEeOTBPALICHHUS
BTOPYKEHUS

Cojep:kaHue y4eGHOr0 MaTepuaJa:

ACL. Texnonorus 6panamaya3pa. Konrekctaslit koTposs goctyna (CBAC). [Tomutuxu I1K 3.1 - T1K 3.6

6paHz(May3pa OCHOBAHHBIC Ha 30HaXx

IIpakTHyeckue 3aHATHS U J1a00PATOPHbIE 3aHATHSA:

Hactpoiika cuctemsl npegoTBpamnienus Bropxkernii (IPS)

CamocrosiTesibHasi padoTa 00y4arouerocs:

BrimonHenne abopaTopHbIX padboT

2,3

Tema 2.6 bezonacHOCTE
JIOKAJIbHOM CETH

Coaep:xanue yueOHOro MaTepuaJja:

ObecrieueHne 6€30MMaCHOCTH 0JIB30BATEILCKHX KOMIBIOTCPOB

Coobpaxenwust o 11K 3.1 — TIK 3.6 6e3omacHoctr Broporo yposas (Layer-2).

Kon¢urypanus 6e30macHOCTH BTOPOTO ypOBHSL.

BesomacHocTs GecripoBoHBIX ceTeid, VoIP u SAN

NINININ

NINININ

IIpakTHyeckne 3aHATHS H JJA0OpPATOPHbIE 3AHATHS:

Hacrpoiika 6e30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax

CamocrosiTe1bHasi padoTa o0y4aronierocs:

BrimoiaeHue 1abopaTopHBIX padboT

2,3

Tema 2.7
Kpunrorpadpuaeckue
CHUCTEMBI

ConepixaHue y4eGHOro MaTepuaJa:

Kpunrrorpaduueckue cepBucsl

Bbazosas HEJIOCTHOCTb M ayTCHTUYHOCTD
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. MaTerpamus cucteM oOHapy>KeHHUs BTOP)KEHHUIT B HHPPACTPYKTYpPY CETH.
. Pa3zpabotka u BHe[peHMe ceTeBOit MHPPaCcTPyKTyphl C IPUMEHEHHEM O0JIaYHBIX TEXHOIOTHI.

KonduaenumansHocts. Kpunrorpadus OTKpHITEIX KIIOUEH 2 | 2
IIpakTHYecKHne 3aHATHS M J1a0OpaTOPHbIE 3aHITHS:
HccnenoBanue MeTonoB mudpoBanus 3 | 4
CamocTosiTe1bHasi padoTa 00y4arouerocs:
BerinosHeHue 1a00paToOpHBIX padboT 2,3 |

Tewmsl 2.8 Peanu3zarnus Copep:xanue y4yeOHOr0 MaTepHaJa:

texHonorun VPN VPN. GRE VPN. Kommnonents! u ¢pynkumonupoBanue IPSec VPN. Peannzanus Site-to-site TexHonoruit 2
VPN IPSec VPN c ucnons3oBanuem CLI
Peanuzanus Site-to-site IPSec VPN ¢ ucnonszosanueM CCP. Peanusanus Remote-access VPN 2
IIpakTHYecKHne 3aHATHS M J1a0OpaTOpPHbIE 3aHITHS:
Hacrpoiika Site-t0-SiteVPN ncnonp3ys untepdeiic KoMaHJHOH CTPOKH 3 4
BazoBas HacTpoiika mumo3a 6e3omacHocTd ASA 1 HacTpoiika OpaHAMay3pOB UCTIONB3Ys HHTEpdeiic 3 4
KOMaH/THOH CTPOKH
BasoBas HacTpoiika numo3a 6e3omacHocTH ASA 1 HacTpoiika OpaHaIMay’poB ucnoib3ys ASDM 3
Hactpoiika Site-t0-SiteVPN ¢ oqHO0# cTOpOHBI Ha MapIIpyTH3aTOPE UCIONB3Ys HHTEepdeiic KoMaHTHOH 3 4
CTPOKH U C IPYTOH CTOPOHBI HCIIONB3YS uTt03 Oe3omacHoCcTH ASA nocpeactsom ASDM
CamocrosiTesibHasi padora o0y4arouerocs:
BrmonaeHne 1abopaTopHBIX paboT 2,3 |

Tema 2.9 YnpasneHnue Coaep:xanue yueOHOro MaTepuaJja:

0€3011acHOM CEeThIO [TprHIMIBI 0€30IIACHOCTH CETEBOTO TU3aiHa 2 |2
IIpakTHyeckue 3aHATHSA U J1a00PATOPHbIE 3aHATHSA:
Hacrpoiika Clientless Remote Access SSL VPNs ASDM. 3 2
Hactpoiika AnyConnect Remote Access SSL VPN ASDM. 3 2
CamocrosiTesibHasi padoTa 00y4arouerocs:
BrmonaeHne 1abopaTopHBIX paboT 2,3

Kypcosoii npoext

TemaTHka KypCcOBBIX IPOEKTOB

1. OnrtuMu3anyst paboThl CETEBOr0 000PYIOBaHMS JUIS IPEIIPUATHI Masloro Ou3Heca.

2. Aynut 6e30macHOCTH 0OBEKTOB CETEBOW MH(PPACTPYKTYPBHI.

3. Crpareruu npenorBpanienns DDoS-aTak B KOpIOpaTUBHBIX CETSIX.

4. IlpuMeHeHHe MPOTOKOJIOB MapIIPYTHU3AIMHK JUIS HOBBIIEHHS YP()EKTHBHOCTH Nepeiaun TaHHBIX.

5. OcobeHHOCTH TTOCTPOCHUS OECTIPOBOIHBIX CETEH B MPOMBIIIIIEHHBIX 00BEKTAX.

6. MeToibl 60pBOBI C CETeBBIMU aTaKaMU Ha NpuMepe (GUHAHCOBBIX HHCTUTYTOB. 18

7

8

9

. Ucrionb3oBanne BUpTyaibHBIX YacTHBIX ceTel (VPN) s ynan€HHoit paboThl cOTpYIHUKOB.

10. AHanM3 NPOITYCKHOHN CITIOCOOHOCTH M IPOOJIEMBI Y3KHX MECT B CETEBBIX apXUTEKTYpax.

11. ABTOMaTH3a1Ms CETEBOrO MOHUTOPHHIA U YIIPABJICHHUS N3MEHEHHUAMH.

12. TIpnMeHeHe NCKYCCTBEHHOTO MHTEIUIEKTA sl 00ecIieueH s CeTeBOH Oe3011acHOCTH.

13. CHIKeHHe 3aTpaT Ha CEeTEeBYI0 HH(PACTPYKTYPY € HOMOIIBIO TEXHOJIOTHH OTKPBITOIO HCXOJHOT'O KOJIa.
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14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.

OHepro3(hPeKTUBHOCTE B IPOSKTUPOBAHUH U SKCILTyaTaLlH CETEBOI0 000PYA0BaHUSI.

PazButre u Tpanchopmanus neHTpoB oopadotku nanuex (LIO/]) B 510Xy GOJIBIINX JaHHBIX.
Kon¢urypupoBanne 1 ynpaieHHEe MHOTOIPOTOKOJIBHBIMH MapIIPyTH3aTOPaMH 1 KOMMYTaTOPaMH.
Pomnps Network Function Virtualization (NFV) B coBpeMeHHOI#1 ceTeBOit mHGpacTpyKType.
10T-ycTpoiicTBa 1 X UHTErPaIHsl B KOPIIOPATHBHEIE CETH.

®DopMHpOBaHNE YCTOMYMBON M MAaCIITAOUPYyeMOil CeTeBOH apXUTEKTYPHI.

TerneHnnM pa3BUTHI METPOTOMUTEHOBHIX ceTeil (MAN) 1 MX IKCIUTyaTaIlHs.

Crparernieckoe ImIaHAPOBaHIE OOHOBJIICHHS CETEBOTO 000PYIOBAHUSI.

Opranuszanus Ha&KHOTO CETEBOTO B3aUMO/ICHCTBUS B MHOTO(MITHATBHBIX OpraHU3alusX.
MopenupoBaHue U aHAJIN3 IPOU3BOANTEIHHOCTH CETEBBIX HHPPACTPYKTYP.

Vcnonp3oBanue mporpaMMHo-onpeaeseMsix ceteil (SDN) mis rubkoi HACTpOHKH ceTu.
CooTBeTcTBUE CETEBOW MHPPACTPYKTYPHI HOPMATHBHBIM TPEOOBaHHSM I10 3aIIUTE AaHHBIX.

Ananu3 3 PpEeKTUBHOCTH HCIIOJIb30BAHUSI CETEBOI0 000PYIOBaHUS U HHCTPYMEHTOB YIPABICHUS TPAQHKOM.
Keiic-cTaan o BoccTaHOBIEHUIO pabOTOCTIOCOOHOCTH CETEBOH HHPPACTPYKTYPHI IIOCIIe KHOepaTax.
[TpuHIUIBI TOCTPOCHHS PACTIPEICTICHHBIX CETEBBIX CHCTEM XPAHCHHUS TaHHBIX.

29. Kpocc-tmathopMeHHass HHTETPAIysl YCTPOHCTB B CETEBYIO HH(PPACTPYKTYpy IPEAIPHUATHS.

30. AHaToMHS M yIIpaBJICHHUE TTIaBHBIMHU CETEBBIMH ITpo0ieMaMH B KpynHoMacTadHbIX 1T -mpoekTax.

Y4yeOHasi npakTHKa

Bunasl pador 12

IIpousBoacTBeHHAs] MPAKTHKA

Buasi pador 108

IK3aMeH KBaJIM(PUKALUOHHBIN 12
Bcero 582

JAi1st XapaKTEepUCTUKU YPOBHS OCBOEHHUS Y4€OHOTO MaTepHaja UCIOIb3YIOTCA ClEeLyOIne 0003HaYCHUS:

1. — o3HaKOMHTEIbHBIN (Y3HaBaHUE paHEe U3YUCHHBIX 0OBEKTOB, CBOHCTR);

2. — penpOAYKTHBHbIH (BBIIIOJIHEHUE JIEITENILHOCTHU 10 00pasily, MHCTPYKIMU MM O PYKOBOJCTBOM)

3. — IPOAYKTUBHBIH (IJIAHUPOBAHUE U CAMOCTOSTEJILHOE BHIIOJHEHHE JACSATEIBHOCTH, PellieHNe MPOOIEMHBIX 3a/1a4)
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3. YCJI10BUS PEAJIM3ALIVNHU ITPO®PECCHOHAJIBHOI'O MOAYJIA
3.1. TpeGoBaHus K MUHMMAJILHOMY MaTepPHAJIHLHO-TEXHHYECKOMY 00ecre4yeHnIo

Ob6opynoBanue kabuHeTa U pabounx MecT Jabopatopun «KOMIBIOTEPHBIX CeTEi»:
- aBTOMaTHU3UpOBaHHEIE paboune MecTa Ha 12-15 oOyuaronixcs;

- aBTOMaTU3UPOBaHHOE paboyuee MECTO NMPEroiaBaTels;

- CHIeNMaIM3UPOBaHHas MeOelb;

- KOMIIJIEKT HOPMaTUBHBIX IOKYMEHTOB;

- KOMIUIEKT Y4eOHO-METOIMYECKOM JOKYMEHTAIIHUH.

- IPOCKTOP;

- CKaHep;

- IPUHTED;

- IporpaMMHOe obecniedeHre 00IIero 1 npodecCHoHATFHOTO Ha3HAYCHHUS.

Ob6opynoBanne maboparopud W padoumx MecT Jnabopatopun «OpraHu3zanusi M NPUHHIUNBI MOCTPOEHHS
KOMIBIOTEPHBIX CHCTEM»!

J11s1 BBIIOTTHEHHS TPAKTHYECKHX JIAOOPATOPHBIX 3aHATHH Kypca B Tpynmnax (1o 15 4enoBek) TpeOyroTCsi KOMITBIOTEPHI
U nepudepuiiHoe 060pyJOBaHKE B IPUBEICHHOW HIKE KOH(MUTYpaLUK

- KommeroTep oOydatommerocs (ammapaTtHoe oOecrieueHHe: He MEHEee 2 CETEBBIX IUIAT, IMPOIECCOop
Iponeccop He HImKe Core i3, onepaTuBHas maMATh 00beMoM He MeHee 8 ['6; HD 500 Gb wmu Gombie mporpaMMHOE
obecnieuenue: nunensnonHoe [10-CryptoAPI onepanmonnsie cucremsl Windows, UNIX, MS Office, naker CAIIP).

- Kommbrotep npenonaBarens (anmnapaTHoe oOecHeYeHHe: He MeHee 2 CEeTeBBbIX IUIaT, MPOLECCcop
Ipomeccop He HImke Core i3, onepaTuBHas maMATh 00bseMoM He MeHee § '6; HD 500 Gb wnu 6ombime mporpaMMHOe
obecnieuenue: nunensnonHoe [10-CryptoAPI onepanmonnsie cucremsr Windows, UNIX, MS Office, naker CAIIP).

- CepBep B aboparopuu(anmnapaTHOe OOEClCUCHHE: HE MEHee 2 CETEBBIX IUIAT, 8-X SACPHBII
MPOIIecCOp C YacTOoTOi He MeHee Tpex [T, onepaTuBHas maMaTs 00beMoM He MeHee 16 I'0, xecTkue aucKu o0ImmM
obremoMm He MmeHee 2 TO, mporpammuoe obecneueHune: WindowsServer 2012 unm Gonee HOBas, JHIICH3HOHHBIC
AQHTUBUPYCHBIE POIPAMMBI, JIMIIEH3UOHHBIE ITPOTPaMMBbI BOCCTAHOBJICHHS JJAHHBIX, JTHLEH3UOHHBIN TPOrpaMMBI 10
BUPTYaJIU3al1H.)

- 6 MapIIpyTH3aTOPOB 00JIAAI0IINMH CJICTYIOIIMMH XapaKTEPUCTUKAMM:

O3V He MeHee 256 M6 ¢ BO3MOXKHOCTBIO PacIIUPEHUS

I13VY He mMenee 128 M6 ¢ BO3MOXKHOCTBIO PacIIUPEHUS

USB nopt: He MeHee oxHoro craggapra USB 1.1

Bcerpoennsie cereBble mopThl: He MeHee 2-x Ethernet ckopoctsio He Menee 100M6/c.

BuyTpeHHre pa3béMBl U1 YCTAHOBKM JONOJHHUTEIBHBIX MOJIYyJEH pacIIMpeHHs: HE MeHee IBYX I
Moaynei AIM.

Pa3zbEéMBI U1 TOAKITIOUEHHS JOMOIHUTENBHBIX MHTepdelcoB: He MeHee 4; 2 M3 HUX Uil MOIyJel Tumna
HWIC, WIC, VIC, VWIC; 1mns moxyneit tuna WIC, VIC, VWIC; 1 nns mogyneit VIC mimm VWIC.

Hanmuue ciiora 17151 yCTaHOBKHM alIapaTHOTO MOTYJIs IIM(POBaHUS M yCKOpeHUst 00paboTku Tpaduka B VPN
coenMHeHUsX, noaaepxkusatomero cranaaptel DES, 3DES, AES 128, AES 192, AES 256

KoHconbHBIN MOPT AJIS yIIpaBIeHUS MapIIpyTH3aTOPOM uepe3 nopt cranaapra RS232: He meHee ogHOTO C
MaKCUMaJIbHOHM cKopocThio 115.2 x6/c.

Bcerpoennoe mporpamMmHOEe obOecliedeHHe TODKHO IOIEPKUBATh CTATHUECKYI0 M JHHAMHYECKYIO
MapIIpyTHU3aIHIIo, TOIAEP)KUBATh MPOTOKOIBI TuHaMudeckoi MapmpyTtusanuu RIP, RIP v2, IGRP, EIGRP, OSPF.

MapmpyTu3aTop OODKEH TOAAepKUBATh YHPABICHHWE UYepe3 JIOKATBHBIM MOCIENOBATENbHBIA TOPT U
yAan€HHO 0 MPOTOKOIY telnet.

OO0opynoBaHue JOIKHO MOJJIEPKUBATh IPOTOKOJ 0OHapyskeHus coceneit CDP.

Nmets ceprrdukaTsl 6€30MaCHOCTH U JJIEKTPOMArHUTHOH COBMECTUMOCTH:

UL 60950, CAN/CSA C22.2 No. 60950, IEC 60950, EN 60950-1, AS/NZS 60950, EN300386,
EN55024/CISPR24, EN50082-1, EN61000-6-2, FCC Part 15, ICES-003 Class A, EN55022 Class A, CISPR22 Class
A, AS/NZS 3548 Class A, VCCI Class A, EN 300386, EN61000-3-3, EN61000-3-2, FIPS 140-2 Certification

- 6 KOMMYTaTOpPOB 00JIA/IAIONINX CIEAYIOIINMH XapaKTePHCTHKAMHU:

KommyTrarop ¢ 24 nopramu Ethernet co ckopoctsio He menee 100 M6/c u 2 nopramu Ethernet co ckopocTsio
He meHee 1000M6/c

B KoMMmyTarope IO/DKSH NPHCYTCTBOBaTh pasbéM st cBsizu ¢ [IK mo wmuTepdeiicy RS-232. Ilpum
UCTIONIb30BaHUN HECTAHJAPTHOTO pa3béMa B KOMIUIEKTE JOJDKEH OBITh COOTBETCTBYIOIINIT Kabenp MM NMepexoJHUK
st COM pasbéma.

CkopocTtb kKoMMmyTanuu He meHee 16Gbps

I13Y ne menee 32 M6

O3V ne menee 64M6
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MakcuMmanbHoe KonumaectBo VLAN 255

Hocrymuasie Homepa VLAN 4000

Honnepxka mpotokona VTP (VLAN trunkingprotocol) s COBMECTHOTO HCIIOTIB30BAHUS €IMHOTO HaOOpa
VLAN Ha rpynie KoMMyTaToOpOB.

Pasmep MTU 90006

CkopocTb KoMMyTanuu st 64 6alTHRIX makeToB 6.5%106 makeToB/c

Pasmep Tabmuiber Mak agpecos: He MeHee 8000 3ammceit

Konmuectro rpynm st IGMP tpaduka mist nporokona IPv4 255

KonudecTBo Mak aipecoB B 3amucsx i ciry:k0b1 QoS: 128 B 00braHOM pexxume u 384 B pexxume QoS.

KonnyecTBo Mak afipecoB B 3alUCAX KOHTPOJ focTyna: 384 B 00br4HOM pexkume u 128 B pexxume QoS.

KommyTatop fomkeH moafep KuBaTh ylpaBlieHHE uepe3 JIOKAJIbHBIN MOCIeI0BATENbHBIN MOPT, yAaIEHHOEe
yIpaBJIeHHE N0 IPOTOKOY telnet.

KommyTatop momkeH moaaep >kuBaTh MPOTOKOI oOHapyxeHus coceneit CDP.

OO0opyznoBaHuE JOIKHO MOJIEPKHUBATH CICYIONINE CTAaHAAPTHI:

BobnactunpoTokonoBmepenadn

IEEE 802.1D Spanning Tree Protocol, IEEE 802.1p CoS Prioritization, IEEE 802.1Q VLAN, IEEE 802.1s,
IEEE 802.1w, IEEE 802.1X, IEEE 802.1ab (LLDP), IEEE 802.3ad, IEEE 802.3af, IEEE 802.3ah (100BASE-X
single/multimode fiber only), IEEE 802.3x full duplex on, 10BASE-T, 100BASE-TX, and 1000BASE-T, IEEE 802.3
10BASE-T specification, IEEE 802.3u 100BASE-TX specification, IEEE 802.3ab 1000BASE-T specification, IEEE
802.3z 1000BASE-X specification, RMON | and Il standards, SNMP v1, v2c, and v3

B o6nactyi B3auMoieiicTBUS € IPYTUMHU CETEBBIMU YCTPOMCTBAMU, IMATHOCTHKH M yJaNEHHOTO YIIPaBICHUS

RFC 768 — UDP, RFC 783 — TFTP, RFC 791 — IP, RFC 792 — ICMP, RFC 793 — TCP, RFC 826 —
ARP, RFC 854 — Telnet, RFC 951 - Bootstrap Protocol (BOOTP), RFC 959 — FTP, RFC 1112 - IP Multicast and
IGMP, RFC 1157 - SNMP v1, RFC 1166 - IP Addresses, RFC 1256 - Internet Control Message Protocol (ICMP)
Router Discovery, RFC 1305 — NTP, RFC 1492 — TACACS+, RFC 1493 - Bridge MIB, RFC 1542 - BOOTP
extensions, RFC 1643 - Ethernet Interface MIB, RFC 1757 — RMON, RFC 1901 - SNMP v2C, RFC 1902-1907 -
SNMP v2, RFC 1981 - Maximum Transmission Unit (MTU) Path Discovery IPv6, FRC 2068 — HTTP, RFC 2131
— DHCP, RFC 2138 — RADIUS, RFC 2233 - IF MIB v3, RFC 2373 - IPv6 AggregatableAddrs, RFC 2460 — IPV6,
RFC 2461 - IPv6 Neighbor Discovery, RFC 2462 - IPv6 Autoconfiguration, RFC 2463 - ICMP IPv6, RFC 2474 -
Differentiated Services (DiffServ) Precedence, RFC 2597 - Assured Forwarding, RFC 2598 - Expedited Forwarding,
RFC 2571 - SNMP Management, RFC 3046 - DHCP Relay Agent Information Option

RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS.

Nmers ceprrdukaThl 6€30MaCHOCTH U AJIEKTPOMArHUTHOH COBMECTUMOCTH:

UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition, TUV/GS to EN 60950-1, Second
Edition, CB to IEC 60950-1 Second Edition with all country deviations, CE Marking, NOM (through partners and
distributors), FCC Part 15 Class A, EN 55022 Class A (CISPR22), EN 55024 (CISPR24), AS/NZS CISPR22 Class
A, CE, CNS13438 Class A, MIC, GOST, China EMC Certifications.

—Habop nocnenoBaTenbHbIX Kabenei (BXOAUT B KOMIUIEKT IIOCTaBKH 000PYIOBAHUS JUIsS CETEBOI aKaJleMUn
Cisco) co cieayronMI XapaKTepPUCTHKAMH:

Kabenp mist coeannenus pazpémoB SmartSerial ¢ V.35 (Winchester) female pazsémom. -6 wmT.

Kabep st coeannenus pazpémoB SmartSerial ¢ V.35 (Winchester) male pazpsémom. — 6mir.

—Monynu Ui TOCIeA0BaTENIbHBIX COSANHEHNH B KOJMYECTBE 6 IIT., MOJIXO/IAIINE I MapIIpyTH3aTOPOB
CO CIIEAYIOIIMMHU XapaKTePUCTUKAMH:

Moayis st mocnenoBatenbHbIX coenunennit HWIC-2A/S nomken coaepskaTh 1Ba nopra trmna SmartSerial
C ToIepKKOH ckopocteit 1o 128k6/c st cMHXpOHHBIX TUHUM 1 115.2k0/c 11 acHHXPOHHBIX. MOyb OJDKEH
nojiepxkuBaTh crangapTel coequnenus ¢ DTE/DCE o6opynoBanuem V.35, RS-232, RS-449, RS-530, RS-530A,
X.21.

—2 OecnpoBoaubIx Mapmpytuzartopa Linksys (mpeamoururensHo cepun EA 2700, 3500, 4500) wim
aHanoruuHsle yctpoiictea SOHO

— IP renedons! ot 3 mT.

— ITporpamMMHO-anmapaTHbIE MITIO36I 0€30MTaCHOCTH OT 2 MIT.

—1 xommetorep s nabopatopHbix 3aHsTHid ¢ OC MicrosoftWindowsServer, Linux u cuctemamu
BUPTYyaJIN3aHN

—12-15 KOMIIBIOTEPOB WM HOYTOYKOB [utst TabopatopHsix 3ausTuil (MicrosoftWindows) u Linux

Peam/[saunﬂ l'[pO(l)eCCI/IOHaJ'II)HOFO MoAyJid npeamnojaract yqe6Hyfo 1 IIPOU3BOACTBCHHYIO IIPAKTHUKH, KOTOPBIEC MOYKHO
MMPOBOAUTH KaK COCPEAOTOUYCHHO, T.C. IMOCJIC NU3YUCHUSL M,Z[K, TaK U pacrpeCICHO.
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3.2. UndopmanmnoHHoe obecnevyenne 00ydeHus

Ilepeyens pekoMeHyeMbIX YueOHBIX H31aHUil, IHTepHET-pecypcoB, A0NOTHUTEIBLHON JUTEPATYPHI
OCHOBHBIE HCTOYHHUKH:

1. Tamarenko, B.A.. Crannapts nHQOpMaImoHHo# 6e3omacHocTH : Kype nekiuii / B.A. Tanateako — MockBa
: Maryur HOY, 2019. — 307 ¢. — ISBN 978-5-9556-0053-6. — URL.: https://book.ru/book/918242. —
TekcrT : 3JIeKTPOHHBIN.

2. Ky3un, A. B. Kommbiotepasie cetn: ydeOHoe mocodue [anekTpoHHas Bepcusi J/A. B. Kysun. - 4-e u3n.,
nepepa0. uzporn .- M.: DOPYM: UHDPA-M, 2018.

3.  Makcumos, H.B. KomnbtorepHslie cetn: yueOHoe nocobue ams crynento yupesxxaenuit CI1O [anexTpoHHas
Bepcus |/ H.B.Makcumos, U.W.ITonos. — 4-¢ u3a., ucnp. ugor.,- M.: ®OPYM, 2018.

4. Hosoxwuinos, O.II. KommbroTepHpie cetn: ydeOHOe mocobme mmsi crydeHtoB yupexneHwmin CIIO/O.I1.
Hosoxunos, O.B. HoBoxminos.— M.: U3gaTensckuii 1oM «Akamemus», 2016.

5. Omudep, B.I'. Kommbrorepusie cetn. [IpuHIOWOBI, TEXHOJOTHH, IPOTOKOJNBI: YUYEOHHK I
By30B[anekTpoHHas Bepeus |/B.I'. Omuadep, H.A. Omudep.- CII6.: [Turep, 2017.

6. OdunmaneHoe  pykoBopctBo  CiSCO 1O  MOArOTOBKE K  CepTH(OUKALMOHHBIM  SK3aMEHaM
CCNAICND2[3nextponnas Bepeus |/ Ilep. ¢ anrn.-M.:000 «U1.J].Bubsamc»,2019.

7. Paccen, Y. MicrosoftWindowsServer 2019: CnpaBo4HHK agMHUHHCTpaTopa[siexTpoHHas Bepcus |/Y.
Paccen, ILI.Kpoydopna, Tx.Ixepenn., nep. ¢ anri.— 3-¢ u3a.,-M.: Pycckas Pemakiust, 2019.

8. Cunuusin, C.B.. Bepudukauus nporpammuoro odecnedenus : Kypc nexuuii / C.B. Cunnipin — Mocksa :
Hutyur HOVY, 2019. — 445 ¢. — ISBN 978-5-94774-825-3. — URL.: https://book.ru/book/917685. —
TekcrT : 3JIeKTPOHHBIN.

HNHTepHeT-UCTOYHNKH

1. JKypmanm  cereBpix  pemenuii  LAN [Dnexktponnblii  pecypc]. —  Pexum  pmocryna:
URL:http://www.osp.ru/lan/#/home.

2. XypHam o KOMNBIOTEPHBIX CETSIX M TEICKOMMYHUKAIIMOHHBIX TEXHOJIOTHAX «CeTH M CHUCTEMBI CBSI3U»
[Dnexrponnslii pecypce]. — Pexxum goctyma: URL: http://www.ccc.ru/.

3. HayuHo-TexHWYeCKMH ¥ HAy4YHO-TIPOM3BOJCTBEHHBIH KypHan «/H(MOpPMALMOHHBIE TEXHOJIOTHI
[Dnexrponnsiii pecypc]. — Pesxum moctyma: URL: http://www.novtex.ru/IT/.

4. Haunonansubiil OTkpeITEI YHUBepcuTeT « THTYUT» [Onextponnsiii pecypc]. — Pexum goctyma: URL:
http://www.intuit.ru/.

[MpodeccronanbHblil MOITYNIb 0OecrieunBaeTCs yueOHO-METOINYECKOW JOKYMEHTAIMe W MaTrepualiaMu TI0
OCHOBHOM oOpa3oBaresibHOM mporpamme. CojiepkaHue KaXIOro MEXIUCHUILIMHAPHOTO ydeOHOro Kypca
podeccHOHANBHOTO MOTYJIS IPE/ICTABICHO B JIOKAIBHON CETH KOJUIS/IKA.

BreaynnTopHast pabota oOydarommxcsi CONPOBOXKAACTCS METOJMYECKUM obOecriedeHHeM M 00O0CHOBaHHEM
BpPEMEHH, 3aTPAauNBaEMOr0 Ha €€ BBITIOJIHEHHE.

Kaxnomy oOyuatonemycst o6ecriedeH JOCTyI K 3JIEKTPOHHO-OMOIMOTEUHON cHCTEME, CoJeprKalle n3aanus
10 OCHOBHBIM MEINCHUIUTHHAPHBIM KypcaM MOJIYJIS.

DJeKTpOHHO-ONOIMOTEe Has cCHCTeMa 00ecIIeYMBaeT BO3MOKHOCTh MHIMBH/IYyaJIbHOTO JIOCTYIIA JUIS KasKI0To
oOyuarorerocs u3 Jr060# TOUKH, B KOTOPOH MMEeTCsI JOCTYI K ceTu MHTepHeT.

Hdns  oOywarommxcsi oOecriedeH JOCTYI K COBPEMEHHBIM IPO(GECCHOHANbHBIM 0a3zaM JIaHHBIX,
I/IH(I)OpMaLH/IOHHBIM CITPAaBOYHBIM U MTOUCKOBBIM CUCTEMAM.

Kaxmgomy obOywaromemycsi obecredeH IOCTYN K KOMIUIEKTaM OHMOIHOTEYHOro (oHAa M3 CIETYIOLIEro
HepeyHs:

WudopmannonHble TeXHOIOTHH; OTKPHITHIE CUCTEMBI;

BecTHUK KOMIIBIOTEPHBIX ¥ HH()OPMAMOHHBIX TEXHOJIOTHH;

Haykoemkue texnonoruu; [IporpammupoBanue; TenekoMMyHUKaLNY;

JucKkpeTHbIN aHallu3 U UCCIIEJOBaHKUE OTepallnii;

CAIlPurpaduka; CAD/CAM/CAE Observer;

Computers; Artificial Intelligence;

Communications of the ACM;

ComputerGraphics.
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4. KOHTPOJIb ¥ OIIEHKA PE3VJBTATOB OCBOEHHUS YYEBHOW IMMPAKTUKH

IIpodeccuonanbu

ple KOMIeTeHI[UH,
¢opmupyemsbie B
paMKax MOayJs

OuenuBaemble 3HAHUSL M YMEHHUSsI, JeiiCTBUSA

MeTtoabl OLIEHKH

Kpurepuu
OLICHKH

MK 3.1.
OcymecTBIATh
MIPOCKTUPOBAHHE
ceTeBoi

UHQPaCTPyKTYpHI.

3Hanus

apXuTEeKTypa U (QyHKINHU CHCTEM yNPABICHUS
CETAMH, CTAaHIaPTHI CUCTEM YIPABICHUS
3a[auu yIpaBICHUA: aHATIU3
IIPOU3BOUTEIHLHOCTH U HAJIE)KHOCTH,
yIpaBjeHue 0e30MacHOCThIO, yueT Tpaduka,
yIpaBjeHue KoHUrypanuen

IIpaBUJIA HKCILTyaTal[U1 TEXHUUECKUX CPEACTB
ceTeBoi HHPPACTPYKTYPbI

METO/IbI YCTPaHEHHsI HENCTIPABHOCTEH B
TEXHHYECKHUX CPEACTBAX, CXEMBI
MIOCJIeaBapHIHOTO BOCCTAHOBIICHHS
paboTOCTIOCOOHOCTH CETH, TEXHUIECKYIO 1
MIPOEKTHYIO TOKYMEHTAIUIO, CIIOCOOBI
PE3epBHOTO KOTIMPOBAHUS JAHHBIX, IIPHHIIHITBI
paboThI XpaHMIUII JAHHBIX

OCHOBHBIE MOHATHS UHOOPMALIMOHHBIX CUCTEM,
YKM3HEHHBIN IIMKJI, TPOOJIeMbl oOecTieueH s
TEXHOJIOTUYECKOH 0€30I1aCHOCTH
nH(pOPMALMOHHBIX CUCTEM, TPeOOBaHUS K
apXuTeKType HHGOPMAINOHHBIX CHCTEM H MX
KOMITOHEHTaM ISl 0OecIiedeHus 6e301I1acHOCTH
(YHKIIMOHNPOBAHUSI, ONIEPAaTHBHBIE METO/IBI
TIOBBIIICHUS 0€30aCHOCTH ()YHKIIMOHUPOBAHUS
MIPOTPaMMHBIX CPEACTB 1 0a3 TaHHBIX
CpeacTBa MOHUTOPHHTA M aHAJIM3a JIOKAJIbHBIX
cerei

OCHOBHBIE TPEOOBAHNUS K CPEACTBAM U BUAAM
TECTUPOBAHUS JUISI OTIPE/ICTICHUS
TEXHOJIOTHYECKOH 6e30I1acHOCTH
nH(OPMAIMOHHBIX CHCTEM

MIPUHIUIBI pabOThI CETH aHAJIOTrOBOM TeneGoHun
Ha3Ha4YeHHE TOJI0COBOTO IIITI03a, €T0
KOMITOHEHTHI ¥ (DyHKIIUH

OCHOBHBIE ITPHHIIMITBI TEXHOJIOTHN 00ECTIeUEeHUS
QoS 1151 ToJI0COBOTO TpaduKa

TectupoBanue
CobecenoBanue
DK3aMeH

75% mpaBUIILHBIX
OTBETOB
Orenka nporecca
Ornenka
pe3yibTaToB

Ymenus

MIPOEKTUPOBATH JTOKAIBHYIO CETh

BBIOMPATH CETEBBIE TOMOJIOTHU

pacCcUUTHIBATh OCHOBHBIE MTApaMETPhI JOKATBHOM
ceTH

MIPUMEHSTH ANTOPUTMBI [TOUCKA KpaTYalIIero
MyTH

IUTAHUPOBATh CTPYKTYPY CETH C MOMOIIBIO Tpada
C ONTHUMAJbHBIM PACIOIIOKEHHEM Y3II0B
UCIIONIb30BaTh MaTeMaTHUECKHH anmnapar TeOpUH
rpagoB

HacTpauBath cTek npotokoioB TCP/IP u
UCTONb30BaTh BCTPOEHHBIE YTUIUTEI
ONEpalOHHON CUCTEMBI AJIsl AUATHOCTUKU
paboTocTIoCOOHOCTH CETH

IIpakTuueckas
pabora

DKCTepTHOE
HaOII0IEHNE
Ornenka nporecca
Ouenka
pe3yIbTaToB

JelicTBus

MIPOCKTUPOBAHMSI APXUTEKTYPHI JIOKATHHOU CETH B
COOTBETCTBHUH C ITIOCTABIICHHOM 3a7auei
HCTIOJIb30BaHUS CIICITUATEHOTO TIPOTPaMMHOTO
obecriedeHust sl MOJCINPOBAHMS,

IIpakTrueckas
pabora
3amura mpoexTa

DKCTepTHOE
HaOroAeHNE
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IIPOEKTUPOBAHUS U TECTUPOBAHUS
KOMIIBIOTEPHBIX CETEeH

HACTPONKH IPOTOKOJIOB TUHAMUYECKON
MapIIpyTH3AHH

OTIpEICTICHUS BIMSHUS MPYIIOKCHNH Ha MIPOEKT
cetn

aHaIN3a, IPOCKTUPOBAHUS U HACTPOUKH CXEM
MIOTOKOB Tpa(hyKa B KOMIIBIOTEPHOH CETH

MK 3.2.
O0cnyxuBaTh
CeTeBbIe
KOoH(pUrypauuu
MPOrPaMMHO-
anmapaTHbIX
CpencTB

3uanus

00III1e TPUHIIMITEI TOCTPOCHHUS CETEH
CETEBBIC TOMOJIOTUU

CTaHJapTU3aLMI0 CEeTEH

9Tambl MPOSKTHUPOBAHUS CETCBOM
nH}pacTpyKTypHI

AJIEMEHTHI TECOPHH MacCOBOTO OOCITYKHBAHHSA
OCHOBHBIC ITOHATHSA TeOpuH rpadon
OCHOBHBIE IPOOIJIEMBI CHHTE3a TpadoB aTak
CHCTEMBI TOITOJIOTHYECKOTO aHalTu3a
3aIIUICHHOCTH KOMITBIOTEPHOH CeTH
apXHUTEKTypy CKaHepa 0e301macHOCTH
MIPUHITUITBI TIOCTPOCHHS BHICOKOCKOPOCTHBIX
JIOKQJIbHBIX CeTel

TectupoBanue
CobecenoBanne
DK3aMeH

75% mpaBUIILHBIX
OTBETOB
Orenka mporecca
OueHka
pe3yIBTaToB

YMenus

BBIOUPATH CETEBBIC TOMOJIOTHU

PACCUUTHIBATH OCHOBHBIC MAPaMETPhI JTOKATBHOM
ceTH

MIPUMEHSTH ANTOPUTMBI ITOUCKA KPaTYalIero

My TH

IUTAHUPOBATH CTPYKTYPY CETH C MOMOIIBIO Tpada
C OIITIMAJBHBIM PACIIOIOKECHIEM y3II0B
HCTIOB30BaTh MATEMATHICCKHUN amapar TCOpUU
rpadoB

UCII0JIb30BaTh MHOTO(YHKITHOHAILHBIC TIPUOOPHI
U TIPOTPaMMHBIE CPEICTBA MOHUTOPUHTA
HCIIOJIb30BaTh MPOrPAMMHO-aNMapaTHbIE
CPEIICTBA TEXHUUECKOTO KOHTPOJISI

IIpaktuueckas
pabota

DKCHepTHOE
HaOIroAeHNE
OreHka mporecca
OneHka
pe3yIbTaToB

JelicTBust

YCTaHOBKM U HACTPOMKU CETEBBIX IPOTOKOJIOB U
CETEeBOT0 000PYAOBaHMSA B COOTBETCTBHHU C
KOHKpETHOM 3ajaueit

BBIOOPA TEXHOJIOTUH, HHCTPYMEHTAIBHBIX
CPEICTB IIPH OPraHU3aLMHK Ipolecca
HCCIIEeIOBAaHHSI OOBEKTOB CETEBOM
nH}ppacTpyKTypHI

CO3J]aHMs U HACTPOMKH OJIHOPAHIOBOM CETH,
KOMITIBIOTEPHOM CETH € MTOMOLIbIO
MapIIpyTH3aTopa, 6ecIpoBOIHON CeTH
BBITTOJTHEHHS [TONCKA ¥ YCTPAHEHUS MPOOIIeM B
KOMIBIOTEPHBIX CETSIX

OTCJIEKUBAHUS IAKETOB B CETU U HACTPOMKHU
IIPOrpaMMHO-aMIAPaTHBIX MEKCETEBBIX 3KPAaHOB
HACTPOMKM KOMMYTAIlUU B KOPIIOPAaTHUBHOHN CETH

[IpakTrnyeckas
pabora
3amiTa IpoeKTa

DKCHepTHOE
HaOII0IeHNE

MK 3.3.
Ocy1ecTBisTh
3aIIUTy
HHPOPMALIUHU B CETH
C UCIIONIb30BaHHEM
POrpaMMHO-
anmapaTHbIX
CPEACTB.

3uanus

TpeOOBAHUS K KOMITBIOTEPHBIM CETSIM
TpeOOBaHUS K CETEBOW 0€30MaCHOCTH
AJIEMEHTHI TECOPHH MACCOBOTO OOCITYKUBAHHUS
OCHOBHBIC ITOHSITHSA TeOpuu rpados
OCHOBHBIE TPOOIEeMBI CHHTE3a TpadoB aTak
CHCTEMBI TOMOJOTHYECKOTO aHAN3a
3alIMIIEHHOCTH KOMITBIOTEPHO CeTH
ApXUTEKTypy CKaHepa 0e30MacHOCTH

TectupoBanue
CobecenoBanue
OK3aMeH

75% npaBUIBHBIX
OTBETOB
OueHka npouecca
OreHka
pe3yJbTaToB
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YMenus OxcnepTHoe
UCTIONIb30BaTh MPOrPaMMHO-aINapaTHbIC HaOmoneHne
IIpaktuueckas
CPEACTBAa TEXHUIECKOTO KOHTPOIIS OueHka mpouecca
pabota
OreHka
pE3yJIbTaTOB
HeiicTBus
oOecrieueHHns! IIETTOCTHOCTH PE3ePBUPOBAHIS
nHpOpMAUH
obecrieueHHst 0€30MaCHOr0 XpaHeHUs ¥ iepeadu
nH(opManuy B TI00aNbHBIX U JJOKAIBHBIX CETIX
CO3JIaHUs1 U HACTPOUKH OJHOPAHTOBOI1 ceTH,
KOMITBIOTEPHOM CETH C IIOMOILBIO
o IIpakTuueckas
MapuIpyTH3aTopa, OECIPOBOIHON CETH aGota OxcnepTHoe
BBINIOJTHEHHS IOMCKA M YyCTPaHEHUs Ipo0IieM B p HaOJroieH1e

KOMIBIOTEPHBIX CETSIX

OTCIIC)KHBAHUS TAKETOB B CETH M HACTPOIKH
NPOrPaMMHO-AIIaPaTHBIX MEKCETEBBIX SKPAHOB
(GUIBTPOBAHUS, KOHTPOJIS U 0O0eCIIeYeHHS
0€30MacHOCTH CETeBOro Tpaduka

OIpe/ICNICHNs] BIUSHUS IPHIIOKSHUH Ha IPOEKT
ceTn

3amTa mpoeKTa

IK 3.4.
OcyIecTBIsATh
yCTpaHeHue
HETUITHYHBIX
HEUCTPAaBHOCTEH B
pabote ceTeBoit

nH}ppacTpyKTypHI

3uanus

TpeboBaHus K KOMIBIOTEPHBIM CETSIM
ApXUTEKTYpPY IPOTOKOJIOB

CTaHJapTU3aLMI0 CeTeH

3Tallbl IPOEKTUPOBAHUS CETEBOM
HHPPACTPYKTYPHI

OpTraHU3aIUI0 pabOT IO BBOAY B SKCILTYaTaIlHIO
00BEKTOB U CETMEHTOB KOMIIBIOTEPHBIX CeTei
CTaHIApTHI Kabelei, OCHOBHBIC BUIBI
KOMMYHHUKAIIMOHHBIX YCTPONCTB, TEPMHHBI,
MOHSTHSI, CTAHAAPTHI U TUIIOBBIE 3JIEMEHTHI
CTPYKTYPUPOBAHHON KaOEIbHON CUCTEMBI:
MOHTaX, TECTUPOBAHUE

CpeICTBa TECTUPOBAHUS U aHAIIN3a
MIpOTrpaMMHO-aINapaTHbIE CPEJICTBA
TEXHUYECKOTO0 KOHTPOJIS

TectupoBanue
CobecenoBanne
DK3aMeH

75% npaBUIBbHBIX
OTBETOB
Ouenka mpomecca
OneHka
pe3yiIbTaToB

YMmenus

YUTATh TEXHUYECCKYIO M MPOCKTHYIO
JOKYMEHTAITHIO 110 OPTaHU3allii CETMEHTOB CETH
KOHTPOJHPOBATH COOTBETCTBHE
pa3pabaTbIBaeMOTO MPOEKTa HOPMATHBHO-
TEXHUYECKOH TOKYMEHTAIINU

HCTOJIB30BaTh MPOrPAMMHO-aIIapaTHBIE
CPEICTBAa TEXHUUECKOTO KOHTPOJIS
HCIOJIb30BATh TEXHUIECCKYIO JINTEPATYPY U
UH(POPMAIIMOHHO-CIIPABOYHBIC CHCTEMBI JIJIS
3aMeHbI (TIOMCKa aHAJIOTOB) YCTapeBIIEro
000pyI0BaHUS

IIpakTuueckas
pabora

DKCHepTHOE
HaOIr0AeHUE
Ouenka npouecca
OrneHka
pe3yJIbTaTOB

JelicTBus

MOHHUTOPUHI'A IPONU3BOJIUTEILHOCTH CEPBEPA U
MIPOTOKOJIMPOBAHUS CUCTEMHBIX U CETEBBIX
coOBITHI

HCIOJIb30BaHUs CIIEUAIBHOIO IPOrPaMMHOTO
oOecrieueHHs Il MOACTUPOBAHUS,
MIPOEKTUPOBAHUS U TECTUPOBAHUS
KOMITBIOTEPHBIX ceTel

CO3/1aHUsI K HACTPOWKH OJHOPAHTOBOM CETH,
KOMIIBIOTEPHOM CETH C OMOIIBIO
MapIuIpyTH3aTopa, 6ecIpoBOIHON CeTH
CO3/IaHus TTOJICETH U HACTPOUKH 0OMEH TaHHBIMH

[IpakTrnyeckas
pabora
3ammra NpoeKTa

DKCHepTHOE
HAOIOICHNE
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BBITIOJTHEHHS IOMCKA ¥ YyCTPaHEeHUs 1po0IieM B
KOMITBIOTEPHBIX CETAX

aHaJM3a CXeM MOTOKOB Tpauka B
KOMITBIOTEPHOU CETH

OIIEHKH Ka4eCTBa M COOTBETCTBUS TPEOOBAHUSIM
MPOEKTA CETH

IK 3.5.
MopnepHU3upoBaTh
CeTeBbIE
YCTpOWCTBa
nHpopMannoHHO-
KOMMYHUKAI[MOHHBI
X CUCTEM

3Hanun
odopMIICHHSI TEXHUYECKON JOKYMEHTAI[HH
OTIPE/ICITICHUS BIUSHUS MIPUJIOKCHUN HA MIPOCKT

75% mpaBUIBHBIX

TectupoBanue OTBETOB
ceTu
CobecenoBanne | OrneHka mporecca
aHaJM3a CXeM MOTOKOB Tpaduka B
. OK3aMeH Ouenka
KOMITBIOTEPHOU CETH
pe3ynbTaToB
OIICHKH Ka4eCTBA M COOTBETCTBUS TPCOOBAHUSIM
MIPOEKTa CETH
Ymenus
YUTATh TEXHUIECKYIO M MIPOCKTHYIO
JOKYMEHTAIIHIO 110 OPTaHU3allii CETMEHTOB CETH
DKCHepTHOE
KOHTPOJHMPOBATH COOTBETCTBHE
HaOIroAeHNE
pa3pabaThIBaeMOTO MPOEKTa HOPMAaTHBHO- [IpakTrdeckas
o Orenka mporecca
TEXHUYECKOH TOKYMEHTAIINU pabota Orerxa
HCTIOJB30BaTh TEXHUICCKYIO JIUTEPATYPy U
pe3ynpTaToB
UH(POPMAIIMOHHO-CIIPABOYHBIC CUCTEMBI JIJIS
3aMeHbI (TIOMCKa aHAJIOTOB) YCTapEeBIIETO
000pyIoBaHUs
JeicTBust
[IpoBOIUTH HHBCHTAPHU3AIUIO TEXHIUCCKUX
CPEACTB CceTeBOM MHPACTPYKTYPHI. IIpakTuueckas DKCIEPTHOE
[IpoBOIUTH KOHTPOJIH KAYECTBA BHIITOIHCHHS pabota P
HaOIroAeHNE

pEMOHTa.
[TpoBoANTE MOHUTOPHHT PabOTH 0OOPYIOBaHNUS
1I0CJIe PEMOHTA.

3amura NpoeKTa

[IK 3.6. [IpoBoauTh
MOHHTOPUHT
CHCTEMBI B
00JIa4yHBIX CepBUCaX

3Hanua
[IpoBOINTH HHBEHTAPHU3ALUIO TEXHIYSCKUX

75% npaBUIbHBIX

CPEZCTB ceTeBOM MH(PACTPYKTYPHI. TectupoBanne OTBETOB
IIpoBONTH KOHTPOJIH KAUECTBA BHIITOITHEHHS CobecenoBanne | OreHka nporecca
pEMOHTA. OK3aMeH Orenka
IIpoBOIUTH MOHUTOPHHT PAOOTHI 00OPYIOBAHHUS pe3yJibTaToB
IoCcJIe PEMOHTA.
Ymenus
IIpoBOaUTE HHBEHTAPU3ALUIO TEXHUYECKUX DKcnepTHOe
CPEICTB CeTeBOI HHOPACTPYKTYPHI. TMpaxriacckas HaOJroieHne
ITpoBoANTH KOHTPOJIH KAYECTBA BHITOTHEHHS pabora OueHka npouecca
peMoOHTa. OneHka
[TpoBoANTE MOHUTOPHHT PabOTHI 0O0PYIOBaHNUS pe3yibTaToB
1I0CJIe PEMOHTA.
JeiicTBus
[TpoBOANTH MHBEHTAPH3ALMIO TEXHUYECKUX
CPEICTB CEeTeBO HHOPACTPYKTYPHI. IIpakTuueckas DkcmeprHOE
IIpoBOaUTH KOHTPOJIb KAYECTBA BBIIIOJHEHUS pabota

HaOII0IeHNE

pEMOHTA.
[IpoBOINTE MOHUTOPHHT PabOTHI 000PYIOBAHUS
10CJIe PEMOHTA.

3amiTa IpoeKTa

@opMBI U METOABI KOHTPOJISI M OLEHKH pPE3yJlbTaTOB OOYUYeHHS JOIDKHBI IO3BOJATH IIPOBEPSTH Y
o0ydJaromuxcsi He TOJNBKO CHOPMHPOBAHHOCTh MNPOQPECCHOHATIBHBIX KOMIIETCHLMH, HO ¥ pa3BUTHE OOIMINX
KOMITETEHIIMH 1 00eCTeYrBaIOINX UX YMEHUH.

PesyabTaTsl
(ocBOeHHBIE 001IMe KOMIIETEHIIHU)

OcHOBHbBIE TIOKA3aTeJN OIEHKH pe3syJjabTara

@DopMBbI U METOABI
KOHTPOJISl U OLleHKH

OK 01. Beioupars croco0bl pemeHus
3a7a4 MpoQecCHOHAIBLHOMN

npo¢eCCHOHATIBHBIX 33134

- 000CHOBAaHHOCTH MOCTAHOBKH e, BI)IGOpa
1 IPpUMCHCHHA METOAOB U CIroco6oB peuicHuss

OxcnepTHas
pe3yJbTaToB
JIeSITEIIbHOCTH

OLCHKa
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ACATCIIbHOCTU, IPUMCHUTECIILHO K
pa3siInYHbBIM KOHTCKCTaM.

- aJeKBaTHas OIEHKA W  CaMOOLeHKa
3¢ (HEKTHBHOCTH M KadecTBa BBITIOTHEHHS
npodeCCHOHAIBHBIX 3134

OK 02. Vcnonp30BaTh COBPEMEHHEIE
CpelcTBa MOUCKA, aHAIN3A U
HHTEpIIpeTaliy HHPOpMAaLHU 1
HH(OPMAIMOHHBIC TEXHOJIOTUH IS
BBITIOJIHEHMS 3814
npo(hecCHOHAILHON eI TEIBHOCTH.

UCIIONB30BAaHUE  PA3JIMYHBIX ~ HCTOYHHUKOB,
BKJIIOYAs JJIEKTPOHHBIC pecypcsl,
MeIHapecypeHl, WHTepHeT-pecypCEl,

MEPHOANYECKUE H3aHHS 10 CHEIHAIBHOCTH
JUIS peteHns MpoeCCHOHATBHBIX 3a1ad

OK 03. [TmarupoBats u
peaan30BBIBaTH COOCTBEHHOE
podecCHOHANBLHOE U JINYHOCTHOE
pa3BUTHE, IPEAIIPUHUMATEIBCKYIO
JeATENILHOCTh B MPO(ECCHOHATEHON
cepe, UCIIOIB30BATh 3HAHUS 110
NPaBOBO ¥ (PMHAHCOBOW rPaMOTHOCTH
B PA3JIMYHBIX JKU3HEHHBIX CUTyallHsX.

- JIEMOHCTpAIHs
MPUHSTHIE PELICHUS]
- 000CHOBaHHOCTh CaMOAHAIIN3a U KOPPEKIUS
pE3yabTaTOB COOCTBEHHOM PabOThI

OTBECTCTBCHHOCTH 3a

OK 04. D¢ppexruBHO
B3aMMOJICHCTBOBATh U pabOTaTh B
KOJUICKTUBE M KOMaH/E.

- B3aMMOJCHCTBHE C  OOyYaroIMMHUCH,
NpErnoJaBaTeNIiIMA M MacTepaMd B XOJIe
0o0ydeHHs, ¢ PYKOBOIUTEIAMH YYeOHOH U
MPOU3BOACTBEHHON MPAKTHK

- 00OCHOBaHHOCTb aHaJHM3a pPAOOTH UJICHOB
KOMaH/Ib! (TIOJYMHEHHBIX )

OK 05. OcyiecTBiaTh yCTHYIO U
MMUCbMEHHYI0 KOMMYHHKAIIUIO Ha
rocyJapCTBEHHOM si3bIke Poccuiickoi
®denepalyu ¢ yueToM 0coOeHHOCTEH
COLIMAJIBHOTO U KYJIBTYPHOTO
KOHTEKCTa

- TPaMOTHOCTh YCTHOH M IICEMEHHOH pedn
- SCHOCTh (DOPMYJUPOBAHMS M H3JIOKCHUSA
MBICIIEN

OK 06. ITposiBnATE Tpa’kAaHCKO-
MATPUOTUYECKYIO TIO3UIIHIO,
JEMOHCTPHPOBATh OCO3HAHHOE
MOBEJICHHE Ha OCHOBE TPAJIUIIHOHHBIX
POCCHICKUX JyXOBHO-HPABCTBEHHBIX
LEHHOCTEH, B TOM YHUCIIE C YYETOM
rapMOHH3AIMH MEKHAIIMOHAIBHBIX U
MEXPEJMTHO3HBIX OTHOIICHHUI,
MIPUMEHSTh CTaHAAPThI
AQHTUKOPPYNIIMOHHOTO MOBEJICHUSI.

- coOmofeHHe HOPM TMOBEJACHHUS BO BpeMS
y4eOHBIX 3aHATHI U IPOXOKACHUS yIeOHON U
MPOU3BOJICTBEHHOH MPAKTHK

OK 07. ConeiicTBOBaTh COXPAaHEHHIO
OKpYy>Karouiei cpepl,
pecypcocOepekeHuI0, IPUMEHSTh
3HaHMs 00 U3MEHEHHH KIIMMaTa,
MIPUHITUITEI OEPEKITUBOTO
MIPOMU3BOJICTBA, 3()(PEKTHBHO
JIEHCTBOBATD B UpE3BBIYANHBIX
CUTYaLUsIX.

- a¢pexTuBHOCTH BBIMOTHEHMSI TTpaBmil Th Bo
BpeMsl y4eOHBIX 3aHSATUH, MPU MPOXOKICHUH
y4eOHOU U TTPOU3BOJCTBEHHOM MPAKTHK

- 3HaHUE u HCTIOJIb30BaHUE
pecypcocOeperaronx TeXHOJOTHH B 00JacTH
TEJIEKOMMYHUKALIUHA

OK 08. Ncnonb3oBaTh cpeAcTBa
(U3NIeCKOM KyJIbTYpHI IS
COXpaHEeHUsI U YKPEIJIEHUS 3J0POBBS B
mporecce npodeccuoHaIBHOM
JeSITEIPHOCTH U TTOAICPKAHUS
HE0OX0IMMOTO YPOBHS (HU3HUUECKOH
IOArOTOBJIECHHOCTH.

- 9(QeKTHBHO  UCIOJIB30BaTh  CPEACTBA
(u3nuecKkoil KyJabTypbl Ui COXPAaHEHUsS U
YKpeIIeHus 3/10pOBbSI B mporecce
npodeccroHabHOM JIeSITENBHOCTH "
HoJiepKaHue HeoOXoanMoro YpOBHSI
(hM3MIECKOi MOATOTOBICHHOCTH

OK 09. [Tomk30oBaThCs
npodeccnoHaTLHOM TOKyMEHTaueH
Ha rOCYapCTBEHHOM M HHOCTPAHHOM
sI3bIKAX.

- 3¢ pexTuBHOCTH WCTIOJIb30BaHUS B
npodeccnoHaTLHOM JIeATEIILHOCTH
HE0OXOTUMOM TEXHUIECKOW TOKYMEHTAIINH, B
TOM YHCJIC Ha aHTTTUICKOM SI3bIKE

oOygaromuxcs B
nporecce OCBOCHUS
oOpa3oBaTensHON
HPOTPaMMBIL:

- Ha IPaKTHYECKHX
3aHATHAX

(mpu pemeHnH
CUTYallMOHHBIX 3ajad,
npu y4acTUH B
JIENIOBBIX WIpax: MpHU
MOJrOTOBKE M Y4acTHH
B  CEMHUHapax, NpH
MOJIrOTOBKE
pedepaToB, TOKIAIOB U
T.1.);

- TPH BBHINOJHCHUH |
3aIUTe KypcoBOI
paboTHI (TIpoeKTa);

- TpH  BBINOJHCHUH
pabor Ha  yueOHOM
MPaKTHKE;

- TOpU  TPOBEICHUH:
KOHTPOJBHBIX  paboT,
3a4eTOB, 3K3aMEHOB 110
MEXIUCIUTUTHHAPHBIM
Kypcam, 9K3aMeHa
(xBaM(UKAITOHHOTO)
0 MOJYIIIO.
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