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1. OBIIASI XAPAKTEPUCTUKA PABOYEN ITPOT'PAMMBI TPO®ECCHUOHAJIBHOT'O MOAYJIA
IIM 01. HacTpoiika ceTeBoii HHPPACTPYKTYPbI

1.1. Ob6aacTh NpUMeHeHHUs] POTPaAMMBI
Paboyas nporpamma npodecCHOHATEHOTO MOYIIS SIBISIETCS YacThIO IIPOrPaMMBI IOATOTOBKH CIIELUATIMCTOB CPEIXHETO
3BeHa ([TTICC3) mo cnenmansHOocTH CIIO B cootBetcTBHU ¢ @T'OC CITO mo TOIT-50 09.02.06 CeTeBoe U CHCTEMHOE
aIMHUHUCTPHPOBaHHUeE, YTBEPKIEHHBIM IpukazoM Munnpocsemenus Poccun ot 10.07.2023 N 519 (3apeructpupoBano
B Muntocte Poccun 15.08.2023 N 74796), ykpynué€HHoi rpynmnsl cneuuansrocreit 09.00.00 Hngopmamura u
sbluucIUMenbHAs mexuuka. Pabodas mporpaMma MoskeT OBITh HHTETPUPOBaHa C IUCTAaHIIMOHHBIMH KYPCaMH 110 CETEBBIM
TexXHONOTUsIM Komnanuu D-Link

1.2. Ileb ¥ mu1aHUPyeMble pe3yJIbTAThI 0CBOCHUS MPOo¢ecCHOHATBHOT0 MOAYJIS
B pesynbrate wn3ydeHusi npoeCCHOHAIBLHOTO MOJIYNS CTYISHT JOJDKEH OCBOMTH OCHOBHOH BHJ JIESTEIBHOCTH
Hacmpoiika cemesoti ungppacmpyxkmypsl W COOTBETCTBYIOIIHE €My INpOo(ecCHOHATIbHBIE KOMIIETCHIMH, U 00Iue
KOMITCTEHIIHH:

OK 01 BriOupats ciocoObl pemeHns 3a1ad NpoecCHOHATbHON AEATEIbHOCTH, IPUMEHUTEIBHO K Pa3IHIHBIM
KOHTEKCTaM.

OK 02 Hcmoms3oBaTh COBpEMEHHBIC CpEACTBA IIOMCKA, aHAIW3a W HWHTEpHpeTanuyu uHpopManuu wu
MH()OpMaLMOHHbIE TEXHOJIOTHH JUIS BBIITOJTHEHHS 33/1a4 IPO(eCCHOHABHOM NeaTebHOCTH

OK 03 IlmanupoBaTh M peaau30BBIBaTE COOCTBEHHOE NPO(QECCHOHATBHOE M JIMYHOCTHOE pa3BHUTHE,
NpeANPUHUMATENBCKYIO IESTEIBHOCTh B PO eCCHOHANIBLHOM cepe, CI0NIb30BaTh 3HAHMUS 110 IPAaBOBOW M (JMHAHCOBOM
IPaMOTHOCTH B Pa3JIUYHBIX )KU3HCHHBIX CUTYallHAX.

OK 04 D¢ dexTuBHO B3aMMOJEHCTBOBATh M paO0OTaTh B KOJUICKTHBE M KOMaHJIE.

OK 05 OcymiecTBisTh YCTHYI ¥ NMHUCHbMEHHYI0O KOMMYHHUKAIIMIO Ha TOCYJapCTBEHHOM si3bike Poccuiickoii
denepanun ¢ yueToM 0COOCHHOCTEW COIMANBLHOIO U KYJIBTYPHOTO KOHTEKCTA.

OK 06 IIposBisaTh TpakKIaHCKO-NIATPHOTHYECKYIO TO3UINIO, JAEMOHCTPUPOBATh OCO3HAHHOE IMOBEJCHUE Ha
OCHOBE TPaJUIMOHHBIX POCCHHCKHX IyXOBHO-HPABCTBCHHBIX IEHHOCTEH, B TOM YHCJIE C YY4ETOM TapMOHH3ALUH
MEKHAITMOHATBHBIX ¥ MEXPEIUTHO3HBIX OTHOIICHNH, MPUMEHSITh CTaHAAPThl aHTHKOPPYIIIMOHHOTO TTOBEICHUS.

OK. 07 CopneiicTBOBaTh COXpPaHCHHIO OKPYXKAIOMIEH Cpenbl, pecypcocOepeXeHHI0, MPUMEHATh 3HAHUSA 00
W3MEHEHNH KJIMMaTa, IPHHIUITEI OEpEeXINBOTO MIPOU3BOACTBA, 3()(PEKTUBHO EHCTBOBATH B UPE3BBIUAHHBIX CHUTYAIMSX.

OK 08 Hcnonbs3oBath cpenctBa GU3NIECKOW KyIbTYpBI JJIsl COXPAHEHUs] M yKPETIJIEHUsI 3I0pOBbS B IpoIiecce
npodeccnoHaNBHOM NeATeIbHOCTH U TOAEPKaHNs He0OXOIMMOTO YPOBHS (PU3HMUECKOH MOJATrOTOBICHHOCTH.

OK 09 ITone30BaThesa NpodeccHoHaNbHON JOKYMEHTAIEeH Ha FOCyJapCTBEHHOM U MHOCTPAHHOM S3BIKaX.

IIK 1.1. JJokyMEeHTHpOBaTh COCTOSHHS WH()OKOMMYHHKALMOHHBIX CHCTEM M HMX COCTaBJIIIOIIMX B IPOIIECCe
HaJIQJKH U SKCIUTyaTaluu

I1K1.2. [TonnepxxuBath paboTOCIOCOOHOCTH anmnapaTHO-IIPOTrPaMMHBIX CpeICTB YCTPOUCTB
MH(POKOMMYHHKAIIMOHHBIX CHCTEM

1K 1.3. YcrpaHsTh HEUCIIPABHOCTH B paboTe MHPOKOMMYHUKAIIMOHHBIX CHCTEM

IIK 1.4. IIpoBomuTh MNpPHEMO-CAATOYHBIC HCIBITAHUS KOMIBIOTEPHBIX CETEH WM CETEBOTO O0OpYIOBaHHUS
Pa3IMYHOTO YPOBHS U OIIEHKY Ka4eCTBa CETEBOM TOIOJIOTUH B PaMKaxX CBOEH OTBETCTBEHHOCTH

[IK 1.5. OcymecTBnsTh pe3epBHOE KONMHUPOBAHHE M BOCCTAHOBIICHHE KOH(PUIYpaIlMH CETEBOIO 0OOPYHOBaHUS
MH()OPMALMOHHO-KOMMYHUKAIIMOHHBIX CHCTEM

K 1.6. OcymiecTBIsITh HWHBEHTAPU3AIMIO TEXHHUUYECKHUX CPEICTB CETeBOM WH(PACTPYKTYpHL, KOHTPOIH
000pyI0BaHUS MOCIIE IPOBEIEHHOTO PEMOHTA

TIK 1.7. OcymiecTBiATh perIaMeHTHOE OOCITY>KMBAaHWE M 3aMEHY PACXOJHBIX MaTepuaioB TepudepuitHoro,
CETEBOTO M CEPBEPHOT0 000py10BaHNS HHHOKOMMYHHUKAIIMOHHBIX CHCTEM

1.2.3. B pe3ynbpTaTe 0CBOCHHS MPO(PECCHOHATBHOTO MOTYIISl O0yUYaIONTUICS TOJKEH:

Ymern —  OCYILECTBISITH KOHOUTYPUPOBAHUE CETEH;

—  yMeTb HHCTAJUTMPOBATh U HACTPAUBATH KOMITBIOTEPHBIC IIAT(HOPMBI ISl OPraHH3aIMH YCIyT
CBSI3W;

—  OCYIIECTBIISITh OPTaHU3ALHIO AIIEKTPOHHOTO JOKYMEHT0000pOTa;

— pabotare ¢ mpuinoxenusmu MS Office: «Access», «Excel», «Groovey, «Info Pathy, «One
Notey, «Power Pointy, «Word», «Visioy;

— paborath ¢ pasnuuHbIME oniepaioHHbIMHU crctemamu (OC) («Linux», «Windowsy);

— paboTaTh ¢ IPOTOKOJIAMH J0CTyIa KoMIsioTepHsix ceteit (IP/MPLS, SIP, H-323, SIP-T);

—  OCYIIECTBIISITh HACTPOMKY afipecaliii U TOIOJIOTHH CETeH;

— HAaCTpaMBaTh M OCYIIECTBIIATH MOHUTOPHHT JIOKAJIbHBIX CETEH;

—  OCYILIECTBIISITh aJMHHUCTPHPOBAHUE CETEBOr0 OOOpPYIOBaHMsS C NMOMOLIBbI0 HHTEpdeiicoB
ynpasienust (WEB-unrtepdeiic, Telnet, nokambHast KOHCOIIb);




— MPOM3BOMUTH HAaCTPOWKY HHTeluleKTyanbHbIX napamerpoB (VLAN, STP, RSTP, MSTP,
OrpaHWYeHNe  JocTyma, napamerpel  QOS)  00OpymOBaHHMS  TEXHOJOTHMYECKHX
MYJIBTHCEPBHUCHBIX CETeH;

—  OCYHIECCTBJIATH B3aUMOJEHCTBHE HH(OPMAITMOHHO-KOMMYHHKAIIMOHHBIX ceTei cBsi3u (VOIP,
IP-Tentedormu, TpaHCITOPTHBIX ceTelt Ha 6ase obopynosanus SDH, WDM);

— TPOBOAWTH  MOHUTOPHHT  pabOTOCHOCOOHOCTH  OOOpyHOBaHHS  MH(DOPMAIHOHHO-
KOMMYHHKAaIMOHHBIX CETeH;

—  aHaJIM3MPOBAaTh Pe3yJIbTAaThl MOHUTOPHHIA

— W YCTaHaBJIMBAaTh UX COOTBETCTBHE JICHCTBYIOIINM OTpacieBbIM HOpMaM;

— OCYWIECTBIISITH ~ TEXHWYECKOE  OOCIy)KMBaHWE  00OpyJOBaHHMS  HMH(POPMAIMOHHO-
KOMMYHHUKAIIMOHHBIX CETEH;

3HaTh —  TEXHUYECKOE M IMPOTrPaMMHOE 00CCIICUCHHUE MEPCOHATBHBIX KOMIBIOTEPOB;

—  TPUHIMIEI TOCTPOCHHS KOMITBIOTEPHBIX CETEH, TOMOIOTHISCKUE MOJICIIH;

— omepanuoHHBIE cucTeMbl «Linuxy, «Windowsy;

— npunoxenus MS Office: «Access», «Excel», «Groovey, «Info Pathy, «One Notey, «Power
Point», «Word», «Visioy;

—  0cHOBHI mocTpoeHus u anMuHUCcTprpoBaHusI OC «Linuxy;

—  aKTHBHOE CETeBOE 00OPYIOBAaHHUE U METOIUKY €ro KOH(QUTYPUPOBaHMS,

—  00opyaoBaHHE NIMPOKOMOJIOCHOTO a0OHEHTCKOI'O IOCTYIA;

—  koHdurypuposanue DSLAM u MmojemMoB;

— obopynosanue 6ecnipoBoanbix ceteir WI-FI, WI-MAX;

—  KOH(UTYpHPOBaHHUE TOYCK JOCTYIIA;

— ayrenrudukanuio B cetsix 802.11;

— mm¢ppoBanne WEP;

— TexHoJoruo WPA;

—  nmpuHnus noctpoerus cereit NGN, 3G;

— mpotokoisl, npuMmensiemsie B ceTsix NGN: H-323, SIP, SIP-T;

— apxurektypy IMS;

—  cereBbIe poToKosl Mapmpytusamun RIP, BGP, OSPF;

—  IPOTOKOJIBI HOCTPOCHHUS MarucTpaieii nHPOPMAIIMOHHO-KOMMYHHUKAITUOHHBIX CETEH
MPLS;

— IporpaMMHbIE KOMMYTaTOphl B IP-ceTsx;

—  HasHauyeHHE U (PYHKIMK IPOTPAMMHBIX M ammaparHeix [P-TenedoHoB.

1.3. Kotu4ecTBO 4acoB 0TBOAMMOE HA 0CBOEHHE NPO(PecCHOHAIBLHOT0 MOAYJIsI

Bcero wacor 644
U3 uux Ha ocBoenne MJIK 452

Ha NPaKTHKH y4eOHyt0 72 U npousBojicTBeHHy0 108
camocmosmenvras paboma 68

KOHCYJIbTAIIHA 24




2. CTPYKTYPA U COAEPKAHUE TPO®ECCUOHAJIBHOI'O MOAYJIA
2.1. CTpykTypa npoecCHOHAJIBLHOI0 MOLYJIf

O6beM npodeccHoHATBLHOr0 MOYJIs, aK. Yac.

Oo6yuenne mo MK Tparruicn
B Tom unciae
Koabl HaumeHoBaHnus pa3jejioB Beero
npogeccCHOHAIBHBIX U npogeccuoHaNbHOIO wac ’ . JIabopaTopHbIX 1 K
001X KOMIIeTeH M MOy ) 5 NMPAKTHYECKUX YPCOBBIX IIpoussoacr
S . padort CamocrosiTeJIbHA | YueOHast
2 3aHATHI BeHHast
(mIpoexToB) s1 pabora
Pa3zgen 1 MJK.01.01 274 232 72 40 72 108
MK 1.1- 1K 1.7 Opraanzanus, MPUHITATIBI
OK 01-OK 09. MTOCTPOCHUS U
(bYHKIIMOHUPOBAHUS
KOMIIBIOTEPHBIX CETeH
Pa3zngen 1. MIK.01.02 178 158 36 28
IK 1.1- TIK 1.7 Hacrpoiika u
OK 01-OK. 09. TEXHUYECKOe
00cy)XKuBaHHE 00BCKTOB
ceTeBOl HHPPACTPYKTYPHI
K 1.1-TIK 1.7 VYuebOHast mpakTHKa 72
OK 01-OK 09.
MK 1.1-TIK 1.7 [TpousBoacTBEHHAS 108
OK 01-OK 09. IIPAKTHKA
IIpomesxyTouHas
aTTecTanus
MAK.01.01: 3x3ameH
MAK.01.02: s3x3ameH
IM.01: 3x3ameH 12
KBAJIM(UKALMOHHBII
Bcezo: 644 390 108 68 72 108




2.2. Conep:xkaHue 00y4eHns M0 MPoGecCHOHATHLHOMY MOTYJTIO

JIOKAJIbHBIX CEeTEeH

O6IIII/IC ’I‘p€60BaHI/I${ K KOMIIbIOTEpaM: COOTHOLICHHUE 1I€HA / NIPOU3BOAUTCIIBHOCTD, MaCIIITa6I/IpyeMOCTL,
HaJAC)KHOCTh

HaumeHoBaHue pa3aeioB U TeM Coaep:xanue yueOHOI0 MaTepHaJia, NPaKTHYeCKHe PadoThl, CAMOCTOSATEIbHAsI padoTa 00y4aloHXCSH YpoBens | O0Bbem
OCBOEHH 4acos
a1
Paszpen 1. MJIK.01.01 Opranu3anusi, (pMHUMIIBI OCTPOEHHUS M (PYHKIMOHMPOBAHNS KOMIIBIOTEPHBIX ceTeil
1 3 4
Tema 1.OcHOBHBIE IPUHINIIBI Coaep:xanue
IIOCTPOEHM KOMIBIOTEPHBIX CeTel | TeopeTryeckne OCHOBBI KOMITBIOTEPHBIX CETeH 2
Ponb KOMIBIOTEPHBIX CETEN B MUPE TEIEKOMMYHUKALIUH.
CoBpeMEHHOE COCTOSIHUE 1 TIEPCIICKTHBBI Pa3BUTHS CPEIICTB KOMITBIOTEPHBIX TEXHOJIOTHH. 2
TpeboBanwusl, IPEABABIICMBIC K KOMIIBIOTEPHBIM CETSIM: IPOU3BOAUTECILHOCTD, HAICKHOCTD, 0€30I1aCHOCTH, 2
PacIIUPsAEMOCTh, IPO3PAYHOCTb, MOICPIKKA PA3ITUYHBIX BUIOB Tpaduka, yIpaBIsieMOCTh, COBMECTUMOCTh
Cnoco0bl coeIMHEHNST KOMIIBIOTEPOB AJIsl COBMECTHOTO MCIOIB30BaHuUs (haiioB 2
Hasnauyenune n QyHKINM KOMITBIOTEPHBIX ceTeH. YIPOIIEHHAs CTPYKTYPHAas CXeMa CeTH Nepeaadn AaHHbIX. 2
OCHOBHBIE KOMIIOHEHTHI KOMITBIOTEPHBIX CETEH: KIMEHTHI, paboyre CTaHIMK, XOCThI, (hHU3MUecKas cperna, 2
MPOMEXXYTOYHbIE YCTPOHCTBA.
PaznuaHbIe cr10COOBI MX COCAMHEHUS: TPSIMOE COSANHEHHUE, yIalCHHOE COCUHEHNE, COCANHECHNUE 2
KOMITBIOTEPOB B JIOKAJIbHYIO CeTh KiaccuduKarist KOMITbIOTEPHBIX ceTei
Kitaccudukanms KOMIOBIOTEPHBIX CETEH 110 TEPPUTOPUAIBEHOMN YIAIICHHOCTH Y3JIOB: JIOKaJIbHas, 2
TEePPUTOPUATBHO-PACIIPEeNICHHAs, KOPIOPATUBHAS, TOPOACKAs, perHOHAJIbHAA, TI100aIbHasl, CETH KaMIIyCOB U
OTJEJIOB.
Knaccugukamnust KOMIBIOTEPHBIX CeTEH 10 criocobaM aIMUHUCTPUPOBAHUS: OJTHOPAHTOBBIE CETH, CETH — 2
KIIMEHT- CEPBEDP. HpI/IHL[I/IHBI OpraHu3anuu CBA3U B OJJHOPAHTOBBIX CETAX U CETAX KIIMCHT — CEPBEP. Tuner
cepBepoB: (ailioBble, IIeYaTH, NPUIOKEHUH, cCOOOLIeHNH, 06a3 naHHbIX. [IpenmymiecTBa 1 HeIO0CTaTKU
OJTHOPAHTOBBIX CETEH M CeTel KIMeHT/cepBep.
Knaccudukanus KoMIBIOTEpHBIX ceTel 1o criocodaM KoMMyTanuu. JledTarpaMMHbIE CETH, CETH, OCHOBAaHHBIE 2
Ha JIOTUYECKHUX COEIMHEHUSX, CETH, OCHOBaHHBIC HA BUPTYaJbHBIX KaHanax. Kiaccudukanys KOMIbIOTEPHBIX
ceTeil 0 TEXHOJIOTMIECKUM aCTIeKTaM
IIpakTnueckas padora
1 Kiraccudukanms cepBepoB. YKka3aTh Ha3HAUCHHE PA3IMYHBIX THIIOB CEPBEPOB 3 2
2 | CocTaBuTh CpaBHHUTENBHYIO TAOIMILYy OJJHOPAHTOBOW CETH U CETH «KJIMEHT- CEPBEP» 3 2
3 | Kiaccudukanusi KOMIBIOTEPHBIX CETEH 10 TEXHOJIOTHYECKUM aCTIeKTaM 3 2
4 | TloaroroBka K TECTHPOBaHMIO 110 Teme 1.1. 3 2
Tema 2. AnnaparHslie 1 Copnep:xanue
MIPOrpaMMHBIE KOMITOHEHTEI KomnboTepsl — HeHTPBI 00pad0TKH JAHHBIX B CETH 2




. Ba3zoBas koHdurypanus KOMIbIOTEpa: YCTPOWCTBO KOMIIBIOTEPA, HA3HAYCHHE U B3aUMOICHCTBUE OTICIbHBIX 2 2
OJIOKOB MaTEPUHCKOM MIIAThI
KoMMyHHKalnOHHOE 000pPYy/I0BaHHUE JIOKAJILHBIX CETeii: ceTeBble alanTephbl, NOBTOPHUTEJIH, 2 2
KOHIIEHTPATOPbI, KOMMYTATOPbI H MOCTBI
Cemesvle adanmepol: QYHKIMH U XapaKTEPUCTUKHU CETEBBIX afanTepoB. Kinaccudukariys ceTeBbIX aantepos.
JlpaiiBepbl ceTeBbIX a1anTepoB. Y CTaHOBKA U KOHPHUI'YPHPOBaHHE CETEBOTO aJlanTepa
Konyenmpamopui: 0CHOBHBIE 1 TOTIOTHUTEbHBIE (QYHKIIMN KOHIIEHTpaTopoB. OTKII0YeHre noptoB. [lonnepixkka 2 2
PE3EpBHBIX CBsA3eH. 3alIuTa OT HECAHKIIMOHUPOBAHHOTO IOCTYNa. MHOTOCErMEHTHBIE KOHIIEHTPATOPHI.
@DyHKIMOHAIBHAS CXeMa KOHIICHTPaTOPOB.
[ToBTOpuTENN: HA3HAYEHUE OBTOPUTEIICH, TPUHIMITBI BOCCTAHOBJICHHS IIM(POBBIX CUT'HAJIOB, Ha3HAYECHHE 2 2
9JIEMEHTOB CXEMBI HOBTOPUTEIS
Jloeuueckas cmpykxmypusayusi cemu ¢ ROMOWbIO KOMMYMAMOPO8 U MOCHMOE: Ha3HAYCHUE U MIPUHIIMI pabOoThI 2 2
KoMMyTaTtopoB. Knaccudukanus KOMMyTaTOpoB: KOMMYTATOpHI 2, 3, 4 ypoBHEH
Texnuueckas peanusanus KOMMYTaTOpoB. TUIIOBbIE CXEMbl IPUMEHEHUSI KOMMYTAaTOPOB B JIOKAJIBHBIX CETSX, 2 2
MOCTOB
CerMeHTalysi KOMIBIOTEPHBIX CETEH C MOMOIIBI0O MOCTOB: Ha3HAYCHHE U KIACCU(PUKAIMS MOCTOB, IPUHIIUI 2 2
paboThl MOCTOB. AJITOPUTMBI PA0OTHI IIPO3PAYHOro MOcTa. DYHKIMOHAIBHBIE CXEMBI
I[IporpammHoe odecneyenne JOKAJBHBIX ceTel 2 2
[Mousitue mporpammuoro obecneuenus (I10), nazHavenue. Kitaccudukanus nporpaMMHOTO 00€CTICUCHHS:
CHCTEeMHOE MPOrpaMMHOE 00eCreYeHHe, TAKEThI MPHUKJIIAIHBIX MPOrPaMM, HHCTPYMEHTApHUil IPOrpaMMHUPOBAHUSL.
[MakeTsl IPUKIIAAHBIX TPOrPaMM: KiIacCU(UKALINS MAKETOB MPOTPaMM, OCHOBHBIE (DYHKIIUH MPUKIATHBIX 2 2
nporpamMm MS Office: «Accessy, «Excely, «Groovey, «Info Pathy», «One Notey, «Power Pointy, «Wordy, «Visioy.
CereBble ONepanoOHHbIE CUCTEMBI. 2 2
Krnaccudukanus cuctemHoro I10: 6a3oBoe M cepBUCHOE, ONEPAaLMOHHBIE CHCTEMBI, CETEBbIE OINEPalMOHHBIE 2 2
cuctembl «Windowsy, «Linux», onepaidoHHbBIC 000T0UKH.
JlaGopaTopHbie padoThI
1 | O6xxum BUTO# Napsl ¥ po3eTku. OOXKHMM MEPEKPEeCcTHOro Kabdens (KpoccoBep) 3 2
2 | Pabdora B CPT 3 2
3 | Jlokanbhnbie cetn B CAIIP 3 2
4 | MonenupoBaHHe MPOCTEUIIIEH ceTn 3 2
5 | Pabora B BupTyanbHoii Mamnne Microsoft Virtual PC 3 2
IIpakTHyeckas padora
1 | HapucoBaTh THIIOBEIE CXEMBI IPUMEHEHNSI KOMMYTATOPOB B JIOKAIBHBIX CETSIX 3 2
2 | CocTaBUTh aJITOPUTMBI pabOTHI PO3PAYHOTO MOCTa 3 2
3 | BolnosHEHHE 3aqaHKUi TI0 JTa00PATOPHBIM paboTaM. 3 2
Tema 3. CeTeBble TEXHOJIOTHH Conep:xanue
JIOKAIIbHBIX CeTeil Texuomorust Ethernet 2 2
Meroj ocTyna K pusndeckoii cpee nepepaun ganasix CSMA/CD. 2 2
BO3HUKHOBEHHE KOJIU3HIA. 2 2
Crangaptel Ethernet 2 2




Oduznueckas ctpykrypa Ethernet 2 2
Crpyxkrypa kaapa Ethernet 2 2
Anpecarus B cetsix Ethernet. Ipomycknast ciocoGHOCTB 2 2
MAC amp 2 2
4 Cranpapr 10 Mout/c: 10 Base 5, 10 Base 2, 10 Base T, 10 Base F. 2 2
Cranpaptel Fast Ethernet 100 M6ut/c, Gigabit Ethernet 1 I'6ut/c, 10 I'Gur/c. 2 2
Ipasuna ycranoBku Ethernet 2 2
Crerudurammn FDDI.CpaBHurensHBIe XapakTepucTuku criermdukarmii Ethernet, Token Ring, FDDI 2 2
BecnipoBoHEIE ceTH 2 2
CtpykTypa OecTIpOBOTHOM CETH. 2 2
PexmnmMbl paboTel O€CIPOBOTHOM CETH: KIMEHT — CepBep, TOUKA-TOUKA. 2 2
MeTomp! TocTyma K pagroKaHaIy. 2 2
CoBpeMeHHbIe cTaHmapTH OecripoBonHOoro gocryma: 8§02.11a, 802.11b u 802.11g. Crargapt Bluetooth. 2 2
Crangapt Wi-Fi: OCHOBHbBIE XapaKTEpUCTHUKHU CTAHIAPTA, KJIACCHI Tpauka, MOOMIBHOCTE B ceTax Wi-Fi 2 2
IIpakTnueckas padora
1 | Ipotoxkosl cranaapra IEEE. 802.x (xapakTepHCTHKH 3aHECTH B TaOJIHILY) 3
2 | Haueptuts cTpykTypy Kagpos ceru Ethernet u 3amomHuTh momst. 3
3 | Haueptuts cTpykTypy Kagpo cetu Token Ring u 3amoiHUTE oJs 3
4 | Cpasuenne texHonoruii Ethernet, Token Ring u FDDI. 3
Tema 4. I'mobansHast CETh Conep:xanue
urepuer 1 Texnonorust TCP/IP u npunImme: e€ peanuzanun B cetu HTEpHET 2 2
Mooenv cmexa npomoxonoe TCP/IP: coctaB cTeKa IMPOTOKOJIOB, XapaKTePUCTHKA YPOBHEH MOeH
TCP/IP
. DTansl B3aUMOACHCTBUS Y3JI0B KOMIIBIOTEPHOU ceTn npu niepepade TCP — makeToB. XapakTepruCTHKa 2 2
TPaHCIIOPTHBIX MPOTOKOIIOB. Hactpoiika mpotokosos B cucremax Windows. IToHsTHE COKET.
IIpomoxonwi medxccemesozo yposua: 1P, ICMP, RIP. CrpykTypa 3arojJoBKOB NpoTOK0iOB P-4,
IP- 6, ommcanue nosel 3aromoBkoB. OCHOBHEIE CBoWcTBAa MpoTOoKoNoB IP-4, [P-6. IIpoTokosr
CETEeBOT0 YPOBHs: MPOTOKOJ onpeaeneHust aapecoB ARP, ctpykrypa ARP — 3anpoca
. IIpotokoun kpargaiimero mytu OSFP. Ilmo3sl: Ha3HAYeHHE, TPUMEHEHHe. KOHCTpYKTHBHOE 2 2
UCIIOJIHEeHHe 1uT03a. HeocraTky 1uii0308
CucreMma 1oOMeHHBIX uMeH [ToHATHE fOMEHA U JOMEHHBIX uMmeH - DNS.
[pocrpancTBo nomenHbIx uMeH. DNS - cepBepsl B crcteMe 1oMeHHBIX nMeH. DNS- kiueHTs n
npuHiunsl yskimonupoBaans DNS. URL- anpec
O0beanHeHNE KOMIBIOTEPHBIX CETEH ¢ MOMOIIBI0 MapIIPyTH3aTOPOB H IIUTI030B
Hasnadenue, xnaccupuxanus, TEXHUIECKHE XapaKTEPUCTHKH MapIIpyTn3aTopoB. KoHCTpyKTHBHOE
WCIIOJTHEHUE MapIIpyTH3aTOPOB U KOMaHbl KOH(PUTYpHpOBaHUS
. IIpoTtokon mupoxoBemarensHol paccsuikn RARP 2 2




2 Anpecanus B IP-ceTsx. 2
CrpykTypa 1 cucTeMa aapecannu rinodanpHoil cetn UaTepHer. IP-agpec. ®@opwmel 3ammcu, kimaccsr |1P-
aapecoB. Beinenenue noacereil. Mcnoab3oBaHuE MACOK afpecalluy.
3 IIpoTokoner mpukiagHoro yposusa: FTP, TFTP, NFS, SMTP, LPD, SNMP, DNS, BootP, DHCP. 2
VYrunura Telnet. OGien3BecTHBIC TOPTHI U CITYKOBL. [IPOTOKOIIBI TPAHCIIOPTHOTO YPOBHS: TIPOTOKOJIBI
UDP, TCP. Ctpykrypa TCP —nakera u UDP — nelitarpamMmm
JlaGopaTopHble padoThI
1 IP-anpecarms. Mapipyruzanus B IP-ceTsix 3 2
2 DHCP-cepBep: ycTaHOBKa U yIpaBJeHHE 3 2
3 DNS-cepBep: ycTaHOBKa U yIpaBJieHHe 3 2
4 Coznanne nomena Windows Server 2003 3 2
5 Co3gaHue ¥ aAIMUHICTPUPOBAHUE YUETHBIX 3allMCel MOJIb30BaTeNel U Pyl 3 2
6 IpucoenuHeHne KOMIBIOTEPOB K qoMeHy. [lyOnukanus pecypcoB B Active Directory 3 2
IIpakTHyeckas padora
CpaBHUTENBHBIN aHaK3 MpoTokosoB IP-4 u IP- 6. 3 2
IIpuBecTH CTPYKTYpY 3arojIoBKOB IpoTOKoJIOB IP- 4, [|P- 6, BRIOIHUTE ONMUCAHUE TTOJIEH 3ar0JIOBKOB. 3 2
[IpuBecTH CpaBHUTENBHBIC XapaKTepuCTHKH ypoBHeit Mogeneir OSI u TCP/IP. 3 2
Brienenue nmoncetei. Macku nozacetu. Pa3ouenue cereit Ha mojceTH. PeneHne CuTyaIioHHbIX 3a1a4. 3 2
BeinosiHeHue 3a1aHui 110 J1a00paTOpHBIM padoTam 3 2
IToaroToBka K TeCTUPOBaHHUIO MO Teme 1.4. 3 2
Tema 5. CTpyKTypa U OCHOBHEIE Coaep:xkanue
TIPUHIUIIBI TIOCTPOEHHS CETH OO61mas XxapakTepucTHKa ceTn MHTepHeT 2
WnrepHer Crpykrypa cetu. CriocoOblI 10CTyIIa WK TTOAKIIOYEHNS K ceTr MHTepHeT
Knaccudukanus s3nekTpoHHBIX cayx0 cetn Internet 2
WuauBunyanbHbI CEPBUC, KOJUIEKTUBHBIN, NHTEPAKTUBHBIN U HEUHTEPAKTUBHBIN CEPBUCHI: HAa3HAue HHUE,
OTIIMYHUTEIbHbIE 0COOCHHOCTH
CepBepsl u ciyk0bI ceTu Internet 2
[Mpuknanueie cepBepbl ceTu Internet: cepBep HOBOCTEM, (halIOBEIN cepBep, CepBEP AOCTYIA, CEPBEP
CTAaTHCTHKH, cepBep 0a3 JaHHbIX. Ciry»x0a 3JIeKTpOHHOro O0IeHUsT B pexxumax odduaitH 1 oHnaiiH:
anekrpornas mouyra E-mail 1CQ, IRC, IP-tenedonus. Cepsuc ceteBbix ciayx6 Internet
IMpakTHyeckne padoThbl
I'pynnossie nonutuku. CeteBoii ananuzatop Network Monitor u cetu VPN 3 2
JlaGopaTopHasi pa6ora
[IpuBecTH CTPYKTYpy cepBepoB U cixyx0 cetu MHTepHeT (B BUe npe3eHTannu He MeHee 10 ciaiaoB) 3 2
CocTaBUTh CPABHUTENBHYIO TaOIHUITY 3JICKTPOHHBIX cIIyX0 cetn HTEpHET 3 2
BrinosHenue 3aianuii o JabopatopHoii padbote 3 2
[TpuknagHeie mporpaMMsl ipocMoTpa Web-cTpanun 3 2
Ciyx06a 3eKTpOHHOro o0LIeHHsT B pexxuMmax odduaitn u onnaiin: snekrponHas moura E-mail 1CQ, IRC, IP- 3 2

TeneoHus
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IIpuknamnbie cepBepsl cetn Internet: cepBep HOBOCTEH, (ailyioBBIN cepBep, CepBep AOCTYIIA, CEPBEP
CTaTUCTHKH, cepBep 0a3 TaHHBIX.

IToaroToBka k TeCTUpOBaHUIO 1O Teme 1.5. 2
Tema 6. ba3oBble TEXHOJIOTUU U CopnepixaHue
cmyxGst e Internet 1 | Nudopmanmonnas cerb World Wide Web. Ba3oBbie 21eMenThI TEXHOJIOTHE WWW
Hcropus pazsutuss WWW. ['nneprekcT u runeprekcToBble cchulkd. OOIIas XxapakTepucTHKa
THIIEPTEKCTOBBIX JOKyMeHTOB. bpaysep. Ilpuknannsie mporpammel npocMotpa Web-crpanui.
@OyHKINY KIMEHTCKOH U cepBepHOl yacTH ciry>ko61 WWW. DnemenTtsl texHomorun WWW: HTML,
URL, HTTP, CGI. [Ipotokon nepenaun runeprexcra HTTP. Cxewmsl anpecaru pecypcos Internet:
cxempl HTTP, Telnet, FTP, FILE, NNTP, Gopher, WAIS
2 | Daexrponnas nmoura — E-mail. Dnexkrponnbie koHdepenunn
OO61mas xapakTeprcTHKa ciryObl E-mail: HasHaueHne, TPUHINIIEI OPraHU3al{y TOYTHl. DIEKTPOHHBIN
MIOYTOBBI SAIIKK, CTPYKTYpa 3JEKTPOHHOro mouyToBoro agpeca. Ctpykrypa E-mail: ctpykrypa cBszeit
IIpY [Iepeiaye JIEKTPOHHBIX IUCEM 110 ceTH Internet, mob30BaTENbCKUI are€HT, TPAHCIIOPTHBIM arcHT,
JOCTaBoYHEbIH areHt. [Iporokon anekTpoHHO# noutsl SMTP, mporokon nocraBku nourst POP-3,
npoTokou gocryna K Internet — coobimennsm IMAP -4. CnocoObl opraHu3anuy 3JeKTPOHHBIX
KOH(EpeHIMI: CIIICKN PacChUIKH, TpyNIbl HoBocTel. [IpoTokossl nepenaun rpynm HoBocteit — NNTP
3 | Houck nadopmanuu B cetn UnTepHeT. IlouckoBbIe CIIY:KObI
CtpyKTypa MOMCKOBOTO CepBepa: IIOMCKOBBII areHT, 0a3bl JaHHBIX, OMCKOBas porpamma. OCHOBHBIE
XapaKTEePUCTUKH ITONCKOBBIX areHTOB: Web-areHThl, IporpaMMBbl TayKH,IPOTPaMMBI- pOOOTHI, KPOyJIep.
Pycckos3pIuHbIE TONCKOBBIE cepBEpPhI. 3apyOerKHbIE MOMCKOBBIE CEPBEPHI.
IIpakTnueckas padora
1 | [IpuBecTH CTPYKTYpPY apXuTeKTypel WWW. 2
2 | IloaroToBka K TECTUPOBaHHMIO 1O TeMe 1.6. 2
Tema 7. Be3omnacHOCTb Conepxanue 10
KOMIIBIOTEPHBIX CETEH 3amura TPaHCNOPTHOM MH(PACTPYKTYPHI CETH.
[TpoTOKOJIBI ¥ UX YSA3BUMOCTH. ATakH Ha TPAHCIIOPTHYIO HHQPACTPYKTYPY.
TCP- araku. ICMP-araku. UDP-araku. |P-ataku. DNS-ataku. CereBas pa3sejka.
BuprtyajbHble YacTHbIE CeTH
Omnpenenenne VPN. Cpoiicta yactHoii cet. Tunsl VPN. MPLS VPN. VPN Ha ocHOBe mugpoBaHusi.
Be3onacHoCTh JJOKAJbLHBIX 0€CNPOBOAHBIX ceTel
VA3BUMOCTH JIOKAITLHBIX O€CITPOBOTHBIX ceTel. CXxema opraHu3aiuu OeCpOBOIHBIX ceTeid. MeTO bl 3alTUuThI
JIOKAJBHBIX OECITPOBOTHBIX CETEH.
Be3onacHocTh 00/1a4HBIX CEPBUCOB
O6sagnbie cepBHCHI. [IpenmynecTBa 00JIaYHBIX CEPBUCOB.
IIpakTnyeckue padoTsl
1 | O6ecnieuenne Ge30MacHOCTH JIOKATBHOM CETH 2
JlaGopaTopHas padora
2

1 ‘ [ToaroToBka K TeCTUPOBAHMIO 1O Teme 1.7
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CamocTosiTeJIbHasi padoTa

42

HpOMe)KyTO‘lHaﬂ aTrecranusa: 3K3aMEeH

Koncynbranumn

16

Hroro

274

Pazgen 2. MK 01.02 Hacrpoiika 1 TexHH4eckoe 00CJIy:KHBaHHe 00bEKTOB ceTeBOi HHPPACTPYKTYPbI

Tema 1.
Oo0mue cBeeHus 0
KOMIILIOTEPHOIT ceTn

Coaep:xkanue yueOHOr0 MaTepuasa

IlonsTue KOMHLIOTCpHOIZ CCTU: KOMIIBIOTEPHAas CETh, CCTCBOC BSaHMOHeﬁCTBHe, ABTOHOMHas Cpcla

Pacnpez[eneHI/Ie IIPOTOKOJIOB 110 HA3HAYCHUIO B MOACIN OSI. CeteBrle 1 TPaHCIIOPTHBIC ITPOTOKOJIBI.

TeOpeTI/I‘IeCKI/Ie OCHOBBLI IIEpeAavn JaHHBIX.

HpOTOKOJ’IH 1 CTCKHU IIPOTOKOJIOB.

[Mporoxonsr npuknaanoro yposus FTP, HTTP, Telnet, SMTP, POP3

Crpyxkrypa ctexoB OSI, IPX/SPX, NetBios/SMB. Crek npotokonos TCP/IP. Ero coctaB i Ha3HaYEHHE KaXI0TO
POTOKOJIA.

NININININIDN

N INN NN

Knaccugukarus KOMIbIOTEPHBIX CETeH: KpuTepuu Kiaccudukarmu, cranaaprusanus CKC, «ropusoHTaabHas» U
«BEPTHKAIBHASD) CETh

N

Haznauenue CCTH, PECYPCHI CCTH, UHTCPAKTUBHAA CBA3b, MHTPAHCT, I/IHTepHeT

B Tom uyMciie NpaKTHYeCKUX U JIAO0OPATOPHBIX 3aHATHI

ITpaxtruueckas pabora «IIporpammer 1t monenuposanus CKCy»

[Tpaktuyeckas padbora «OdopmiieHne TexHUYecKoro 3aanus Ha npoekrrupoBanue CKCy»

ITpaxTtruyeckas pabora «IlocTpoeHne cXeMbl KOMIBIOTEPHON CETH.

CamocTosiTeabHast pa6oTa 06yqaomuxcs’

Tema 2.
AnnapatHble o0ecrieyeHue
KOMIIbIOTEPHBIX CeTeil.

Coaep:xkanue yueOHOro MaTepuaJa

du3nyueckue Cpcabl niepeaadn A1aHHbIX

Tumns! kabenelt u nx xapakTepucTuku. CpaBHEHHS Kabeneit

Tune! ceTeit, TUHUM U KaHAJTIOB CBSI3U

COGILI/IHI/ITCJ'II/I, KOHHCEKTOPBI AJIs pa3/IMYHbIX TUIIOB Kabemen.

CxemazamerieHust BuTo nmapsl. TTX BUTOMN mapbl

Crannapter CKC

HHCprMCHTH JUIA MOHTa)Xa U TECTUPOBAHUSA KaOEeJIbHBIX CHCTEM.

Oco6eHHoCTH IATGOPM U BEPCHH ONEPAIIMOHHBIX CHCTEM.

NINININININININ

N NININININININ
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OcoOCHHOCTH ONEepPaIIOHHBIX CHCTEM ITePCOHAIFHBIX MOOMIIBHBIX YCTPOWCTB.

OCHOBBI CETEBBIX OICPAMOHHBIX CUCTEM.

WHcTpyMeHTapuii 3arpy3KH, YCTAHOBKH M OOHOBJICHHSI OEPAMOHHBIX CHCTEMBI Ha CTAIIMOHAPHBIX YCTPOHCTBAX.

[TporpamMMHBIe U amapaTHbIE CPEACTBA 3AIIUTH HHYOPMALIIH.

N N NN

. IlporpamMMHBIe ¥ anmapaTHbIe CPEACTBA 3aMUTH HHPOPMAIIHH.

KoHTpomb Bepcuii 1 COBMECTUMOCTH CHCTEMHOTO ITPOTrPaMMHOT0 00eCIeYECHUSL.

CoznaHue M coOXpaHeHHe 00pa3a YCTaHOBJICHHON ONEepallMOHHOH CHCTEMBI

Hacrpolika ceTeBbIX CEpBUCOB

KommyHnukanuoHHoe obopynoBanue cereil. AKTUBHOE U maccuBHoe obopynosanue CKC.

NN N DN

NN NN

B Tom uuncie NPAaKTUYCCKUX U naﬁopaToprlx 3aHATHH

Jlaboparopras pabota KoHLIEHTpaTOPbI, MOCTBI, KOMMYTHPYIOIIUE MOCTBI, MapIIPyTU3aTOPBI, IUTIO3bI, HX
Ha3Ha4YeHHE, OCHOBHbIE (D)YHKIIMH U ITapaMeTPBhI

w

JlaboparopHrasi pabota «MoHTax kabenbHbIX ceteit Ha ocHoBe UTP/STPy.

JlabopaTopnas pabota «CpaBHerue Tomonoruii JIBCy.

[MpakTuyeckas padbora «OdopmiieHrne TeXHIHYECKOro 3aaanus Ha npoektiupoBanue CKC»

FINININ| DN

CamocrosiTesibHAast padoTa 00y4aroUIuXcs

WlWlw|lw

Tema 3.

IIporpammHoe odecneueHue
CKC u ocHOBBI
aJMUHUCTPUPOBAHUS ceTeil

Conep:xanue yueOHOT0 MaTepuasa

Cooeporcanue yuedbHoeo mamepuana
Buaer u HazHauenue ceresoro [10.

N

Cerenrie OC.

Tumner agpecos creka TCP/IP. JlokanbHbie afapeca. Ceressie IP-aapeca...

Homennbie umena. ®opmar u knaccel [P-anpecos. [loacetn u macku nojcereit

Hasnauenue ajgpecoB aBTOHOMHOI CETH.

HeHTpaﬂI/IBOBaHHoe pacnpeacjicHue aapecoB

OTtob6paxenue [P-anpecos Ha mokanpHBIE anpeca. Cucrema DNS.

Active Directory u ciry6sl KaTaaoros.

Pe3epBHOE KOMMPOBAHKE U €70 CTPATETHU.

VYnpasnenue puckamu B CKC.

yﬂaﬂeHHOC AIMUHUCTPUPOBAHUC

Tunoseie pemenus B CKC

NINININININININININIDN

NININININININININININ DN

B Tom uucie NMPAKTUYCCKHUX U ﬂaﬁopaTopHux 3aHATHH

JlaGoparopnas pabota. Yrpasnenue puckamu B CKC. Tunossie HencnpaBHOCTH B CKC. «CeTeBoi mTopmy».

JlaboparopHnas pabora IIporpamMmmupoBaHue MapIIpyTH3aTOPOB

IMpaktuueckas pabora «Hacrpoiika npotokosno TCP/IP B onepaimonnsix cuctemax LINUX u WINDOWS».

ITpakTryeckas padbora «Padora ¢ ntuarnoctuueckuMu yruiauramu CKCy.

[Ipaxtrueckas pabora «IcknzHoe nmpoektupoanue CKCy.

W W wwlw

NININININ
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[Tpaktuaeckas padora «Pacnpenenenue myna IP agpecosy.

CamocTosiTe1bHast padoTa 00y4Yaronuxcst

Tema 4. Copep:xaHue yueOHOIro MaTepuaJia

8/2

CoBpemeHHbIe ceTeBbIe TexXHOJIOrMH JTOKAIBHBIX KOMIIBIOTEPHBIX ceTeH. TEeXHOIOTNU MPOBOAHBIX CETEN.

TEXHOJIOIHH TTpYHLUIIBI TOCTPOEHUS TIIO0ANBHBIX CETEMH.

Opral-msaum{ MEKCETEBOTO B3aMMOACHCTBHS

OO6avHbIe TEXHOJIOTHH

Buptyanuzamus 8 CKC

NINININIDN

NINININIDN

B Tom uuncie NPAaKTUYCCKUX U naﬁopaTopm,lx 3aHATHH

[paxrrgeckas padora «Pabounit mpoekt CKC»

[paxrraeckas padora «Pabounit mpoekt CKC»

[MpakTuyeckas padora «Padounii mpoekt CKC»

[MpakTuyeckas pabdora «Padounii mpoekt CKC»

[paktrdeckas padora «Pabounit mpoekt CKC»

WWw wlw

NINININININ

CamocrosiTesibHast padoTa 00y4arOUIUXCH

20

IIpoMe:kyTOUHAS aTTeCTALMSA: IK3aMeH

Koncynbranumn

Bcero no M/IK.01.02

178

Y4yeOHasi npakTuKa

Buasi pador:

- COCTaBJICHUE BEJOMOCTEH KOMIUIEKTOB 3allacHBIX YacTell, HHCTPYMEHTOB, IIPHHAICKHOCTEH 1 MATEPHAIIOB, PACXOAYEMBIX 33 CPOK
TEXHUYECKOTO 0OCTYKHBAaHUS CIOKHBIX ()YHKIIMOHATBHBIX y3JI0B KOMIBIOTEPHBIX CUCTEM M KOMILICKCOB;

- COCTaBJICHUE PEMOHTHBIX BEIOMOCTEH U PEKIaMaIlIOHHBIX aKTOB, HEOOXOJUMBIX JJIs YCTPAHCHHUS BOSHHUKIITUX BO BPeMs SKCILTyaTalluu
HEHCHpaBHOCTEﬁ B CJIO’KHBIX @yHKHHOHaJ’ILHLIX Yy3j1aX KOMIBIOTEPHBIX CUCTEM U KOMIIJIEKCOB,

- KpaTKoe TEXHUYECKOe OMUCAHNE PEeIIeHHH MPOOIeMHBIX CUTyalni;

- JIMarHOCTHKA ¥ YCTPaHEHUE HEMCIPAaBHOCTEH, B TOM YUCIIE — C IPUMEHEHUEM CIIEIHaIn3uPOBaHHOTO 000PY/I0BaHUS,

- 3aMCHa 3JICMCHTOB CJIOXHBIX q)yHKHI/IOHaJ'II)HI)IX Y3J10B KOMITBIOTEPHBIX CUCTEM U KOMIIJICKCOB;

- JAUarHoCTukKa I_[I/I(prBLIX yCTpOﬁCTB KOMIBIOTEPHBIX CUCTEM U KOMIUIEKCOB, B TOM YHCJIC - C IPUMEHCHHUEM CIICHHUAJIU3UPOBAHHBIX
MIPOTPAMMHBIX CPEJICTB;

- HacTpOHKa MPOrpaMMHOT0 oOecriedeH s, HeOOX0JUMOTO IJIsl padOThl HU(PPOBBIX YCTPOHCTB KOMIBIOTEPHBIX CHCTEM M KOMILIEKCOB;
- BBISIBJICHUE IPUYMH NOBTOPSIOMINXCS TPOOJIEMHBIX CHUTYaIi B IU(PPOBBIX YCTPOHCTBAX KOMITBIOTEPHBIX CHCTEMaX M KOMIUIEKCAX;
- IIpoBEpKa paboTOCIIOCOOHOCTH MPOrPaMMHOTO 00ECTICUEHHUST;

- MHTEPIIPETALHs JUarHOCTHYECKUX JaHHBIX (3KYPHaJIBI, IPOTOKOJIBI U JIp.);

- aHaIM3 3HAYCHUS MOJYYEHHBIX XapaKTePUCTHK MPOTrPaMMHOTO 00eCIeYeHUS;

JIOKyMEHTUPOBAHNE PE3YJIbTATOB MPOBEPKH PAbOTOCIIOCOOHOCTH MPOTPAMMHOTO 00ECTICYEHISI

72

IIpousBoacTBeHHAsI MPAKTHKA
Buasbl paéot
- MIPUMEHCHHUE PYKOBOJICTB 10 KCILTyaTallMK CIIOKHBIX (DYHKIIMOHAIBHBIX Y3JI0B KOMITBIOTEPHBIX CHCTEM U KOMILICKCOB;

108
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- MIPUMEHEHNE HHCTPYKIMH 10 MOHTaXy, COOPKE M PEryJIMPOBKE CIOXKHBIX (DYyHKINOHAIBHBIX Y3JI0B KOMIBIOTEPHBIX CUCTEM M KOMIUICKCOB;

- TECTUPOBAHHUE PAOOTHI CIOKHBIX (PYHKIIMOHAIBHBIX y3JI0B KOMIBIOTEPHBIX CHCTEM M KOMIIIIEKCOB;

- BECHHNE OTYETHON JOKYMEHTAINH I10 SKCIUTYaTallly CI0XKHBIX (DYHKIIMOHAIBHBIX y3JI0B KOMITBIOTEPHBIX CHCTEM U KOMIIIEKCOB;

- PEryJIMpoBKa CI0KHBIX (PYHKIIMOHAIBHBIX Y3JI0B KOMIIBIOTEPHBIX CHCTEM M KOMILIEKCOB;

- JMarHOCTHKA TEXHUYECKOTO COCTOSIHUSI CIIOKHBIX (DYHKIIMOHAIBHBIX y3JI0B KOMIBIOTEPHBIX CHCTEM U KOMIIJIEKCOB;

- KOHCEpBAIHs CJIOKHBIX ()YHKIMOHAJIBHBIX Y3JI0B KOMITBIOTEPHBIX CUCTEM U KOMILJIEKCOB;

- MOJIrOTOBKA K TPAHCIIOPTHPOBAHHUIO CJIOXKHBIX (DYHKIMOHAJIBHBIX y3JI0B KOMITBIOTEPHBIX CUCTEM U KOMILJIEKCOB;

- COCTaBJICHUE U O(QOpMIICHHE 3asiBOK Ha IOCTaBKY 3allacHBIX 4acTel, MHCTPYMEHTOB, MPUHAUIC)KHOCTEH M MaTepHajoB Ui MPOBEICHHUS
PEMOHTHBIX pabOT CI0XKHBIX (DYHKIIMOHAIBHBIX y3/I0B KOMITBIOTEPHBIX CHCTEM U KOMITIIEKCOB;

- JMarHOCTHPOBaHNE HEUCIIPABHOCTEH B PaOOTE CIIOKHBIX (PYHKIMOHAIBHBIX Y3JI0B KOMITBIOTEPHBIX CHCTEM M KOMIIIIEKCOB;

- yCTpaHEHHE HEWCIIPAaBHOCTEH, NPUBOIMINX K BO3HHKHOBEHHIO HEPAaOOTOCIIOCOOHOTO COCTOSHHSA CIIOXKHBIX (YHKIMOHAJIBHBIX Y3JIOB
KOMITBIOTEPHBIX CHCTEM U KOMILJIEKCOB;

- MIPOBEJICHUE U3MEPEHUH B SJIEKTPOHHBIX YCTPOHCTBAX;

- JIEMOHTaX M MOHTa)k KOMIIOHEHTOB Ha MEYaTHBIX IJaTax;

- peryIupoBKa 3JIEKTPOHHBIX YCTPONUCTB,

- npoBepka (yHKIMOHMPOBAHHMS CIIOKHBIX (YHKIIMOHAIBHBIX y3JI0B KOMITBIOTEPHBIX CUCTEM M KOMILIEKCOB IMOCJE IPOBEACHHS PEMOHTHBIX
pabor;

- MOJIrOTOBKA OTYETHOM JIOKYMEHTALIMH 110 Pe3yIbTaTaM PEMOHTA CII0KHBIX ()YHKIIHOHAIBHBIX Y3JIOB PaJANOAICKTPOHHOH armaparypsl;

- BBIABJICHHE BO3MOXKHBIX IIPUYMH HEHCIIPABHOCTEH HAa OCHOBAHWM OOpAIICHUH KIMEHTOB, MEPEAAHHBIX OT paOOTHHKOB KOHCYIHTallMOHHOMN
MOJJICPIKKH;

- pa3paboTKa Mporeayphl MPOBEPKH PabOTOCTIOCOOHOCTH IPOTPAaMMHOTO 0OeCTICUeHHUS;

- pa3paboTka mporeaypsl cOopa TMarHOCTHYECKUX JaHHBIX;

- Ppa3paboTKy MpoLeypbl H3MEpPEHNs TPeOYEeMbIX XapaKTepPUCTHK IPOrPaMMHOTO 00eCTIeUeHHS;

- OIIEHKa COOTBETCTBHS IPOTPAMMHOI0 00ecTedeH s TpeOyeMbIM XapaKTEepPHUCTHKAM;

- IIpOBEpKa paboTOCIIOCOOHOCTH MPOrPaMMHOT0 0OECIIeUeH s HA OCHOBE pa3paboTaHHBIX TECTOBBIX HAOOPOB JaHHBIX;

- cOOp ¥ aHaJIN3 TIOJIyYSHHBIX PE3YJIbTaTOB IPOBEPKU pabOTOCHOCOOHOCTH MPOTrPaMMHOT0 00ECIIeYeHUs;

OIIEHKH W COTJIACOBAHHUS CPOKOB BBINOJIHEHHS [TOCTaBJICHHBIX 3a]a4

JKk3aMeH KBATU(PUKAMOHHBII 12

Bcero: 644

OcHoOBHBIE 00pa3oBaTe/IbHbIE TeXHOJIOTHM: VHPOPMAIMOHHO-KOMMYHHUKAIIMOHHBIC, UTPOBBIC TEXHOJIOTHH, MPUMEHEHHUE ICSITEIHHOCTHOTO MOAXO0/a B OpPraHU3aI[HH
00y4eHus1, TEXHOJIOTUH MOJYJIBHOTO, Pa3HOYPOBHEBOTO, MPOOJIEMHOTO 00yUYeHUs, 3a/1a4HOe 00yIeHHe, KEHC-TEXHOIOT I, TEXHOIOT s y1eOHOT0 MopTQOIIHO.
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3. YCJI10BUS PEAJIM3ALIMU ITPO®PECCHUOHAJIBHOI'O MOAYJIA
3.1. TpeGoBaHus K MUHMMAJILHOMY MaTepPHAJIbLHO-TEXHHYECKOMY o0ecre4yeHnIo

Peanuzanus nmporpaMMbl TUCIMIDIMHEI IPEATIONAracT Haauuue taboparopuil «TenekoMMyHUKAIIMOHHBIX CETEH
CBsA3M»; «MyJBTHCEPBUCHBIX ceTeily, «CeTell a00HESHTCKOTO TOCTYIA)», KOMITBIOTCPHBIX MACTCPCKUX.
1. JlabopaTopus «TeleKOMMYHHKAIIMOHHBIX CETEH CBSI3H»
TexHu4eckne cpeacTBa:
— IePCOHANBLHBIC KOMITBIOTEPHI (WM HOYTOYKH), 00benuHeHHbIe B JIBC;

— cereBoii agantep Ethernet, Butas mapa (maT4a-kopn);
—xalenp 111 COeNMHEHUs] KOMIBIOTEPOB uepe3 MapajuleNbHBI HOPT, BUTAs Hapa A COCIUHEHMs THIIa

«KOMIIBIOTEP-KOMITBIOTEPY, «HYJIb-MOJIEMHBIN Ka0OeIb»;

— OecrpoBO/IHAs TOYKA AOCTYIa, OECIPOBOIHOMN CETEBOH aanrep;

— nBa uHdpaxpacusix anantepa (MK ananrepa);

— J1Ba ycrpoiicta Bluetooth;

— rapHUTYpa (HayIIHUKH U MUKPO(OH);

—2 Web-kamepsl, 2 rapHUTYPHI;

—Lan — recrep;

— MHTEpPaKTHBHAs JOCKa;

— MYJIbTUMEAUMHBIN POEKTOP

— THUIIOBOH KOMIIIEKT y4eOHOTo 000pynoBanus «I 100anbHbIe KOMIBIOTEPHBIE CETH.

MuHUMaJIbHbIE ANNAPATHO-NIPOrPAMMHBIE TPeOOBAHMS

—npoueccop: 2000 MI'rg

— olepaTuBHas amsTh: 768 M6

—MECTO Ha JKECTKOM JMCKE JJIs XpaHeHHs BUPTyaJIbHBIX MamuH: 13,5 I'6

—onruyeckuii mpusoa: CD/DVD-ROM

—ceTeBasi KapTa

—onepanuonHas cuctema: Windows XP professional

AnnapatHblie Tpe0OBaHMA:

—npoueccop: 3600 MI'g

—orepatuBHas mamste: 1024 M6

—MECTO Ha JKECTKOM JHCKE JIJIs XpaHeHHs BUPTYalbHBIX MamuH: 13,5 T'0

—onruueckuit npusoa: CD/DVD-ROM

—ceTeBasi KapTa

—onepanmonnas cucrema: Windows XP professional

IIporpammHoe o0ecnieyeHne, NCNMOJIL3YEMOro B NPAKTUYECKHX padoTax

— IPUIIOXKEHKE BUPTYaIbHBIX MaruH VirtualBox;

— JpaiiBep s Qaitnosoit cucrembr Ext2: Ext2 Installable File System For Windows, nporpamma st paboTsi ¢
(aiinosoii cucremoit EXT2: Explore2fs.;

— mporpamma-TepmuHan: Ychat, daiinossiit menemxep: Total Commander;

— aHanu3aropsl OecripoBoaHbIx ceteii: Network Stumbler; WirelessMon;

—mporpaMmsl st obenust: Lancetchat, iChat;

—nporpammsl yaanenHoro yrnpasienus: UltraVNC, <UltraVNC Viewer;

—oducHusii maket: OpenOffice.org;

—cepsep FTP: Filezilla;

—ckanep JokansHOM cetn: NetView; ckanep mopToB: NMap; MOHUTOP MOPTOB: {CPViewW; komruieke yTuaut: |P-
Tools mst pa6otst co crekom TCP/IP;

— ceTeBoii antuBHMpyc: Symantec AntiVir Corporate Edition;

—Opaysepsl: Internet Explorer; Firefox, Opera;

—nporpammublid [P-tenedon: SipPoint, Skype;

—nporpamMMsl oOMeHa coobuieHusmu: Windows Messenger, Mail.Ru AreHr.

Oopassl auckoB ¢ OC 1 NporpaMMHbIM o0eciedeHueM:

—OpenSUSE Linux (openSUSE.iso).

—Windows 2003 Server (win2003-1.iso, win2003-2.is0).

—CD-For-LAB.iso (O6pa3 mucka ¢ HEOOXOAWMBIM ISl BBIIOJIHEHHS PAOOT MPOrPaMMHBIM O0ECICUCHHEM.
Co3spaercs nmpenojaBaTesaeM | pa3MeIaeTcsi B JOCTYITHOM ISl CTYJEHTOB MECTe.).

IMoaroroBiienHble NpenoaaBaTeleM BUPTYalbHble MALIIUHBI:

—Syllable (Syllable)
—Damn Small Linux (DSL)
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http://www.virtualbox.org/
http://www.fs-driver.org/
http://www.chrysocome.net/explore2fs
http://soft.softodrom.ru/ap/p6351.shtml
http://www.ghisler.com/
http://download.chip.eu/ru/Network-Stumbler-0.4_86460.html
http://www.passmark.com/products/wirelessmonitor.htm
http://www.lancetchat.com/
http://vnalex.tripod.com/ru/index.htm
http://www.uvnc.com/index.html
http://www.uvnc.com/install/viewerconfig.html
http://ru.openoffice.org/
http://filezilla.ru/
http://freesoft.ru/pageview.html?id=6969&dl=0
http://insecure.org/
http://technet.microsoft.com/en-us/sysinternals/bb897437.aspx
http://www.symantec.com/region/ru/product/SAV_CE.html
http://www.microsoft.com/rus/windows/ie/default.mspx
http://www.mozilla.com/en-US/products/download.html?product=firefox-2.0.0.12&os=win&lang=ru
http://www.opera.com/
http://www.sipnet.ru/orderandpay/software.html#sippoint
http://skype.com/intl/ru/
http://get.live.com/messenger
http://agent.mail.ru/
http://ru.opensuse.org/%D0%94%D0%BE%D0%B1%D1%80%D0%BE_%D0%BF%D0%BE%D0%B6%D0%B0%D0%BB%D0%BE%D0%B2%D0%B0%D1%82%D1%8C_%D0%BD%D0%B0_openSUSE.org
http://www.microsoft.com/
http://www.syllable.org.ru/
http://www.damnsmalllinux.org/

KoMiuiekT y4eOHO-MeTOAN4YeCKO# JOKYMEHTAIlUN
- UWHTEpPaKTHUBHBIC MPOTPAMMBbI OOYUEHUS;
- MYyJbTUMEAUMHbIE IPE3EHTALUH 110 TEMaM MOIYJISI.

3.2. AudopmanuonHoe odecneyenne 00yueHust
Ilepedyens pekoMeHyeMbIX yUeOHBIX H31aHnii, UHTepHET-pecypcoB, A0NMOJTHUTEILHOI JUTEPaTypbl
OcHOBHBIE HCTOYHUKH:

1.  A.A Atnuk, A.B. Tonpamreiin, B.B. Camope3oB. IP-kommynukanuu B NGN. Yue6Hoe nocobue, CII6:
bXB, 2017

2. Atmuk A.A., Tompamreiin A.B., Tompamreiin B.C. [Ipotokon MEGACO/H.248- CII6.: BXB, 2019

3. AunekceeB E.b., Topauerko B.H., Kpyxmanes B.B., Mouenos A.Jl., TBepeukuit M.C. [IpoexktupoBanue u
TEXHUYECKas! HKCIUTyaTalys U(POBBIX TEIEKOMMYHHKAIMOHHBIX CHCTEM U ceTei. - M.: 'opsaas nuamA-Tenexom,
2018

4.  Cunnnsig, C.B.. Bepudukanus nporpammuoro obecnieuenus : Kype nexmwii / C.B. Cuaunsia — Mocksa :
Uaryur HOY, 2019. — 445 c. — ISBN 978-5-94774-825-3. — URL.: https://book.ru/book/917685. — Texer :
3JICKTPOHHBIN.

5. Tanarenko, B.A.. Crannaptsl nHpopMannoHnHo# 6e3onacHocty : Kype nexuuii / B.A. ['anarenko — MockBa
: Uatyutr HOY, 2019. — 307 c¢. — ISBN 978-5-9556-0053-6. — URL.: https://book.ru/book/918242. — TekcrT :
9JIEKTPOHHBIN.

6. Bemnuko B. B., Karynun I'. I1., lllyBanos B. II. OcHOBBI HH)OKOMMYHUKAIIMOHHBIX TEXHOJIOTHH Y4eOHOE
nmocoOue i By30B. / mox pen. npodeccopa B. I1. lllysanosa. — M.: Topsiuas munust—Tenexom, 2019

7. Tompmmreitn A.B., 'oapamreiin 5.C. SOFTSWITCH - CII6 .: BXB-2018

8. Tompmmreitn b.C., Cokonos H.A., SInosckuii I'.I'. CeTu cBs13u. YueoHoe nmocobue. - CI16.: BXB, 2018.

9. Omugep B.I'., Omudpep H.A.. KommbroTepHsie ceTu. [IpWHIMIEI, TEXHOJOTHH, MPOTOKONEL. YUueOHOE
nocobwue. - [Mutep, 2018

JlonoJIHNTeIbHbIE HCTOYHHKH:

1. Bakmanos W.T". Texnonoruu uamepeHus nepsudHoit cetu. Yacts 1. - M.: Dko-Tpenas, 2019

2. Tompamrreita b.C. IIpotokonsl cetn moctymna. Yuebrnoe mocoodue.- CII6.: - CI16.: BXB — Cankt-IletepOypr,
2020

3. Tonpanreita b.C. Curnanusanus B ceTsx cBsi3u. Yuebnoe nocobue.- CI10.: BXB — Cankr-Iletepoypr, 2005

4. Tonpamreita B.C., 3apyoun A.A., Camopesor B.B. IIpotokon SIP. Yue6noe mocobue.- CII0.: BXB —
Cankr-Ilerepoypr, 2020

5. Huxynbckuit M. Onruueckue uHTEpEnch HUPPOBBIX KOMMYTAI[MOHHBIX CTAHIMHA M CETH NOCTyMa. - M.:
Texuocdepa, 2016.

6. Mapdenos F0.A., Mupomnukos JI.I'. Lludpossie cetn noctyma. - M.: Hatekc- Oxo-Tpenns, 2015.
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4. KOHTPOJIb 1 OHEHKA PE3YJBTATOB OCBOEHHUSA NTPO®PECCHOHAJIBHOI'O MOAYJIA IIM.01
HACTPOUKA CETEBOW MH®PACTPYKTYPHI

KOHTpOJ'H) 1 OLICHKA PE3YJbTATOB OCBOCHUA AUCHUIIIIMHBI OCYIICCTBIIACTCA NPEIIOAAaBaTCIIEM B IPOLICCCE MPOBECACHUA
MPaKTUICCKUX 3aH51TPII>i, TCCTUPOBAHUA, a TAaKKE BbIIIOJTHCHUA O6y‘{a}0HII/IMI/ICH WHAWBUAYaJIbHBIX 38.[[2[1—[1/1171,

HCCJIEJOBAaHUM.

Pe3ysbTaThl 00yUeHUs
(ocBOECHHBIEC YMEHHs1, YCBOCHHbIC 3HAHMA)

Koasbl popmupyemsbix
Npo(ecCHOHAIBHBIX U
001X KOMIIETEeHIH i

DopMBI 1 METOIBI
KOHTPOJIS ¥ OlIeHKH
pe3yJIbTATOB 00yUeHHs

OcBoeHHbIC yMeHUS:

- OCYLIECTBIISATH KOH(YUTYPHPOBAHHE CETEH;

- yMETb MHCTAJUTMPOBATh U HACTPANBATh KOMIIBIOTEPHBIE
1aTGOPMBI U OPraHNU3alMu YCIIyT CBA3H;

- OCYLIECTBIISITH OPTAHHU3AIHMIO IICKTPOHHOTO
JOKYMEHTO0000POTa;

- pabotats ¢ npunoxenusmMu MS Office: «Accessy,
«Excel», «Groove», «Info Path», «One Note», «Power
Pointy, «Word», «Visioy,

- paboTaTh ¢ pa3INYHBIMH ONEPAIIMOHHBIMH CHCTEMaMH
(OC) («Linux», «Windows»);

- paboTaTh ¢ MPOTOKOJIAMH JOCTYIIa KOMIBIOTEPHBIX
cereii (IP/MPLS, SIP, H-323, SIP-T);

- OCYUIECTBISTH HACTPOUKY aApECallii U TOTIOJIOTHA
CETEH;

- HacTpauBaTh U OCYIIECTBILITH MOHUTOPHHT JIOKAJIBHBIX
CETEH;

- OCYIIECTBIISITH aIMHHUCTPHPOBAHHE CETEBOTO
000pyIOBaHUsI C MOMOLIBIO HHTEp(dEiicOB ynpaBIeHUs
(WEB-unTtepdeiic, Telnet, mokansHas KOHCOB);

- TPOU3BOJUTH HACTPOWKY MHTEIUIEKTYAIbHBIX
napametpoB (VLAN, STP, RSTP, MSTP, orpanuuenue
JocTyna, napamerpsl Qos) 000pyI0BaHUS
TEXHOJIOTUYECKIX MYJIbTHCEPBUCHBIX CETEH;

- OCYUIECTBIISITh B3aUMO/IeiicTBIE HH()OPMALIMOHHO-
KOMMYHHUKAIIMOHHEIX cetelt cBs3u (VolP, IP-tenedonumy,
TPaHCIOPTHEIX ceTell Ha 6aze obopynoBanus SDH,
WDM);

- TPOBOIUTH MOHHTOPHHT paboTOCIIOCOOHOCTH
o0opynoBaHust ”HPOPMAIMOHHO-KOMMYHHKAIIMOHHBIX
CeTel;

- aHaJIM3UPOBATH PE3YJIbTaThl MOHUTOPHHIA

- ¥ yCTaHaBJIMBAThb UX COOTBETCTBHE JICHCTBYIOIIUM
OTpacieBBIM HOpMaM;

- OCYIIECTBIIATh TEXHHUYECKOE 00CITyKUBaHHE
o00opynoBanust ”HPOPMAIMOHHO-KOMMYHHKAIIMOHHBIX
CETEeH;

K 1.1-TIK 1.7
OK 01-OK 09.

OkcrepTHas
pe3yIbTaToB
JeATEIEHOCTH CTYICHTOB
NOpH  BBIIOJHEHUH U
3aIUTe  IPAKTHYESCKUX
pabor BBITIOJTHEHHS
CaMOCTOSTEIIbHOM
pabotsl. Habmonenue 3a
CTyAC€HTaMU BO BpEMA
BBIITOJIHCHUS HMH
WHAWBUAYAJTbHBIX
3aJaHUMN.

OllEHKa

YcBoeHHbIE 3HAHUSA:

- TeXHHUYECKOE U MPOrpaMMHOE oOecrieueHne
MIEPCOHATIBHBIX KOMITBIOTEPOB;

- [PHUHIUIBI IOCTPOCHUS KOMIIBIOTEPHBIX CETEH,
TOIOJIOTHYECKHE MOJIEIIH;

- omepanuoHHbIe cucTeMbl «Linux», « Windowsy;

- npunoxenus MS Office: «Access», «Excely,
«Groovey, «Info Path», «One Notey, «Power Pointy,
«Word», «Visioy;

- OCHOBBI IOCTPOCHHUS M agMHUHHCTpUpoBarus OC
«Linuxy;

- aKTHUBHOE CeTeBOE 000PYIOBAHUE M METOIMKY €TO
KOH(HUTyPHUPOBAHUS;

- 00opymoBaHHE MIUPOKOIIOIIOCHOTO A00HEHTCKOTO
JIOCTYTIA,;

- xoH¢urypuposanne DSLAM u MozemMoB;

MNK1.1-TIK 1.7
OK 01-OK 09.

DKcnepTHas
pe3yibTaToB
JESITEIbHOCTU CTYAECHTOB

OLIEHKA

MPpU  BBIIOJHEHHH U
3aUTe  HPaKTHYECKUX
pabot,  TecTHpOBaHUA,
3a4eTa.
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- obopynoBanue 6ecripoBoanbix cereit WI-FI, WI-
MAX;,

- KOH(QUTYpHPOBaHME TOUYCK JOCTYIA;

- ayreHTudukanmio B ceTsix 802.11;

- mmdposanne WEP;

- TtexHosoruo WPA;

- mpuHnunsl nocrpoenus cereit NGN, 3G;

- MPOTOKOJIBI, mpuMeHsieMbie B ceTax NGN: H-323, SIP,
SIP-T;

- apxutekrypy IMS;

- ceTeBble MPOTOKONIBI MapmpyTu3annu RIP, BGP,
OSPF;

- TPOTOKOJIBI IIOCTPOCHUS MarucTpaieh
HHPOPMANOHHO-KOMMYHHUKAIIMOHHEBIX ceTeit MPLS;

- IporpaMMHBIE KOMMYTaTOpHI B IP-ceTsix;

- Ha3HayeHHe U (YHKIUH NPOTPAMMHBIX U allllapaTHBIX
IP-tenedonoB.

5.BO3MOKHOCTH NCIIOJIb30BAHUS ITPOI'PAMMBI B IPYT'UX IIIICC3

VYuebHast nporpamMma npodeccuonanbaoro Monyis IIM 01. Hacrpoiika cereBoii HHQPaCTPYKTYPbI MOXET OBITH
WCIIONB30BaHa IS OOydYeHHsI YKPYHHEHHOW Tpymmbl mpodeccuit u cnermanpHOocTelt 09.00.00 Hnopmamura u
BLIYUCTIUMENLHAS MEXHUKA
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