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1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOTPAMMBI ITIPO®PECCUOHAJIBHOI'O MOIY.JIA
TIM.01 BoinoJsiHeHHe padoT MO MPOEKTHPOBAHUIO CeTeBOI HHPPACTPYKTYPHI

1.1. O6aacTh npuMeHeHUs1 padoyeil MpPorpaMmbl

Pabouast mporpamma npodecCHOHAIBHOTO MOJYJISl SIBJISETCS YacThiO MPOTPaMMBbI MOJTOTOBKH CIICIIHAIHNCTOB CPEIHErO
3BeHa (IIIICC3) no cnemmansHocTn CIIO B coorBerctBun ¢ ®I'OC CIIO mo TOII-50 09.02.06 CereBoe m cucreMHOe
aIMHHHCTPHPOBaHNe, YTBEPXKIEHHBIM NIpHKa3oM MuHucrepcTBa oOpazoBanus u Hayku Poccuiickoit dexeparu 09 nexabps
2016 No 1548, zapeructpupoBaHHbIM B MununcrepcrBe toctuimn Poccuiickoit ®eneparmn 26 nexadbpst 2016 rona,
perucrpanuonnsiii Ne 44978, ykpynHéHHol rpymnisl crieransHocted 09.00.00 Hugopmamuxa u vluuciumenvuas mexuuxd.

1.2. Heab 1 n1aHupyeMble pe3yJbTaThl 0CBOEHHS MPOecCHOHATBHOT0 MOTYJIs

B pesynbprate nzydeHus npoQecCHOHAIBHOTO MOLYJISI CTYACHT AOJDKEH OCBOMTH OCHOBHOM BUJI IESTEINBHOCTH Bbinonnenue
pabom no npoeKmuposanuio cemesoll UHGpacmpyKkmypsl 1 COOTBETCTBYIOIINE eMy MPodecCHOHAIbHBIE KOMIIETEHIINH, 1
0o01I1e KOMIIETEHIINM:



Cnenuduxanus IIK IIM.01 BeinosiHenne padoT no NpoeKTHPOBAHUIO CeTeBO HHPPACTPYKTYPHI

@DopmupyeMble KOMIETEHIIUH

HaszBanue pasaeJia

JleiicTBUS (1eCKPHUITOPLI)

YmMmenus

3Hanus

IIK 1.1. BeIMONHATS NPOEKTUPOBAHUE

KaOeJIbHOU CTPYKTYPHI
KOMIIBIOTEPHOU CETH.

IIpoexTupoBaTh apXUTEKTYpPY
JIOKaJbHOM CETH B COOTBETCTBHU C
MOCTaBJICHHOM 3aJjaueH.
Hcnonp30BaTh crielipaibHOE
MIPOrpaMMHOE 00eCTIICUCHHE JIIIS
MOJEIMPOBaHUS, IPOEKTUPOBAHUS
1 TECTUPOBAHUS KOMITbIOTEPHBIX
CETEH.

IIpoexTHpOBAaTh TOKAIBHYIO CETh.
Br10upath ceTeBble TONOJIOTHH.
Hcnonp30BaTh NporpaMMHO-
annapaTHble CpPeACTBa TEXHUUECKOTO
KOHTPOJIS JIOKAJIBHOM CeTH

OO1mue MPUHIMIIBI IOCTPOCHUS CETEH.

CeTteBble TONONOTHH.

MHorocnoitayto moaens OSI.

TpebOoBaHMSs K KOMIIBIOTEPHBIM CETSM.

ApPXHUTEKTYpY HPOTOKOJIOB.

CraHnapTH3aIiio ceTei.

Oransl IPOEeKTUPOBAHUS CETEBOI HHPPACTPYKTYPHI.
BbazoBbie MPOTOKOIIBI 1 TEXHOIOTUH JOKAJIBHBIX CETeH
[TprHINTBI TOCTPOEHUS BEICOKOCKOPOCTHBIX JIOKAJIBHBIX
ceTeit

CrannapTsl Kabeneil, OCHOBHBIE BHIbI
KOMMYHUKAIITMOHHBIX yCTpOﬁCTB, TCPMUHBI, TIOHATUA,
CTaHJAapThl U TUIIOBBIE 3JIEMEHTHI CTPYKTYPUPOBAHHOU
KabeJIbHON CHCTEMBbI

1K 1.2. OcymiecTBaaTs BEIOOP
TEXHOJIOTUH, HHCTPYMEHTAIIbHBIX
CPEZCTB U CPEJCTB BBIYHCIUTEIBHON

TEXHHUKH IIPU OpTaHU3alU ITpoHecca

pa3pabOTKU U HCCICIOBaHUS
00BEKTOB TIPOPECCHOHANBHOM
JeATEIbHOCTH.

VYcraHaBnuBaTh U HaCTPauBaTh
CETEBBIE IPOTOKOJIBI U CETEBOE
000pyIOBaHUE B COOTBETCTBUU C
KOHKpETHOM 3a/1aueil.

Bribupats TexHonOTHY,
HHCTPYMEHTAJBHEIE CPENICTBA MIPH
OpraHu3aIUd Mporecca
HCCIIENOBAaHNUS O0BEKTOB CETEBOM
HHPPACTPYKTYPHIL.

Hcmonp3o0Bath crienuaibHOE
MIPOrpaMMHOE OOeCTIeueHUe JIJIst
MOJICTTUPOBAHUS, TPOSKTUPOBAHUS
U TECTUPOBAHUS KOMITBIOTEPHBIX
CETeH.

Hcnons3oBaTh MHOTO(QYHKIIMOHAIBHBIE
puOOpBl MOHUTOPUHTA

Hcnonp3oBaTh IpOrpaMMHO-
anmapaTHbIE CPECTBA TEXHUIECKOTO
KOHTPOJISI JIOKAIBHOHN CETH

TpeOoBaHMs K KOMIIBIOTEPHBIM CETSM.

ApPXUTEKTYpy POTOKOJIOB.

CraHgapTu3zaiuio ceTeil.

OTanbl IPOEeKTUPOBAHUS CETEBOI HHPPACTPYKTYPHI.
Baz3oBbIe TPOTOKOIBI M TEXHOJIOTHH JIOKATBHBIX CeTel
[IpuHIUIBI TOCTPOEHUS BRICOKOCKOPOCTHBIX JOKATBHBIX
cerei

Crannaptsl kKabeneil, OCHOBHBIC BHIIBI
KOMMYHHUKAIIHOHHBIX YCTPOHCTB, TEPMIHEL, TOHSATHS,
CTaH/apThl U TUIIOBBIE 3JIEMEHThI CTPYKTYPUPOBAaHHOM
KaOeNbHON CHCTEMBI

IIK 1.3. O6ecnieunBaTh 3aMIUTY
uH(pOpMAIINH B CETH C
HCTIOJIB30BaHUEM MIPOTPAMMHO-
amnmapaTHBIX CPEICTB.

ObecrieunBarh 0€30MacHOE
XpaHeHue ¥ Iepenady HHPOpMaIiu
B JIOKAJIbHOM CETH.

Hcnonp3oBaTh NporpaMmMHoO-
anmapaTHbIe CPEJCTBA TEXHUYECKOTO
KOHTPOJIS! JIOKAJIbHOM CeTH
Hacrpausats npotokon TCP/IP u
HCIONb30BaTh BCTPOCHHBIE YTUIUTEI
OIEPALMOHHON CHCTEMBI TS
JIMarHOCTHKH paboTOCIIOCOOHOCTH
CeTH.

TpeOoBaHMs K KOMIIBIOTEPHBIM CETSM.

TpeboBaHus K ceTeBOil 6e30MaCHOCTH.

DJeMeHTBI TEOPHH MAaCCOBOT'O 00CITyKUBAHUSL.
OCHOBHBIE TTOHSTHSI TEOPUH I'padoB.

OcHOBHBIE IPOOJIEMBI CHHTE3a I'padoB aTak.
CucTeMbl TOIOJIOTMYECKOT0 aHAIN3a 3aIINIIEHHOCTH
KOMITBIOTEPHOH CeTH.

ApXUTEKTypy cKaHepa 6€30TacHOCTH.




IIK 1.4. I[TpuHUMATH y4acTHE B
MIPUEMO-CIATOYHBIX UCTIBITAHHUSIX
KOMIBIOTEPHBIX CETEH M CETEBOTO
000pyIOBaHUS PA3THMYHOTO YPOBHS U
B OIICHKE KAa4eCTBA U IKOHOMHYCCKOMN
3¢ GEKTUBHOCTH CETEBO TOMOJIOTHH.

MOHHUTOPHHT TPOU3BOAUTEIHLHOCTH
cepBepa U MPOTOKOJIUPOBAHUS
CHCTEMHBIX U CETEBBIX COOBITHIA.
Hcnonp3oBaHue cnenuaibHOTO
MIPOTPAaMMHOTO 00ECIICUCHHE JIIIS
MOJEIUPOBAHUS, TPOSKTUPOBAHUS
U TECTUPOBAHUS KOMITbIOTEPHBIX
CETeH.

YnTaTh TEXHUUECKYIO U TIPOEKTHYIO
JIOKyMEHTAIHUIO TI0 OpraHU3aluu
CETMEHTOB CETH.

KoHTponpoBaTh COOTBETCTBHE
pa3pabaTbIBaEMOr0 IPOEKTa
HOPMAaTHBHO-TEXHUYECKOU
JIOKyMEHTAIHH.

Hactpausats npotokxon TCP/IP u
HCTIONIb30BaTh BCTPOCHHBIE YTHIIUTEI
OTIEPAIIMOHHOMN CUCTEMBI IS
JIUAarHOCTHKH paboTOCTIOCOOHOCTH
CeTH.

Hcnons3oBaTh MHOTO(QYHKIMOHAIBHBIE
IpuOOPHI ¥ IPOrPaMMHBIE CPEJICTBA
MOHUTOPHHTA.

Hcnonp3oBaTh NpOrpaMMHO-
anmapaTHbIe CPECTBA TEXHUYECKOTO
KOHTpOJIS.

Hcrionp30BaTh TEXHUIECKYTO
JUTEPATYpy U HHPOPMAIIMOHHO-
CIIPaBOYHBIE CHCTEMBI IS 3aMEHbI
(TIoucKa aHAIIOTOB) yCTapEBIIETO
000pYI0BaHUSI.

TpeboBaHUS K KOMITBIOTEPHBIM CETSIM.

ApPXUTEKTYpYy MPOTOKOJIOB.

CrangapTuzaiuio ceTeil.

Oranbl NPOSKTUPOBAHUS CETEBOIM HHPPACTPYKTYPHI.
Ba30BbIe POTOKOIIBI U TEXHOJIOTUH JIOKATIBHBIX CETCH
[puHIUTB TOCTPOSHUS BRICOKOCKOPOCTHBIX JIOKATBHBIX
ceren

Opraan3anuio paboT 10 BBOAY B SKCIUTyaTaLHIO
O00BEKTOB M CETMEHTOB KOMITBIOTEPHBIX CETEH.
Crannaptsl kabeneil, OCHOBHBIE BHIBI
KOMMYHHUKAITHOHHBIX yCTPOHCTB, TEPMIHBL, TOHATHS,
CTaHIAPTHI ¥ TUTIOBBIE DIIEMEHTHI CTPYKTYPHPOBAHHON
KabeJIbHO! CUCTEeMBI: MOHTaX, TECTUPOBAaHHE.
CpencTBa TECTUPOBAHUS U aHAJIH3A.
IIporpaMMHO-anmapaTHBIC CPEICTBA TEXHUUCCKOTO
KOHTPOJISL.

[IK 1.5. BemonasATs TpeboBaHUS
HOPMAaTHBHO-TEXHUYECKON
JIOKyMEHTAI[H, UMETh OMBIT
o(opMIICHHS TIPOCKTHOM
JIOKYMEHTAIH.

OdopMIIATh TEXHUIECKYIO
JIOKYMEHTALHIO.

Wcnoap30BaTh crielualbHOE
MIPOrpaMMHOE OOeCTIeueHUe JIJIst
MO/JIEIUPOBAHMUSL, IPOEKTUPOBAHUS
nu TeCTI/IpOBaHI/IH KOMHBIOTepHI)IX
CETeH.

UnTaTh TEXHUYECKYIO U TIPOSKTHYIO
JOKyMEHTAIUIO TI0 OpTaHU3alnu
CETMEHTOB CETH.

KoHTponpoBaTh COOTBETCTBUE
pa3pabaTbIBaeMOro MPOeKTa
HOPMAaTUBHO-TEXHUUYECKOHN
JIOKyMEHTAIHH.

Hcrionb30BaTh TEXHUYECKYTO
JUTEPATYpy U MHPOPMALIMOHHO-
CIIPaBOYHBIE CUCTEMBI ISl 3aMEHbI
(TIoMcKa aHAIIOTOB) yCTapEBIIETO
o0opyI0BaHusl.

[TpuHIMOB! ¥ cTaHAAPTH 0OPMIIEHHS TEXHHIECKON
JOKyMEHTaIN

[TpuHUMIBI co31aHus M OPOPMIICHHSI CXEM TOTIOJIOTHU
CeTH;

WHdopManmoHHO-CIIpaBOYHbIE CUCTEMBI ISl 3aMEHBI
(TIoncka) TEXHHYECKOTo 000PYJOBAaHUS.

OK 01.Bs16upats cnoco0bl peneHus
3a7a4 mpoQecCHOHAILHOM
JIeSITENIbHOCTH, TPUMEHUTEIBHO K
Pa3INuHBIM KOHTEKCTaM.

Pacrio3HaBaTh ClI05KHBIE IPOOIIEMBI
B 3HAKOMBIX CUTyalusax. BeiiensTs
CJIO’KHBIE COCTaBHBIE YacTH
MIpoOJIEMBI B OTIHCHIBATH €€
MIPUYHHBI U PECYPCHI, HE0OX0ANMBIE
JUIs1 €€ peIlIeHUs B 1IEJIOM.
OnpenensTe OTPeOHOCTH B

PacniosnaBaTh 3anaqy u/mim npoodiaemy
B IIpO(heCCHOHATLHOM W/HIIH
COLIMAJIBHOM KOHTEKCTE.
AHaM3MpOBaTh 3319y H/WIH
po0IeMy U BBIICTATH €€ COCTaBHbIC
YaCTH.

3HaTh aKTyaJIbHBIH IPO()ECCHOHAIBHBII U COLMAIILHBIA
KOHTEKCT, B KOTOPOM IPUXOJHUTCS PabOTATh U JKUTb.
3HaTh OCHOBHBIE UICTOYHUKH HHPOPMAIIH U PECYPCOB
JUTS peIIeHus 3a/1a4 ¥ Ipo0iieM B Ipo(ecCHOHATEHOM
W/WIHA COIMAIEHOM KOHTEKCTE.

3HaTh aKTyalbHBIE CTAHAAPTHI BHIIOJHEHUS paboT B
po(eCCHOHATBHOMN M CMEKHBIX 00aCTAX.




nHPOPMALINHU U IPEIIPUHIMATE
yCcuiIus 1JIs €€ IOUCKA.

Brigensars rnaBHble U
aNbTepHATUBHBIE UCTOYHUKHU
HYXHBIX pecypcoB. PazpabarsiBaTh
JEeTANbLHBIN IIJIaH JeHCTBUM U
npuaepxkuBathes ero. Kauectso
pe3ynabTara, B LIEJIOM,
COOTBETCTBYET TPEOOBAHUSM.
OrneHnBaTh pe3ysbTaT CBOCH
paboThI, BEIIEIATH B HEM CHITBHBIE
1 CJ1a0ble CTOPOHBHI.

IIpaBusIbHO OTIPEIETUTH U HAUTH
HHPOPMAIIUIO, HEOOXOIUMYIO IS
peIICHUS 3a1aud W/WIH TPOOJICMEI.
CocTaBuTh IUIaH JEHCTBHS.
Omnpenenuts HEOOXOUMBIC PECYPCHI.
BrnaneTts akTyanbHBIMU METOJJAMH
paboThI B Ipo)eCCHOHATTBHON 1
CMEXHBIX cepax.

Peanmm3oBarth cocTaBICHHBIN IIJIaH.
O1LeHUTD Pe3yNbTaT U MOCIEACTBHS
CBOMX JCHCTBHIA (CAMOCTOSTEIILHO HITH
C TIOMOIIIbIO HACTABHUKA).

3HaTh aKTyaJIbHBIE METOJBI PAOOTHI B
poeCCHOHATBHON 1 CMEKHBIX chepax.

OK 02. OcymiecTBasTh OUCK,
aHaJIN3 ¥ MHTEePIIPETaIuIo
nHpopmannu, He0oOX0IUMOIt ISt
BBITOJIHEHUS 3a]1a4

npodecCHOHANBLHOM eI TeIbHOCTH.

[TmarupoBaTh HHPOPMATMOHHBIH
MOUCK M3 IIUPOKOTo Habopa
HCTOYHUKOB, HEOOXOIMUMOTO ISt
BBINIOJTHEHHS NPO(eCCHOHAIBHBIX
3ajad.

IIpoBoauTh aHAIU3 NOIYYEHHOU
nH(opManuy, BEIACIIATh B HEl
TJIaBHBIE aCIICKTHI.
CTpyKTypHpOBaTh OTOOpaHHYIO
nH(pOpMannIo B COOTBETCTBUH C
rapamMeTpaMHy TOUCKa.
WHTepripeTnpoBaTh NONTYyYSHHYTO
nH}opMannio B KOHTEKCTE
podeCcCHOHAIBLHOM eSITeIbHOCTH.

OmnpenensTs 3a1a4n MOUCKA
nHpopmanum.

OmnpenemnsaTs HEOOXO0IUMBIE HCTOUYHUKH
nHpopmanum.

IInanupoBaTh mpolecc MNOUCKa.
CTpyKTypHpOBAaTh MOIy4aEMYIO
nHpopmanuio.

Beigenats Hanbonee 3HaUNMOE B
nepevHe HHHOPMALIIH.

OueHnBaTh MPAKTHYECKYIO 3HATUMOCTD
Pe3yIIbTaTOB MOUCKA.

OdopMIATh pe3ysIbTaThl TTOUCKA.

Homenknatypy nH(pOpMaIMOHHBIX HCTOYHUKOB,
NPUMEHSIEMBIX B IPO(eCCHOHANBHOI eI TeIbHOCTH.
[Ipuemsl CTpyKTYpHUpOBaHUS HHPOPMALIHH.

@opmat opopmiIeHHS pe3yIbTaTOB IIOUCKA
UH(DOpMALIH.

OK 03. ITnanupoBath U
peanu30BBIBaTH COOCTBEHHOE
npodeccCHOHANLHOE U JINYHOCTHOE
pasBuTHE.

Hcnonp30BaTh akTyanbHYO
HOPMaTHBHO-TIPAaBOBYIO
JIOKYMEHTALHIO TI0 Mpodeccuut
(cmenuanbHOCTH).

IIpuMeHsITh COBPEMEHHYIO HAYUHO
poeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

OmnpenessaTb TPaeKTOPHIO
IpoQeCCHOHANBHOTO Pa3BUTHUS U
camMmo00pa3oBaHusl.

OmnpenemsaTs akTyalbHOCTh
HOPMaTHBHO-TIPABOBOM JIOKYMEHTALIUH
B IPO(eCCHOHANBHOM AESTENbHOCTH.

ConeprkaHue aKTyalbHOM HOPMaTHBHO-TIPABOBOM
JOKyMEHTaluu.

CoBpeMeHHast Hay4YHasi 1 podeccroHanbHas
TCPMHUHOJIOT'US.

Bo3MokHBIE TPaeKTOPUH MPO(PECCHOHAIBLHOTO Pa3BUTHS
1 caM000pa30BaHMUS.

OK 04. Paborarh B KOJUIEKTUBE U
KoMaHie, 3 PEeKTUBHO
B3aMMOJIEHCTBOBATE C KOJIJIETaMH,
PYKOBOJCTBOM, KJIIMCHTAMHU.

YuacTBOBAaTH B JIEJIOBOM OOIIEHUH
1151 9 GEKTUBHOTO peLICHUs
JIeIOBBIX 3a1ad.

[TmanupoBaTh MPOHECCHOHATIBHYIO
JeSATENbHOCTb.

OpraHu3oBBIBaTh paOOTY KOJUIEKTHBA H
KOMAaH/JIbL.

BzaumoselicTBOBaTE C KOJIJIETaMH,
PYKOBOJICTBOM, KITUEHTaAMH.

IIcuxonorust KOJIJIEKTUBA.
Ilcuxonorust TMYHOCTH.
OCHOBBI IPOEKTHOM NIEATETHHOCTH.




OK 05. OcymiecTBasiTh yCTHYIO U
MUCHMEHHYIO0 KOMMYHHKAIIUIO Ha
TOCYapCTBEHHOM SI3BIKE C YUETOM
0COOCHHOCTEH CONMANTBEHOTO U
KyJIbTYPHOTO KOHTEKCTA.

I'paMOTHO YCTHO ¥ TUCBMEHHO
u3JaraTb CBOM MBICIIH IO
npodecCHOHANBLHON TeMaTHKE Ha
rOCyJapCTBEHHOM SI3BIKE.
[IposiBNIATH TOIEPAHTHOCTH B
paboyeM KOJUIEKTHUBE.

Wsnmarate cBOM MBICITH Ha
TOCyAapCTBEHHOM S3BIKE.
ObopMIIATh TOKYMEHTHL.

Oco00eHHOCTH CONMATTLHOTO U KYJIBTYPHOTO KOHTEKCTA.
[paBuna opopmiicHHS JOKYMECHTOB.

OK 06. IIposiBisiTh TpaskaaHCKO-
MATPHOTUYECKYIO TIO3UIIHIO,
JIEMOHCTPUPOBATH OCO3HAHHOE
MOBEJCHUE Ha OCHOBE
00IIIeYETOBEYECKNX [IEHHOCTE.

IToHrMaTh 3HAYUMOCTE CBOEH
npodeccuu (CrenuaIbHOCTH).
JleMOHCTpHUPOBATh MOBEICHNE HA
OCHOBE O0IIEUEIIOBEYECKUX
IICHHOCTCH.

OmnuceIBaTh 3HAYUMOCTH CBOCH
npodeccun.

[Ipe3eHTOBaTH CTPYKTYPY

PO eCCHOHANBHOMN NESTENbHOCTH 110
npodeccun (CrenuasbHOCTH).

CymHOCTh IPaXAaHCKO-NATPUOTUYECKOM MO3UIHN.
Ob1euenoBedecKe EHHOCTH.

[IpaBuna moBeAEHUS B XO/I€ BBINOIHEHUS

PO eCCHOHANBHOM JESITENFHOCTH.

OK 07. ConelicTBOBAaTh COXpaHEHUIO
OKpY>KaIoIIeH cpepl,
pecypcocoepexennto, 3ppekTuBHO
JIEHCTBOBATh B UPE3BbIUAlHBIX
CUTYaLUsIX.

CobnronaTs paBuia
9KOJIOTHYECKO1 6€30MacHOCTH NpH
BEeJICHUH PO EeCCHOHATIBHON
JIeATEINHEHOCTH.

ObecnieunBaTh pecypcocOepeKeHue
Ha pabodeM MecTe.

Co0aroaTh HOPMBI SKOJIOTHYECKOM
0E30MacHOCTH.

OmnpenensiTe HaPaBICHHUS
pecypcocOepeeHus B paMKax
poeCCHOHATIBHO NESITEIBHOCTH TI0
npodeccuu (CrenraIbHOCTH).

[IpaBuia HKOIOTHYECKOH OE30MIaCHOCTH NPH BEACHUHN
PO eCCHOHANBHOM NESITEILHOCTH.

OCHOBHBIE pecypcChl, 3a1€HiCTBOBAHHbIC B
npodeccroHaNBHOI JesTeIbHOCTH.

[Tyt obecnieuenus pecypcocOepekeHusl.

OK 08. Mcnonbe3oBats cpencraa
(bU3HYECKOi KyJIbTYpBI LIS
COXpaHEHHs ¥ YKPEIJICHUS 30POBbsI
B Ipolecce mpodecCHOHANBHOM
NEATeIBHOCTU U MO JIepIKaHUe
HEOOXOIUMOTO YPOBHS (DPU3UUECKOM
MOATOTOBJICHHOCTH.

CoXpaHsITh U YKPEIUIATh 3[I0POBbE
HOCPE/ICTBOM HCIIOJIb30BaHHUS
cpeacTB GpU3NYECKON KyIbTYpHI.
IMonnepKuBaTh YpOBEHb
(HU3MYIECKOl TOATOTOBICHHOCTH
IS YCTICLIHOM pean3alum
Ipo(ECCHOHANIBHOM e TeIbHOCTH.

Hcnosnp30BaTh GU3KYIBTYPHO-
03/I0POBHUTCIIBHYIO IEATCIBHOCTD IS
YKPEIUICHUS 3[0POBBS, TOCTHKCHHS
KI3HCHHBIX U PO(EeCCHOHATHHBIX
nenei.

[IpuMeHATh panroHaIbHEIC TPHEMBI
JBUTATCIBHBIX (HYHKIIHN B
po(eCCHOHATIBHOM NeTETHPHOCTH.
[omp30BatbCs cpeacTBAMEI

PO HIAKTHKH [TEPEHATIPSKCHUS
XapaKTePHBIMU [T JAHHOM mpodeccun
(cmenmnanbHOCTH).

Ponb huznueckoil KynbTyphl B 00LIEKYJIBTYPHOM,
npodecCHOHAILHOM U COIIMAIILHOM Pa3BUTHH YEJIOBEKa.
OCHOBBI 3J0pOBOT0 00pa3a )KU3HH.

VYcnoBus mpodeccHOHANBHOM ASSTEILHOCTH 1 30HBI
pHcKa GU3HIECKOTO 3A0POBBs IS IPodeccuu
(cenuanbHOCTH).

CpencrBa npoQUIaKTUKH TTEPEHATPSIKCHUS.

OK 09. Ucnonbs3oBath
nH(pOpMaIMOHHBIE TEXHOJIOTHUH B
podeCcCHOHAIBLHOM eI TeIbHOCTH.

IIpumensTs cpencraa
nHpopmaTuzamu u
MH(OPMALMOHHBIX TEXHOJIOTHH ISt
peanuzanyy npodeccuoHaIbHOMN
JIeSTEIIbHOCTH.

IIpumensaTs cpencrsa
UH()OPMALMOHHBIX TEXHOJIOTHIT 115t
peleHust poQecCHOHaNbHBIX 3a1ad.
Hcnonp30BaTh COBpEMEHHOE
IIpOorpaMMHOe obecredeHue.

CoBpeMeHHBIE CPEICTBA U YCTPOHCTBA
uH(popMaTU3aIMK.

[Topsinok UX MpUMEHEHHs U IPOrpaMMHOe o0ecIieueHne
B IPO(eCCHOHATIBHO AEATENbHOCTH.

OK 10. [Tonb3oBarbes

o eCCHOHANBHOM JOKYMCHTAITUCH
Ha TOCYJIapCTBEHHOM U MHOCTPAHHOM
SI3BIKE.

[MpumensTh B npodeccnoHanbHOMI
JeATeTIbHOCTH HHCTPYKIMH Ha
rocyJJapCTBEHHOM U HHOCTPaHHOM
SI3BIKE.

Bectn obuienue Ha
npodeccuoHATBLHBIE TEMBI.

IToHuMaTth OOIIHI CMBICI YETKO
MIPOU3HECEHHBIX BBHICKa3bIBAHUI Ha
M3BECTHBIC TeMBI (IPOdecCHOHATBHBIE
1 OBITOBBIE).

IToHrMaTh TEKCTHI Ha 0a30BBIE
npodeccuoHaTbHBIE TEMBI.

[IpaBuia mocTpOeHHS MPOCTHIX U CIOKHBIX
MPEUIOKEHUH Ha MPO(HECCHOHATBHBIC TEMBI.

OCHOBHBIE 00IIEYTOTPEOUTENBHBIC TIIATONEI (OBITOBAS U
npo¢eCCHOHANbHAS JICKCHKA).

Jlexcnyeckuilt MUHUMYM, OTHOCSIIIMICS] K OITMCAHUIO
MPEIMETOB, CPEICTB U MPOLECCOB MPOPECCHOHATBHOM
JISSITEJIPHOCTH.




Y4acTBOBAaTH B JiAIOrax Ha 3HAKOMBIC
o0riue u mpoheCCHOHATBHEBIC TEMBI.
CTpOHTH MPOCTHIC BHICKA3BIBAHHUS O
cebe 1 0 cBoel MpodeccHoHaIbHON
JeATENbHOCTH.

KpaTko 000CHOBBIBATh U OOBSICHUTH
CBOH JICHCTBHSA (TEKyLIUE U
IUTAHUPYEMEIE).

[MTucath MpoCThIE CBA3HBIE COOOIICHUS
Ha 3HAKOMbIC HJIH UHTEPECYIOIIUE
npodeccHOHATLHBIC TEMBI.

Oco0eHHOCTH MTPOU3HOIICHHS.
[IpaBuia 9yTeHUs: TEKCTOB NMPOGECCHOHATHHOMN
HATIPaBJICHHOCTH.

OK 11. IInaaupoBaTh
NpeINPHHIMATEIBCKY O
JIeSITENILHOCTD B MPO(eCCHOHATIBHON

chepe.

OnpenensiTb ”HBECTHIHOHHYO
MPUBJIEKATENEHOCTh KOMMEPYECKUX
unei B pamkax mpodeccHOHAIBHOM
JIeATEINHEHOCTH.

CocraBnsTh Ou3HEC-TIIaH.
[Ipe3eHToBath OM3HEC-HUACIO.
OrnpenensiTh ICTOYHUKH
(MHAHCUPOBAHUSL.

[TpuMeHsATh TPAMOTHBIE KPESTUTHBIE
MPOIYKTBI ISl OTKPBITHS Jiela.

BBISIBISITH TOCTOMHCTBA U HEAOCTATKH
KOMMEPYECKOM HJICH.

Hpe3eHTOBaTL HJCHU OTKPLITUA
cOoOCTBEHHOTO JieNa B
poeCCHOHATIBHOM eI TeIbHOCTH.
OdopmitaTh OU3HEC-IIIaH.
PaccuutsiBaTh pa3mepsl BbIILIAT 110
MPOUCHTHBIM CTaBKaM KpCIAUTOBAHMA.

OCHOBBI IPEANIPUHAMATEIBCKOH AEATEITHBHOCTH.
OCHOBHI ()MHAHCOBO TPAMOTHOCTH.

[paBuna pa3paboTku OU3HEC-IIITAHOB.

[Mopsinok BeICTpanBaHus PE3CHTALINY.
KpenuTtHble 6aHKOBCKHE IPOTYKTHI.




2. CTPYKTYPA U COAEP KAHUE TPOPECCHOHAJIBHOI'O MOAYJIS

2.1. TemaTndeckuii njaH npogeccuonanbHoro moayJist IIM.01 BoinosiHeHue padoT o NPOEKTHPOBAHUIO CeTEBOIH HH(PPACTPYKTYPbI

O0bem BpeMeHHU, OTBe/ICHHbII HA 0CBOeHUE

IIpakTnka
MEKIMCIUILIHHAPHOIO0 Kypca (KYpcoB)
CamMocTrosiTe1bHASA
Oobs13aTe1bHAs ayIMTOPHAs yuyeOHast paGota
Kon H Bcero Harpy3ka odyarouterocs o0yuaromerocs IMpousBoacTBeHHAs
aNMEHOBAHMS Pa3/ieJioB
npogeccHoOHAIbHBIX 4acoB B T.4. (o nmpogutro
. Nnpo(hecCHOHAIBHOT0 MOXYJISA B T.4., B T.4., YuebHnas, o
KOMIIeTeHI Ui JadopaTopHbie CHenHATbHOCTH),
KypcoBasi KypcoBasi 4acoB
Bcero, padoThl U Bcero, 4acoB
pabota padoTta
4acoB | NpaKTH4YecKHe (npoek) 4acoB (npoekT)
3aHATHSA, P > P >
4acoB 4acoB
JacoB
1 2 3 4 5 6 7 8 9 10
InK1.1-0K 1.5 MK 01.01. KomnsroTepHbie 216 182 64 34 42 144 378
ceTu
IIK1.1-1IK1.5 MJK 01.02 240 198 72 42
Opraxuzanyst, IPUHIUIIE]
MIOCTPOCHHUS U
(YHKIIMOHMPOBaHUS
KOMITBIOTEPHBIX CeTei
K 1.1-MIK1.5 MJIK 01.03 108 90 48 18
be3onacHOCTh KOMIIBIOTEPHBIX
cereit
JK3aMeH KBAJIMGPUKANMOHHBIN 12
Bceero: | 1098 470 184 34 94 * 144 378
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2.2. Coaep:xxanue o0ydyeHus no npogeccunonajbsnomy moayao IIM.01 BoinosiHeHue padoT Mo NPOEKTHPOBAHUIO CeTEBOIl HHPPACTPYKTYPHI

HaumenoBanue
pasienoB
npogeccHOHAIBHOT0 Copep:xaHue y4ed0HOTr0 MaTepuaJia, JabopaTopHble padoThl U MPaKTHYECKUEe 3aHATHS, O0Bem YpoBens
moayJas (IIM), caMocTosITeIbHasl padoTa o0y4yarouuxcs, Kypcopasi padora (mMpoeKr) 4acos O0CBOCHUS
MeKIHCIUTIHHAPHBIX
kypcoB (MJK) u Tem
1 2 3 4
Pazgen 1.
KomnbroTepHble ceTH
M/K.01.01.
KomnbroTepHble ceTH
Paznen 1.1. Coaep:xkanue
BseneHue B ceTeBble 1 KomnbioTepHsble ceTn 2
TEXHOJIOTHH CoBmecTtHast paborta, IHTepHET U COBpEMEHHBIE CETEBbIE TEXHOJOTMU — O0JIaCTh MPUMEHEHHS W
Ha3Ha4yeHue. Buapl KoMmblOTEpHBIX ceTell. [oOanbHble W JoKanbHbIE ceTH. OIHOpAaHTOBBIE H
KIIMEHT-CEpBEpPHbIE apXUTEKTypbl. OCHOBHBIC KOMIIOHEHTHI CETEH, ceTeBas Cpefa U CETEBBIC
ycrpoictBa. TexHonmorun mnonxmoueHuss k Hurtepuer. KonBeprentnele cetu. KauecTBo u
HaJIS)KHOCTh ceTeil. OCHOBHBIE MMOHATHS CeTeBOI Oe3onacHOCTH. TeHICHIINM Pa3BUTHS CETEH.
2 KoHconbHBIN AOCTYH, yAATeHHBIH noctyn ¢ momonipio Telnet u SSH, ucrmons3zoBarme nopra AUX. 3
3 CeTeBble MPOTOKOJIbI H KOMMYHHKAIINHA 2
Kommposanne u mapamerpsl cooOmeHus. CereBble NMPOTOKOJNBI. B3anmopedcTBhe MTPOTOKOIOB.
Ha6op nporoxonos TCP/IP u mporecc oomeHa nanabiMu. Opraru3arun 1o cragaapruzanuu: [SOC,
IAB, IETF, IEEE, ISO. MuoroypoBuessie mojeau OSI u TCP/IP. VHKancynsius JaHHBIX.
IIpoTtokoneHsie 6;10ku naHHbIX (PDU). octyn k tokansHBIM pecypcam. CereBast aapecanus. MAC-
u IP- agpeca. Joctyn K ynan€HHsiM pecypcam. 1111103 1o yMoa4aHuio.
4 CeteBoii gjocTyn 2

[IpoTokoner U craHmapTel (uzndgeckoro ypoBHA. CmocoObl mojkiroueHuss k ceTd. CereBble
unrepdeiicubie iatel (NIC). Cpensl nepepauyd JaHHBIX M HMX XapaKTEPUCTHKH: IPOIYCKHas
CIOCOOHOCTH, POU3BOIUTENBHOCTL. Buibl MeqHBIX ceTeBbix kabenei: UTP, STP, koakcuanbHBIM.
Pa3zHOBUIHOCTH, OCOOEHHOCTH NPOKJIAJIKU W TecTupoBaHus kabenedl. CTpykTypa M OCOOCHHOCTH
MIPOKJIAJIKN ONITOBOJIOKOHHBIX Kabenei. becripoBoHble cpencTBa nepepaun nanubix. Cranpapr Wi-
Fi IEEE 802.11.

KananbHbIN ypoBEeHB M ero OAypoBHU: YnpasieHue gornyeckumM kanaiaom (LLC) u Ynpasnenue
JOoCTynoM K cpeze nepeaaun JaHHbx MAC. CTpykTypa KaJgpa KaHaJIbHOTO YPOBHS M MPUHIIHIIBI
ero ¢opmupoBanus. CTaHAAPTHI KaHAJIBHOTO YpoBHS. PU3MuecKas 1 JOrnuecKast TONOJIOTHsI CETH.
Tormonornu «ToYKa-TOUKa, «3BE3/1a», «IIOTHOCBA3AHHAN, «KOJIbIEBas». [lomyyniuekcHas u
MOJIHOAYTUIEKCHAs epenada nanHbix. Ocobennoctu kaapoB LAN, WAN, Ethernet, PPP, 802.11.
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Certesble TexHos1ornu Ethernet

CewmeiictBo ceteBbix TexHonormid Ethernet. [Tpuniun padoter Ethernet. Bzanmoneiictue na
noxypoBHsax LLC u MAC. YnpasieHue 1ocTynoMm k cpeae nepegauu nasusix (CSMA). MAC-
anpec: unentudukanus Ethernet. ATpuOyTs! kanpa Ethernet. [IpencraBnenuss MAC-anpecos.
OpHO- ¥ MHOTO- aJJpeCHOM, ITMPOKOBEIIaTeIbHOM pacchliok. CkBo3Hoe noakiatouerne, MAC- u IP-
azapeca.

[Iporoxomn paspemenus anpecos (ARP): mpuHIMDBI paboTh, pOJIb B MPOLECCe yIaleHHOT0 0OMeHa
nanabiMA. Tabmuiel ARP Ha ceteBbix ycTpoiicTBax. OCHOBHBIC HEOCTATKH poTokosa ARP -
Harpyska Ha cpeny nepeaadn JaHHBIX W 0€30MaCHOCTb.

OcuoBHas uHpOpMaIUsa 0 mopTax kommyraropa. Tabmuma MAC-anpecoB kommyTaTtopa. OyHKIHA
Auto-MDIX. CnocoOsl mepechIKd Kaapa Ha kommyrtatopax Cisco. Bydepmsamms mamsatu Ha
KoMMyTaTopax. @OUKCHpOBaHHas M MOXIyJbHAs KOHQUIypanuun KoMMmyTaTtopoB. CpaBHeHHE
KoMMyTanmu ypoBHs 2 u ypoBH:. Texnomnorus Cisco Express Forwarding. BuptyanbHsiii uHTepdeiic
kommyTtatopa (SVI), Mapupyrusupyemsiid mopt, EtherChannel ypous 3. Koudurypaums
MapUIPyTU3UPYEMOTO MOPTA.

CereBoii ypoBeHb

CeteBoif ypoBeHb B IIpollecce Iepefadd AaHHBIX. [IpoTokonsel ceteBoro ypoBHA. OCHOBHBIE
xapakrepuctuku [P-potokona. Ctpykrypa maketoB IPv4 u IPv6. OcOOCHHOCTH U MPEHMYIIECTBA
nporokona Pv6. MeToasl MapmipyTuzanud y3ji0B. Tabimuna MapuipyTH3alldd  y3JI0B U
Mapuipytuzaropa st npotokonoB IPv4 u IPv6. VYcrpoiictBo mapmipytuzatopa — I[Iponeccop,
maMsATh, OlNepanuoHHas cucTeMa. [loAKIIoYeHHe K MapUIpyTH3aTOpy 4Yepe3 pa3ImdHbIe MOPTHI.
Hactpotlika MCX0JHBIX TTapaMeTpOB, HHTepEICOB, U032 IO YMOTYAHUIO U IPYTHX XapaKTEPUCTHK
MapIIpyTH3aTopa.

TpaHcnopTHBIH YPOBEeHb

Haznauenue u 3a1aunl TPaHCIIOPTHOTO YPOBHS.

MyJbTUIIEKCUPOBAaHUE ceaHCOB cBA3M. Omnucanue u cpaBHeHue npotokonsoB TCP u UDP —
HaJIS)KHOCTb 1 MPOU3BOIUTENBHOCTD, 00IaCTh TpUMEeHEHHs. Aipecanus HopToB u cermenTanus TCP
u UDP. O6men nauasivu o TCP. IIporecest TCP cepepa. Ycranosnenue TCP-coenunenus u ero
3aBepmieHue. IlpuHmmner «Tpé€xcropoHHero pykomoxartus» TCP. HanéxxocTs um ympaBieHue
notokoM TCP - IloaTBepkaeHue MOTyYeHHUsS CETMEHTOB, IOTEepsl AaHHBIX UM MOBTOpHAs Iepenaya,
ynpasieHne nmotokoM. O6MeH maHHBIMHU c¢ mcrnoibs3oBanneM UDP. Ilpomeccst u 3ampocst UDP-
cepsepa, UDP-gararpammel, nponecchl UDP-knnenTa. [Tpunoxenus, ucnoassytonue UDP u TCP.

IP-agpecanus

Crpykrypa IPv4-anpecos. CereBas u y3noas yacts [P-anpeca. [IpeoOpazoBanue apecoB Mexmy
JBOMYHBIMH U JIeCATEPUUHBIM NpeacTaBieHueM. Macka noaceru IPv4. Ceresoil aapec, aapec y3na
U IHMPOKOBeNaTeNbHbIH anpec cet IPv4. [IpucBoenue y3imy craTuueckoro u JuHamudeckoro |Pv4-
anpeca. MHoroaznpecHas nepenada. [lyonnunsie u yactusie IPv4-anpeca. IPv4-anpeca
cnenuanbHOro HazHaueHus. IpucBoenue IP-aagpecos.
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CoBMecTHOE HCTIONB30BaHKe MPoToKoJ0B [Pv4 n IPv6: nBOIHOI cTek, TYHHEIHMPOBaHNUE,
npeobpaszopanue. [Ipencrasienne [Pv6-anpecos. [Ipasuna cokpamienus 3anucu [Pvo-agpecos.
WuauBHyanbHbIN, TPYNIOBOM, IpOoU3BOIbHEIHM THIIEI [Pv6-anpecoB. CTpyKTyphl TOKaNbHOTO U
r100agpHOr0 MHAMBUAYaTIbHBIX [PVv6-anpecoB. CraTuyeckas u AnHaMUUecKast KOHQUTypauuu
ro0agpHOr0 MHAMBUAYaIbHOTO anpeca. [Iponece EUI-64 u ciy4aiiHO creHepupoBaHHbIH
naeHtudukarop naTepdeiica.

ICMP-cepBucel. Omimumst juisi nporokonioB IPv4 u IPv6. CooGmennss ICMPvI6 «3ampoc k
MapuIpyTH3aTopy», «OOBSIBICHHE OT MapUIPyTH3aTOPay», «3anpoc coceaHero y3na» u «O0bsBIeHIe
COCeIHEro y3na». TeCTHpOBAHUE CETH € MOMOIIBIO 3X0-3alIPOCOB. TpacchupoBKa MapiipyTa. Bpems
MIPOXOKICHUS CHTHaja B mpsiMoM 1 oOpatHoM HampasieHusx (RTT). Bpems xusuu (TTL) IPv4 u
npenen nepexoaon [Pv6.

Pa3nenenue IP-cereii Ha moaceTn

Cermentanus [P-cereii. OOMEH maHHBIMH MeXIy moaceTaMu. [lmaHmpoBaHHWe anpecanii B
moncersx. PacuerHele (opMynmBl IS CerMeHTalWd ceTH. Pa30meHne Ha TMOACETH Ha OCHOBE
TpeOOBaHUH y37I0B U CeTel, B COOTBETCTBUH ¢ TpeboBaHUsIMH ceTei. OmpeienieHne MacKu MOJICETH.
Pa3bueHue Ha MOACETH ¢ UCIOIB30BaHMEM Macku nepeMenHoi anunbl (VLSM). baszoBast Mozaens u
HazHaueHUEe OokoB ampecoB VLSM. [Ilnanupomanme azapecanuud cetd. OcCoOCHHOCTH
npoektupoBanus [Pv6-cern. Pa3zOueHue Ha mOACETH C MCHOJIB30BaHUEM WAEHTH(UKATOpA
uHrepdeiica.

10

YpoBeHb NIPHII0KEHU I

YpoBeHb  IPWIOKEHUH, YPOBEHb IIPEICTaBICHHUS U  CEAHCOBBIM  ypoBeHb. IIpumepsl
pactpocTpaHeHHBIX TpmioxkeHui. [Iporokonsl yposHs npuinoxernid. OmxHopanroseie cetu (P2P).
Mogpens THIa «KIHEHT-cepBep». O030p mpotokonos HTTP, HTTPS, SMTP, POP u IMAP. Ciyx6a
noMeHHBIX UMEH (DNS). dopmar coobmennit u uepapxus DNS. Vrumura «nslookupy. Ciyxba
DHCP. Ilporoxon nepenaun daitos (FTP). [IpoTokon oOMeHa GiokaMu CepBEpHBIX COOOIICHHIHA
(SMB). Konnenmnu «Bceeobwsemmonuii UatepaeT» BYOD. JlocTaBka TaHHBIX IT0 KOHBEPTECHTHBIM
ceTsM.

11

Co3nanue 1 HACTPOIiKa He0O0Ib1IO KOMIIBIOTEPHOIl ceTH

[TnanupoBaHue 1 co3aHre HeOOIBIIOH KOMIBIOTEPHOW CETH: OIIpeAeIeHUE KITI0YEBbIX (akTOpOB,
BBIOOP TOIOJIOTHHU M CETEBBIX YCTPOMCTB, BRIOOP U HACTPOIKA MPOTOKOJIOB, CUCTEMBI apecalty.
Mepsr 1o obecriedeHnIo Oe30MaCHOCTH CETH. Y I3BUMOCTH U CETEBBIE aTakW. Pa3BebIBaTeIbHbIC
ataku, Ataku noctyna, Otka3 B oociyxuBanuu (DoS-araku). PesepBHOe konmmpoBaHue,
0OHOBIICHHE M YCTaHOBKA HCIIPaBIeHNH. Me)KceTeBble SKpaHbl. AyTeHTH()HUKALNs, aBTOPU3AIHS U
yuét. Brimouenune nporokona SSH.

@aiinoBele CHCTEMBl MapHIPYyTU3aTOPOB M KOMMYTaropoB. PesepBHoe KomupoBaHue H
BOCCTaHOBJICHHUE C TOMOIIBIO TEKCTOBBIX (haitnos, nporokosa TFTP, USB-HakonuTens. BerpoenHsle
ciyx0bl MapmpyTusanuu. Iloanepikka OecnpoBoaHBIX ToAKIIOYeHHi. Hactpoiika BcTpoeHHOTO
MapIIpyTH3aTOpa.
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12 | IpoexTupoBanne CKC B coorBercTBu 'OCT 2

HpaKanecKne 3aHATHSA

1 Co3znanue NpocToi ceTH: 2
*  VYcraHOBKa ceaHca KOHCOJIM C CETEBBIM 000pyJOBaHHEM IPH oMoy nporpammMel Tera Term;

* Co3pnaHue ceTH;
Hactpoiika 0CHOBHBIX MapaMeTPOB KOMMYTATOpA.

2 [NonxroueHNe KOMIBIOTEPOB K CETH C TIOMOIIBIO Kabeneil 1 6ecrpoBOJHBIX aIalTepOB: 4
*  OmpeneneHne CETEBBIX YCTPOMCTB M KAHAIOB CBSI3H;

*  OOxuM ceTeBOro Kabes;

*  IIpocMOTp HaHHBIX O OECIPOBOAHBIX M IPOBOIHBIX CETEBHIX aJanTepax.

3 Uzyuenue Ethernet-texHoxoruit: 2
* IIpocmotp MAC-anpecoB ceTeBBIX yCTPOUCTB;

*  Uyuenue kagpoB Ethernet ¢ momommpro nmporpammel Wireshark;

* TIIpocmotp ARP c momouipto nporpammer Wireshark, nuatepdelicoB KoMaHIHOM CTPOKU

Windows u 10S;
* Ucnonp3oBanue nuntepdeiica komanauoit ctpoku 10S ¢ Tabmuuamu MAC-aipecos
KOMMYTaTopa.
4 IMoctpoenue cetu Ha 6a3e MapIIPyTU3aTOPA: 2

* TIpocMoTp TabaMIl MapLIPyTH3ALNH y3II0B;
*  l3ydenue GpU3MIECKUX XaPAKTEPUCTHK MapUIPyTH3aTOPa;
* CozpaHue cetu, COCTOSIIEN U3 KOMMYTaTOPa U MapIIPyTH3aTOpa.

5 W3ydenne TpaHCIOPTHOTO ypOBHS: 6
* HalOmoaeHue 3a mpoueccoM TpEXCTOPOHHEro «pykomoxarus» TCP ¢ moMomnipro mporpaMmsl
Wireshark;
*  Usyuenwue 3axBaueHHBIX JaHHBIX DNS UDP ¢ momonipio nporpamMmst
Wireshark;
*  Usyuenwue 3axBaueHHbIX naketoB FTP u TFTP ¢ nomouipto nporpammel Wireshark.
6 Hacrpoiika IP-aapecanuu: 2

*  Ucnosnb3oBanue kajbkynsitopa Windows B paboTe ¢ CeTEBbIME a/ipecamu;
*  Kouseprauust [Pv4-aipecoB B IBOUYHYIO CHCTEMY CUHCIICHUS;

*  Omnpenencuue [Pv4/IPv6-anpecos;

*  Hactpoiika [Pv6-agpecoB Ha CeTEBBIX yCTPOHCTBAX;

* TecTupoBaHHE CETEBOIO MOAKIFOUYESHHUS C IOMOIIBIO KOMaH| «ping»
«traceroute».
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7 Cermenrarms IP-cereii:
*  H3ydeHue KajabKyJIATOPOB MOJCETEM;
* Pacuér nmoncereii IPv4;
*  Pazpenenue cetell ¢ pa3TMYHBIMU TOTIOJIOTHSMH Ha MOJCETH;
* Pa3paboTka U BHEIPEHUE CXEMEBI apecalluy pa3aeéHHoi Ha noacetu [Pv4-cetu;
* Pazpabotka u BHeapeHHE cXxeMbl ajapecanni VLSM.
8 IP-ampecarus:
*  asanu3 TpaduKa OAHOAAPECHOH Mepeaayt, IIMPOKOBEIIATEILHOH 1 MHOT0aJPECHOM PACCHUIKY;
* HacTtpoiika anpecanuu [Pv6;
* mpoBepka aapecanuu [Pv4 u IPv6;
®  0TpaboTKa KOMIUICKCHBIX ITPAKTHUECKUX HABBIKOB.
9 Cermenranus [P-cereii:
®  OpraHu3anys MOJCETH 10 PA3IHMIHBIM CIIEHAPHIM;
*  pa3paboTKa M BHEApEHHUE CTPYKTYphI aapecannu VLSM;
®  BHEApEHHE CXEMBI aJIpecalluil pa3aeiéHHo Ha moaceTtn [Pv6-cery;
®*  0TpaboTKa KOMIUICKCHBIX ITPAKTHYECKUX HABBIKOB.
10 W3yueHne OCHOBHBIX CETEBBIX CIIYXKO:
*  Usyuenue GpyHKIMU 0OMeHa (aiiaMi MEXIy OJHOPaHIOBBIMU YCTPOHCTBAMHU ONpe/ieNieHHE
npeodpazoBanuii PAT; « M3yuenue npasui padots DNS;
®*  Usyuenue npotokosa FTP.
11 AHanu3 KOMIBIOTEPHON CETH U HACTPOMKA MapUIpyTH3aTOpa:
* IlpoBepka 3aepiKeK B Iiepeaull CETEBbIX MAKETOB C MOMOIIBIO YTUIIUT «ping» U «traceroutey;
*  Hcnonb3oBanue nnTepderica komanaHoi crpoku (CLI) aist cOopa cBeieHni 0 ceTeBbIX
YCTpOMCTBAX;
* YHpaBHeHI/Ie (1)3.1\/'IJ13MI/I KOHq)I/II'ypaI_II/II/I MapmpyTusaTopa ¢ moOMOIIbIO IMPOTrpaMMBbl SMYJIAIUN
TEepMHUHAJA
*  Vmpasnenue daitiamu KOHPHUTypaiyuy yCTPOHCTB ¢ ucnoab3oBanueM TFTP, diem-iamMsaru u
USB-nakonurene
¢ N3yyenue npoueayp BOCCTaHOBIICHHUS TTAPOJICH.
12 [IpoekTupoBaHue 1 CO3JaHUE CETH JUIS MaJIOTO MPEANPUSITHS — UTOTOBBIH ITPOEKT
Pazpen 1.2. Coaep:xanue
HpuHiumel 1 Brenenne B KOMMyTHpyeMbIe CETH
MapuipyTH3allii 1 O0benuuénnble cetd. Mepapxust B KOMMYTHPYeMOii ceTu. Pojib KOMMYTHPYEMBIX CEeTei.
KOMMYyTallMu KommyTtupyemast cpena. lunamuueckoe 3anonaHenue Tadumipsl MAC-agpecoB KOMMyTaTOpa.
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Mertop! TepechuIKn Ha KoMMyTaTtope. KoMMyTamust ¢ mpoMexyTo4HbIM XpaHeHHeM. CKBO3Has
KOMMYTAaIIHs.
KommyTanuonsslie JoMeHbl. CHUXEHUE IEPErpy30K CETH.

OcHOBHBIC KOHLCNIIINY U HACTPOHKAa KOMMYTAIlUH

OCHOBHBIE KOHLIENIIUY U HACTpoiika kommyTanuu. [lepBoHadanbHas HacTpoilka KoMMyTaTopa U
BOCCTaHOBJICHHE MOCJIE CUCTEMHOT0 c6o0st. HacTpolika nocryna s 6a30BOro ynpaBlieHHs
kommMyTaTopoM c IPv4. Jlyruiekcuas cBa3b. Hactpoiika moproB KoMMyTaTopa Ha pU3NYECKOM
ypoBHe. DyHKIUS aBTOMAaTHYECKOTO onpeeneHus tuna kabens (Auto-MDIX). [Iposepka HacTpoek
nopTta kommyTaropa. [louck u ycrpaneHue npo0ieM Ha ypoBHE AOCTyIA K CETH.

besonacHocTh KOMMyTaTOpa. 3alMIEHHBIN yaanéHuelil nocryn. Hacrpoiika SSH.
Pacnpoctpanénnslie yrpo3sl Oe3omacHOCTH: mepenonHenne Tadmuisl MAC-agpecos, DHCP-
ciyuHT, Hcmonk30Banue ya3BUMocTel nporokona CDP, Ataku Telnet u np. Ayaut u
MIPaKTHYECKHEe PEKOMEHAALNH 0 00ecTeueHnIo Oe30nacHoCTH ceTi. bezomacHocTh mopta
kommyTaropa. Orcnexuanne DHCP coobmennii. @yHkmms 6e30macHOCTH OpTa. BB 3aIUTHI
MAC-aapecoB. PexxuMbl pearnpoBaHusi Ha HapylieHue 6e3onacHocTH. [IpoBepka u HacTpoiika
noptoB. [Ipotokon cereBoro Bpemenu (NTP).

BupTtyanbHsblie JokajabHble ceTH (VLAN)

Bupryansasie nokansHbie cetd (VLAN) — kinaccudukaiys 1 OCHOBHBIE XapaKTEPUCTHKU. TpaHKH
BHUPTyaJbHBIX ceTel. KoHTpoub mupokoBenaTeabHbIx 1oMeHOB B ceTsix VLAN. Terupopanue
kaapoB Ethernet muis unentudukanun cetnt VLAN. Cetun native VLAN u TerupoBanue crangapra
802.1Q. TerupoBanue ronocoBoit VLAN. Peanu3zarnuu BupTyansHO# TokaasHOH cetn. HazHaueHue
noptoB cetsM VLAN. Hactpoiika TpaHKOBBIX KaHaOB. [[pOTOKOI THHAMUYECKOTO CO3aHMsI
TpankoBoro kaHaia (DTP). [Tonuck u ycTpaneHue HENOIa 0K B BUPTYAJIbHBIX JIOKAIBHBIX CETAX U
TpaHKOBBIX KaHanax. [Ipobmemsl ¢ IP-anpecareii cetu VLAN. HecoBnaneHus pexxuMoB
TpaHKOBOW CcBs3U. [IpoekTupoBanme u odbecneuenue oe3omacaoctu VLAN: hopping, crydusr
KOMMYyTaTopa, ataka ¢ 1BoMHbIM TerupoanueM, Cerb PVLAN nepumerpa. [Ipaktuueckue
PEKOMEHIAINH 10 POSKTHPOBAHUIO BUPTYAJIbHON JIOKAJIbHOM CETH.

Konuenuusi MapmpyTusanun

Hacrpoiika mapuipytusatopa. MexaHu3Mbl epechlUIKd nakeToB. [loakoueHrne n HacTpoiika
ycTpoiicTB. CBeTOMOJHbIE HHANKATOPHI HAa MapIIpyTH3aTope. AKTHBAIMS U HacTpoiika IP-
aapecauuu. [IpoBepka cBA3HOCTHU ceTel ¢ NpsMbIM NOAKI0YeHHEM. [IpoBepka HacTpoek
nHTepdeiica. PuIbTpanus BEIXOAHBIX JaHHBIX KOMaH[ «showy. KoMMyTaius makeToB MexIy
ceTsiMu. OyHKIMS KOMMYTallMy MapIpyTu3aTopa. MapmpyTtuzanus naketoB. OnpeaeneHue myTH.
[Tpouecc npuHATHS pelIeHNs 0 NepechlIke nakeToB. Beidop ontumansHOro myTH. [IpoTokoss:
RIP, OSPF, EIGRP. Pacnpenenenue Harpysku. AaMuHECTpupoBaHue paccrosaue (AD) u
HaJIS)KHOCTh MapuIpyTa. AHAIM3 TaOJIUI] MapIIpyTU3ALMN — UCTOYHUK JaHHBIX, TPUHIIUITBI
(opMHpOBaHHE BO3MOKHOCTH HACTPOUKH. 3aICH TAOIMIIBI MapPIIPYTU3AIMH VISl CETeH C NPSIMBIM
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MOJIKJIFOYEHHEM. 3aJaHHe CTATHYECKUX MapUIpyToB. [IpOTOKOIIBI AMHAMUYECKON MapUIPY TH3ALUH
cereii IPv4 u IPv6.

Mapmpytuzanus me:xkay VLAN

[MpuHumne! pabots! Mapupytusanuu Mmexxay VLAN. Hacrpoiika mapmpyTn3anuu Ha Oase
MapHIpyTH3aTOPOB C HECKOJIBKMMH (DPU3NUECKUMU HHTEpdelcaMu, ¢ NCI0JIb30BaHUEM
KoH(uUrypauuu router-on-a-stick, uepes MHOroypoBHeBbIit KoMMyTaTop. [Ipobnemsr
MapupyTtuzanuu mexay VLAN. IIpoBepka kKoH(GHUrypauun KOMMYTaTopa U HaCTPOEK
MapuipyTuzatopa. Henonaznku B pabote nnrepgeiica. Ommnoku B IP-anpecax n Mackax moJjcery.
Hactpoiika u pabota koMMyTanuu Ha 3-M ypoBHe. Mapmpytuzamus mexay VLAN depes
BUPTyaJIbHBIE HHTEP(ECEI KOMMYTaTOpa, MapIIpyTH3UpyeMble TOpThl. Hemonanku B HacTpoikax
KOMMYTAaTOpa 3-ro YpOBHsl.

Crarnyeckasi MapIIPyTH3aLHsA

IIpenmyimecTBa U 3aja4y CTATUYECKON MapIIpyTU3aluu. THUIBI CTaATHYECKHX MAPIIPYTOB:
CTaHJApTHBIM, [T0 YMOIYaHHIO, CYMMAapHBIH, aaBaromuid. HacTpolika cTaTHYECKUX MapIIPyTOB
IPv4 u IPv6. Komarga «ip route». MapmmpyT cremyrormero nepexoaa. Hanpsamyro moaxmrou€éHHbTI
crarruyeckuil mapuipyT. [lonHOCTBIO 3amaHHbIN cTaTUYecKkuil MapuipyT. Hactpoiika craTnueckoro
MapupyTa o ymonganuto. Kiaccoas anpecarus. Kinaccossie macku nozcetu. beckimaccoas
MexaomenHast MapuipyTtusanus CIDR. O0bsenunenne MapiipytoB. OpraHu3aiius cynepcerei.
Hcnonp3oBanue macok noacetu ¢puxkcupoBanHoi bl (FLSM). Macka noacern nepemeHHON
unHb! (VLSM). HacTpoiika cyMMapHBIX U IJIaBalONIMX CTATHYECKUX MapuIpyToB. Pacuér
cyMmapHoro mapuipyTa. Oobenunenue cereBbix anpeco [Pv4 u IPv6. Tlouck u ycrpaneHue
HEMNOoJNaJ0K B HACTPOHKAX CTATHYECKOI0 MApIIPyTa ¥ MapUIPyTa M0 YMOTYAHHIO.

JnHaMudecKkasi MapIIpyTHU3aus
[TpoTokonbl AMHAMUYECKON MapLIpyTH3alUK — Ha3HaYeHHE, IIPUHIUITEI pAaOOTHI U HCTOPHS
pasButus. CpaBHEHNE JUHAMWYECKON M CTaTHYeCKOH MapmpyTtu3anuu. [IpuHnmns! paboTs
MIPOTOKOJIOB MapIIPyTH3AIMHU: ITyCK MOCHIE BKJIIOYeHNs nuTanus, CereBoe oOHapyxenune, OOMeH
JaHHBIMH MapipyTusanun, Obecrnedenue cxoqumocth. Kitaccnpukanus mpoToKoiIoB
mapupytuzauud. Iporokonsl IGP u EGP. Aucranunonno-sekropusie npoTokoisl RIP, IGRP.
IMporoxonsl MapipyTu3aiuu 1o cocrosiHuto kanana OSPF u IS-IS. KiaccoBsie u 6ecknaccoBbie
IIPOTOKOJIBI MapUIPyTHU3AIUH. XapaKTePUCTHKH U METPUKH NIPOTOKOJIOB.
JuHamuueckas TUCTaHIIMOHHO-BEKTOPHASI MapIIpyTH3anus. [JMcTaHIIMOHHO-BEKTOPHBIN
anroput™M. MexaHu3MBbl OTIIPABKH U MOJTyYEHHS JaHHBIX MapIIPYTH3AINH, pacuéTa ONTUMAIBHBIX
myTeil 1 J0O6aBIeHNUS MapIIPYTOB B TAOJIHMITy MapIIpyTH3aIHN, 0OHAPY)KEHHUS U PearnpoBaHNs Ha
n3MeHeHus B Tononoruu. Hactpoiika npotokona RIP: Bxmouenue RIPv2, oTkimouenne
ABTOMAaTHYECKOTO 00bEANHEHNS, HACTPOWKA MACCUBHBIX HHTEP(EHCOB, epeaata MapipyTa 1o
ymomnuaHuio no cetu. Hactpoiika nporoxona RIPng. ITponecc MapmpyTusanuy 0o COCTOSHUIO
kaHana. Hello nmporokou. nmaket cocrosiaus kanana (LSP). JlaBuHHas pacchlika ITAKETOB COCTOSIHUS
KaHana. JlJaBuHHas pacchlIKa MAKETOB cOCcTOsIHUSA KaHana. Co3aHue iepeBa KpaTyaliiix myTei
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SPF. No6asnenne mapmpytoB OSPF B Tabnuiry mapmpyrusanui. HemoctaTku mpoTOKOIOB
MapIIpyTH3ALKH [0 COCTOSHUIO KaHana. TabiIuia MappyTH3aIii. 3aliCH ¢ TIPSIMBIM
MTOJIKITFOUCHUEM U YAANEHHON ceTr. JJnHaMu4Yecku moirydaeMbie MapmpyThl [Pv4/6. TIponecc

MOKMCKa MapuipyTa.

OSPF pas onnoii o6aactn

CewmetictBo nporokonoB OSPF. Xapakrepuctuku, npuHuumns! pabotsl 1 komrnoneHTsl OSPF.
Oco6ennoctu OSPF st ogHOM M HecKoIbKUX obnacteil. MarucrpanbHas o0nacTs. MHKancymsums
coobmmennit OSPF. Tuner nakeroB OSPF: naker npusetctust (hello), naker onucanus 6a3sl
nanselx (DBD), makert 3anpoca cocrosHus kaHana (LSR), makeT 0OHOBIEHUS COCTOSHUS KaHaja
(LSU). maket monrBepxaeHus cocrossHus kaHana (LSAck). OOHOBIEHUS COCTOSHHS KaHAA.
Paboune cocrossauss OSPF. Beinenennstit (DR) u pesepBHbIH BeAeIeHHBINH MapimpyTusaTop (BDR).
Cunxponuzanusa 6a3 nanaeix OSPF. Hactpoiika OSPFv2 nist onHoit oOmacti. Pesxxum
KOH(Urypanuu uaeHTH(GuKaTopsl Mappytuzatopa. VMcrnons3oBanue uaTepdeiica loopback.
Bruntouenne OSPF Ha nnTepdeticax. [lladmonnas macka. Komanma «network». Hactpotika
nmaccuBHBIX uHTEp(dericoB. ®opmyina pacuéra metpuku croumoct OSPF. Hactpoiika 3HaueHuit
MIPOIYCKHOM crioco0HOCTH nHTepdeiica. [[poBepka coceMHUX YCTPOICTB, HACTPOCK MPOTOKOIA,
JaHHBIX Mpouecca u apyrux xapakrepuctuk OSPF. Cpasaenne OSPFv2 u OSPFv3. Anpeca Tuna
link-local. Tomonorus cet OSPFv3. Hactpoiika uaentuguraropa mapipytuszaropa OSPFv3.
Brutouenne OSPFv3 Ha unTepdeticax.

Cnucku koHTpoJst nocryna (ACL)
Cnucku koHTposs gocrymna (ACL). Ipunnun padotst ACLcemuckos. Turbsl ACL-cninckos Cisco
s [Pv4. TlpucBanBanne Homepos 1 iMEH ACL-cruckam. Pacuér mabnonno# macku B ACL-
cnuckax. Pekomennanmu o co3nanuio u pasmeniennio ACL-crinckoB. Pazmenienne cTanaapTHBIX
u pacumpennbix ACL-cnuckoB. Hactpoiika crangaptHoro ACL-cnucka. [Ipumenenue
crargaptHeix ACL-crinckoB Ha uaTepdeticax. Kommenrapuu k ACL-cruckam. [Iposepka u
penaxTupoBaHue cTaHaapTHbIX HymepoBaHHbIX ACLcnuckoB. ACL-craTucTuka. 3amura nopToB
VTY c nomomsto crangaptHoro ACL-cnucka IPv4. Ctpykrypa u HacTpoiika pacupeHHbix ACL-
criuckoB aiist [IPv4. GunbTpanus tpaduka ¢ ucmnosib3oBanueM pacmupeHHbx ACL-cruckos.
ITouck u ycrpanenune Henonanok ACL-cnuckoB. Pacnipoctpanénnsie ommOku ACL-CITUCKOB.
Cpasuenne ACL-ciuckoB st IPv4 u IPv6. Hactpoiika i mpoBepka ACL-criuckoB st IPv6.

10

Iporoxon DHCP

IIporoxon DHCP. DHCPv4: 6a3oBast onepanusi, opMaTt COOOIIEHH, COOOIIeHNsT 0OHAPYKEHUS 1
npennoxxenusi. Hactpoiika, mpoBepka u perpancisius npoctoro DHCPv4-cepsepa. Hactpoiika
MapupyTuszaropa B kauectse DHCPv4-knuenrta. Hactpoiika Mapupytusaropa kinacca SOHO.
INounck n ycrpanenue Henonagok B pabore mapupyruzatopa DHCPv4. IIporokon DHCPv6.
ABTOMarnueckas HacTpoiika ajgpeca 6e3 orcnexxuanust coctossHusa (SLAAC). [Ipuanun paboTst
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 otrcnexxuBanusi cocrostaust. Ilponeccst DHCPv6. Hacrpoiika
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MapmpyTtuzaropa B kadectBe DHCPv6-cepsepa u DHCPv6-knmenTa. [louck u ycrpaneHue
Hernosaaok B padore DHCPv6.

11

IIpeoGpa3zoBanue ceTeBbIX aapecos IPv4

[IpeobpazoBanue ceteBbix aapecoB [Pv4. KoHnenTyansHoe mpeoOpa3zoBaHue CETEBBIX aJpecoB
(NAT). Tepmunonorust u npuniumns! padotrsl NAT. [IpoctpancTBo yacTHbIX [Pv4-anpecos.
Crartuyeckoe v JUHaMHU4YecKoe mpeodpasoBanue ceTeBbix aapeco (NAT). [IpeobpazoBanue
anpecos noptoB (PAT). CpaBuenne NAT u PAT. Ilpeumymiecta u Henocratku NAT. Ananus
craruyeckoro npeodpazosanus NAT. [Ipunnun padotsl nuaamudeckoro NAT Hacrpoiika u
npoBepka NAT, PAT. Ilepeanpecarust noptos. Hactpoiika NAT u npotokona I[Pv6.

[Touck u yctpaneHne Henoaanok B padbote NAT.

12

0630p npoaykros D-Link

Kouncyabranus

3K3AMEH

IIpakTHyeckune 3aHATHSA

1 Hacrpoiika kommyTaropa:
* ba3zoBas HacTpoiika KOMMYTaTopa;
*  Hacrpoiika mapamerpoB 0€300aCHOCTH KOMMYTaTopa.
2 Hacrpoiika 6e30macHOCTH KOMMYTaTOpa!
* Hacrpoiika nporokoina SSH;
*  Hacrpoiika ¢pyunkuuu Switch Port Security;
* [louck u ycTpaHeHHE HEMOJIAI0K B CUCTEME O€30IIaCHOCTH TIOPTOB KOMMYTATOPa;
OTtpaboTKa KOMIUIEKCHBIX TPAKTHYECKUX HABBIKOB
3 Kondurypamus cereit VLAN:
*  Kondurypanus ceteit VLAN u TpaHKOBBIX KaHAJIOB;
* Tlouck u ycTpaHeHue Hemoaaaok B KoHpurypamuu VLAN;
®  Peammsanms cuctemsl 0e3omacHoctu cetd VLAN;
*  Peammzanms ceteit VLAN i cerMeHTALUU CETeH MPEANPUSTHI MaJIOTO U CpeJIHEro Ou3Heca.
4 Hacrpoiika mapuipytusaTtopa:
*  lcnonb3oBaHne KOMaHABI traceroute Jyist OOHapy>KEHUsI CETH;
*  JIOKyMEHTUPOBAaHHE CETH;
*  Hacrpoiika unrepdeiicos [Pv4 n IPv6;
*  Hacrpoiika 1 npoBepka HeOOJIBIION CETH;
HccnenoBanye MapuIpyToB € NPSIMBIM MOKJIIOYEHHEM
5 Hactpolika mapmpyTusanuu:

*  CocraBnenue cxemsl cetu VIHTEpHET;
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*  Hactpoiika 6a30BBIX TapaMeTpPOB MapHIPyTH3aTOpPa C IIOMOIIBI0 HHTEepdeiica KOMaHIHON
ctpoku (CLI) cucremst Cisco 10S;

*  Hactpoiika 6a30BbIX mapaMeTpoOB MapuipyTH3aropa ¢ momoinso CCP.

6 Mapmpytuzanust Mexay VLAN:
*  Hacrpoiika Mappytuzaiuu Mexay VLAN st kaxnoro nuHTepdeiica;
*  Hacrpoiika mapmpyTtuzanuu Mmexxay VLAN Ha ocHoBe ctanaapTa 802.1Q u TpaHKOBOTO
KaHana;
* Ilowuck u ycTpaHeHHE HENOJaI0K B MapIIpyTH3auuu Mexay cetsiMu VLAN.
7 Hacrpoiika craTuyeckoil MapupyTH3aluu:
* Hactpoiika cratndeckux MapuipytoB [Pv4/IPv6 mo ymomrganmuio;
*  Pazpabotka u peanmzanus cxemsl agpecaruu [Pv4 ¢ ucronszoBarnem VLSM;
*  Pacuér cymmapusx MapupyToB [Pv4 u IPv6;
* TlowWck ¥ ycTpaHEHHE HEIOJIAJOK CTATHICCKUX MapmpyToB IPv4 u IPv6.
8 Hacrpoiika guHaMuueckoil MappyTH3aLH:
* HccmemoBanue CXOOUMOCTH,
* CpaBHeHHE METOJIOB BEIOOpa IyTH B ipoTokonax RIP.
9 Hacrpoiika npotokonoB OSPF:
*  Hacrtpoiika 6a3oBoro mpotokosia OSPFv2 mist ogHOM obnacTw;
*  basosas nactpoiika npotokona OSPFv3 mist oxHON 001aCcTH.
10 W3yuenne MmexaHn3MOB paOOThI CO CIIMCKAMU KOHTPOJIS JOCTYTIA:
*  Harnsanoe npezcrasienue padotel ACL-crmcka;
*  Hactpoiika crangaptaeix ACL-cniuckos;
*  Hacrpoiika cranaapTHeix uMeHoBaHHBIX ACL-criickos;
* Hacrpoiika ACL-cincka st muauit VTY
*  Hactpotika pacmupenHbsix ACL-CHCKOB A7 pa3IUYHbIX CLIEHAPHUEB;
* [lowuck u ycTpanenue Heronaaok B pabote ACL-crnuckos;
* Hactpoiika ACL-cruckos IPv6;
*  OrpaboTKa KOMIUIEKCHBIX NPAKTHYECKHX HABBIKOB.
11 Hactpoiika ACL-cnuckos:

* Hacrpoiika u nposepka crangaptHsix ACL-cnuckos;

* Hacrpoiika u npoBepka orpannuenuit VIY;

* Hacrpoiika u npoBepka pacmmpeHHbIXx ACL-CIHICKOB;

* [Ilowck n ycTpaHeHHE HETIONAI0K B HACTPOiiKke 1 pa3MernieHnun ACL-cnuckoB;
*  Hacrpotika u npoepka ACL-crimckoB miist IPv6

20




12 N3yuenune nporokonos DHCP: 2
*  basosas Hactpoiika DHCPv4 Ha MapmpyTusarope;
* bazosas Hactpoiika DHCPv4 Ha kommyTarope;
* Tlouck u ycrpaneHue Hernosaiok B pabore DHCPv4;
*  Hactpoiika cepsepa DHCPvV6 0e3 0TCIIe)KHBaHUS COCTOSHHUS U C OTCICKUBAHUEM COCTOSHHUS,
* Tlouck u ycrpaHeHue HenoJaiok B padore DHCPv6.
13 [IpeoOpa3oBaHMe CETEBBIX aIpPECOB: 2
*  U3yuenue npunuuna padotsl NAT;
*  Hacrpoiika cratnieckoro u auHamuieckoro NAT;
*  Peanuzanus cratuueckoro u nuHamudeckoro NAT;
*  Hactpoiika nepeaapecanyu mopTos Ha MapiipyTtuzarope Linksys;
¢ IlpoBepka, moKcCK 1 ycTpaHeHUE Henola ok kKoHpurypauuit NAT;
*  OtpaboTKa KOMILIEKCHBIX IPAaKTHYECKUX HABBIKOB.
14 Uzyuenune padotsl ¢ NAT u PAT: 2
* Hacrpoiika tuHamMu4eckoro u crarudeckoro NAT;
* Hactpoiika NAT-nyna ¢ neperpyskoii u PAT;
* TlowWck ¥ ycTpaHeHHE HeMmoJIaaok koHuryparmi NAT.
Kypcosoii npoekr 18
KoncyabTanus 7
9K3AMEH 8
Paspen 2. Opranuszanus,
MIPUHIUIIBI TOCTPOEHHS
1 QyHKINOHUPOBAHUSA
KOMITBIOTEPHBIX ceTel
MJK.01.02.
Opranuzanus,
MIPUHIIUIIBI TOCTPOCHHUS
U QyHKIIMOHUPOBAHUS
KOMIIBIOTEPHBIX CEeTeH
Paspen 2.1. Conep:xanue
Mapiipytusanus u 1 BBenenne B MmacuiTabupoBaHue ceTei 8
KOMMYyTars. Peanuszanns npoekra ceru. [IpoexT nepapxnieckoit cetu. Pacmmpenue cetn. Beioop cereBbix
MacmTa6Hg°BaHHe ycrpoiictB. KomMyTanmoHHOe 000pynoBaHue. MapipyTu3aTopsl. Y IpaBisoOINe YCTPOUCTBA.
ceren 2 H36b1TounocT LAN 8
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Ionsrus mporokona spanning-tree. [Ipeqrasnadenne npoTokoia spanning-tree. [IpuHIMT pabOTHI
STP. Tumsr mpotokosioB STP. Hactpoiika npotokona STP. Hactpoiika PVST+. Hactpoiika Rapid
PVST+. IIpo6aemsr HacTpoiiku STP.

ArperupoBaHue KaHAJIOB

OCHOBHBIE TTOHSTHSI arPETMPOBAHMs KaHAIOB. ArpernupoBanue kaHajioB. [IpuHumn paboTs
EtherChannel. Hactpoiika arperupoBanus kanainoB. Hacrpoiika EtherChannel. [IpoBepka, nouck n
ycTpaHeHue HenoJiaiok B padote EtherChannel

BecnpoBoaHbIe 10KAJIbHbIE CETH

Konmemniuu 6ecripoBoHol cBsi3u. BBeneHre B OecripoBogHy 0 cBsi3b. KommoneHTsl ceteit WLAN.
Tomomnoruu cereit WLAN 802.11. Ilpunitumnst paboTel OSCIPOBOAHO# J0KaIbHO# ceTH. CTpyKTYypa
kanapa 802.11. dyHKIIMOHHPOBaHKME OSCIPOBOIHON CBS3U. YTIpaBJIcHHE KaHalaMu. be3omacHoCTh
OCCIIPOBOTHBIX JIOKATBHBIX ceTel. Yrpossl ast ceteir WLAN. O6ecnieuenne 6€30MacHOCTH
WLAN. Hactpoiika 6ecripoBOIHBIX JIOKATBHBIX ceTeld. HacTpoiika OecripoBoaHOTO
Mapmpytuzaropa. Hactpoiika 6ecipoBoIHBIX KIHEeHTOB. [IOMCK 1 ycTpaHeHHe HENOIaI0K B paboTte
cereit WLAN.

Hactpoiika u ycrpanenue HenoJiagok B pabore OSPF s ogHoii o0J1acTu

Pacmupennsie mapamerpsl npotokosia OSPF nist oxgHoi o6macti. MapripyTu3saiys Ha ypOBHIX
pacnpenenenus u sapa. OSPF B ceTsix ¢ MHOXKECTBEHHBIM JOCTYIIOM. PacripocTpaHeHne MapiipyTa
o ymoyanuto. Tounast HacTpoiika untepdeiicoB OSPFE. 3amura OSPF. YcTpaneHue Hemomaaok
peanu3anuu nporokosa OSPF s ogHoit o61nacti. CocTaBisiomye Ipoueayphl Moucka u
ycTpaHneHus Henojdaaok B padbote OSPF nns ogHoli obnactu. [Tonck u ycTpaHeHUe HETONaI0K B
Mmapupytusanun OSPFv2 ns ogsoit o6mactu. Iouck u ycrpanenue uernonanok B8 OSPFv3 s
OJTHOM 00J1acT

OSPF 151 HeCKO0JbKHX 00J1acTel

puanun padoter OSPF ans Heckonbkux obnmacrei. Haznauenne OSPF s Heckonmbkux obmactei.
puanun padotser maketoB LSA B OSPF mns Heckonpkux obnacteit. Tabnuia MapmpyTH3auy 1
sl MapmpytoB OSPF. Hactpoitka OSPF mns Heckonpkux obmacreit. Hactpoiika OSPF s
HecKoJIbKuX obnacteit. O0pequaenne MmapmpyToB OSPF. [IpoBepka OSPF nis HeckombKux
obuacteit.

HpaKTﬂ‘leCKl/le 3aAHATHHA

PasBepThIBaHUE KOMMYTHUPYEMOM CETU C pE€3€pBHBIMU KaHAJIAMU

Hacrpotika Rapid PVST+, PortFast u BPDU Guard

Hacrpotika mporokosna GLBP

OnpexneneHne THIIOBBIX omMO0K KoHpuryparmu STP

Hactpoiika EtherChannel

OO WIN|F-

[Tonck u ycrpanenne Henonaaok B pabote EtherChannel

NINININAIN
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7 ArperupoBaHre KaHAJIOB 2

8 Hacrpotika 6ecipoBOTHOTO MapIIpyTH3aTOpa M KJINEHTA 2

9 Hacrpotika 6a3zoBoro nporokosa OSPFv2 mist ogHoM 06iacTh 2

10 Hactpotika OSPFv2 B ceT MHOKECTBEHHOTO JIOCTYIIA 2

11 Hacrpotika pacmmpersabix Gyakmmii OSPFv2 2

12 [owck n ycTpaHeHHe HETIONAA0K B paboTe 0cHOBHBIX poTokosioB OSPFv2 m OSPFv3 nns oxnoit 2
obnactu

13 [Tomck n ycTpaHeHHE HETIONAI0K B paboTe ycoBepuIeHCTBOBaHHOTO ipoTokoia OSPFv2 s ogHOM 2
o0nacTu

14 Biianenue HaBbIKaMu IOKMCKA M YCTpaHeHHs HeroJia ok B padore OSPF 2

15 Hactpoiika OSPFv2 mis HeCKOJIbKHX 00sacTei 2

16 Hactpoiika OSPFv3 mis HecKOIbKHX 00sacTe 2

17 IMowuck u ycrpanenue Henosanok B padore OSPFv2 u OSPFv3 mns Heckosbkux o0acTeit 2

Paznen 2.2. Coequnenue | Coaepxxanue 72
cerei

1 IMoakoueHue K rj100aJbHON ceTH 8
0O0630p TexHONIOTHH IobaneHOM ceTh. Llens co3aanus riobansHbIX ceTel. [IpuHnun paboTs
riio0anbHOM ceT. BeIOop TexHoIorHN rinodanbHoi cetr. CepBUCH INTO0ANEHON CETH.

WHdpacTpyKTypsl 4acTHBIX I100anbHBIX ceTell. MHdpacTpykTypa o0mmenocTymHo#H riio0anbHOH
cetu. BeiOop cepBHCOB I1100aIbHON CETH.

2 CoeHEHHE «TOYKA-TOYKA» 8
00630p MocIe0BaTEIBHOTO COSTMHEHHS «TOUKA-TO4Ka». CBS3b 110 MOCIEA0BATEIFHOMY KaHaIy.
Wuakancymsiuus HDLC. [Mpuammm padotsr npotokona PPP. [Ipenmymectsa nporokona PPP. LCP u
NCP. Ceancel PPP. Hactpoiika nporokona PPP. Hactpoiika npotokosna PPP. Ayrentudukanms
PPP. Otnagka coenunennit WAN. Otnagka PPP.

3 PenieHust LINPOKOIOJI0CHOTO A0CTYNA 8
VYnanéunas padora. [IpeumyiectBa yaan€uHoi padboTel. busnec-tpeGoBaHust s yAAIEHHBIX
paboTHHKOB. CpaBHEHUE PEIICHUI MIMPOKONOI0CHOTO goctyma. Kadbens. DSL. BecriporoHbie
IIMPOKOTIONOCHBIE ceTH. BpIOop perrenuil mmpoxomnoiaocHoro goctymna. Hactpoiika moaximodeHuit
XDSL. O630p PPPoE. Hactpoiika PPPoE.

4 3amura Me:xx(pUIUAILHON CBA3H 8
Cetu VPN. OcHogsl cereit VPN. Tunsi cereit VPN. Tynnenn GRE mexny oobexramu. OCHOBBI
GRE. Hacrpoiika tynneneit GRE. O6uue csenenust 00 IPsec. 3amura nporokoina IP. Ctpykrypa
npotokona IPsec. Y nanénnsiit nocryn. Pemenus VPN nns ynanénnoro gocryna. Cetu VPN
yIJIEHHOTO JIOCTYIa ¢ ucnosb3oBanueM IPsec.

5 Monutopunr Ceru 8
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Syslog. Mpunnun pa6oter Syslog. Hactpoiika Syslog. SNMP. TTpusnun pa6otst SNMP.
Hactpoiika SNMP. NetFlow. IMpuntmn pa6otsr NetFlow. Hacrpoiika NetFlow. ITposepka Mmomeneii
Tpaduxa.

6 Orti1agka ceTu

IMowuck 1 ycTpaHeHHe HEMOIaI0K C UCTOIb30BAHUEM CUCTEMHOTO MOAX0/a. JJOKyMeHTaIHsI [0
ceru. [Ipoueaypa MouUcKa U yCTpaHEHUs HEMONAI0K. M30s1Hs TPOOIEMbI C TOMOIIBIO
MHOTOYPOBHEBBIX Mojieseil. Otnanka cetr. CpeicTBa MOKCKA U YCTPAHEHUsI HEMOJIa 0K.
CUMITOMBI ¥ IPUYUHBI OTIAIKH CeTU. [IOMCK U yCTpaHeHHe HEoa 0K CBsI3H B ceTsx IP.

JlabopaTtopHble padoThI

Hacrpoiika 6azoBoro PPP ¢ aytenTndukanunei

Otnanka 6a3oBoro PPP ¢ ayreHTndukanueii

IIposepka PPP

Hactpoiika mapupytuzaropa B kadecte kinenta PPPoE mist moaxmouenus DSL

Hactpoiika Tynnenst VPN GRE mo cxeMe «Todka-To4uKay

Pa3paboTka TEXHUYECKOTO 00CITyKUBAHUSI CETH

Hacrpoiika Syslog u NTP

V3ydeHne nporpaMMHOTO 00ECIICUCHHS JJIsi MOHUTOPUHTA CETU

OO |NOO(O|R|WIN |-

Hactpoiika SNMP

[EY
o

Co6op u ananu3 ganHbix NetFlow

[N
[N

HNHcTpyMeHTapuil ceTeBOro aMUHICTPATOPA JIJIsl HAOIIOACHHUS

[EY
N

Co6oii B pabote cetn

[EY
w

Pa3paboTka JOKyMEHTAIUH

NIEINININDIEIBRININDIND(AIN| A

KoncyabTanumn

[EEN
»

JAuddepeHuupoBaHHbIii 3aueT

[op]

I3K3AMEH

oo

Pa3gen 3. Be3onacHOCTh KOMNIBIOTEPHBIX ceTeil

108

MJK.01.03. Be3onacHOCTh KOMNBIOTEPHBIX CeTel

108

Paszgen 3.1
be3onacHocTh
KOMITBIOTEPHBIX ceTel

Conepxanne

24

(OCHOBEI HH(I)OpMaHHOHHOﬁ 0E€30IMaCHOCTH U 3allIMThI HH(bOpMaHI/IH

[IpaBoBast popmMa oXpaHbl OTKPHITHIX HHPOPMAILIMOHHBIX PECYPCOB

DopMbI 3a1UTH HHYOPMALMOHHBIX PECYPCOB OIPaHUUEHHOTO JIOCTYIIA

A WIN|F-

I[OCTyl'I TNepcoHaIa K KOH(i)I/II[CHIII/IEUII)HLIM CBCACHUAM, TOKYMCHTAM U 0azam JaHHBIX

A ININ
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TexHOJOTHYECKIE CHCTEMBI 00pa0OTKU M XpaHSHMsI KOH(DHICHINANBEHBIX TOKYMEHTOB

AHanutrdeckas paboTa npu odecriedeHuH HHPOPMAITMOHHON 0€301acHOCTH

HazHaueHune, IPUHIMIIEI B CTPYKTYPa CHCTEMBI 3aIIUTH HH(POpMAITIH

(N[O |O1

CocraB HOPMaTHBHO-METOJHUYECKUX MATEPUAIIOB MO PETIAMEHTAIIMU CUCTEMBI 3aIUTHI
uHDOpMaHH

AN~

JlaGopaTopHbie padoThl

AHanm3 CTENEHN 3aIHIIEHHOCTH 00BEKTA

IInaHupoBaHUe 3aIMUTHBIX MEPOTIPUATHN

3amuTa cepBepoB B pabOUYMX CTAHIIHA

Hactpoiika ceTeBoii 3a1UThI

Amnanus BpegoHocHoro 10

Ynpasiaenue foctynom B AUC

Aynut u npotokosupoBaHue B cereBrlx OC

Hacrpotiika mpotokosioB RIPv2 u RIPng.

OO |N|O(OA~|WIN |-

OoecnieueHre 0€30MaCHOCTH CETH:
e l3yyenue yrpo3 cereBoii 0€30MacHOCTH;
e JlocTym K ceTeBBIM ycTpoiicTBaM 1o npotokoixy SSH;
e OoOecrieueHne 0€30MaCHOCTH CETEBBIX YCTPOWCTB;

EE B RS EE R g o

10

Wzyuenne nporokona DHCP: Hactpoiika nporokona DHCP ¢ momomipio komans Cisco 10S
OTtpaboTKa KOMIIEKCHBIX IPAKTHYECKUX HABBIKOB.

11

CocrasinieHne KapThl ceTd VIHTEpHET ¢ MOMOIIBI0 YTHIIUT «ping» M «traceroute»

I

12

[IpocMmoTp ceTeBoro Tpaduka ¢ momMouipio mporpammel Wireshark.

Koncyabranuu

9K3AMEH

HUTOro:

1098
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3 YCJIOBHUSA PEAJTIM3ALIMUA ITPOT'PAMMBI

3.1. TpeGoBaHus K MUHUMAJIbHOMY MATEPHAJIbHO-TEXHMYECKOMY 00ecre4yeHn o
Peanmzamuss mporpaMMmbl mpeAmoiaraeT Hanmume y4deOHOW aboparopuu  «KOMIBIOTEpHBIX ceTed U
TENCKOMMYHHUKALHI

O0opynoBanue kabuHeTa 1 pabounx MecT JadbopaTopun «KOMIBIOTEPHBIX ceTen»:
- aBTOMaTU3MpOBaHHbIE paboune Mecra Ha 12-15 oOyywarommxcs;

- aBTOMaTU3UPOBAaHHOE paboyuee MECTO NMPEToIaBaTels;

- CIenUaIM3UPOBaHHas MeOelb;

- KOMIIIEKT HOPMaTUBHBIX JIOKYMEHTOB;

- KOMIUIEKT Y4eOHO-METOIMYECKOI JOKYMEHTAIUH.

- IPOEKTOP;

- CKaHep;

- IPUHTED;

- IporpaMMHOe obecrieueHre 001ero 1 npodecCHoHaTFHOTO Ha3HAYCHHUS.

Ob6opynoBanne naboparopun U pabounx MecT jaboparopun «OpraHusanusi M NPHHUUNOBI TOCTPOEHHs
KOMITIBIOTEPHBIX CHCTEM) !

J71s BEIIOTHEHUS IPAKTUYECKUX TaOOPAaTOPHBIX 3aHATUI Kypca B rpynnax (10 15 uenoBek) TpeOyroTcs KOMIBIOTEPHI
U nepudepuiiHoe 060pyJ0BaHKE B IPUBEICHHOW HIKE KOH(MUTYPALIUH.

- Kommbrotep oOyuyaromierocs (anmnapaTHoe obecrieueHrne: He MeHee 2 ceTeBbIX IuiaT, npoueccop Ipoueccop
He Hmwke Core i3, omepartuBHas mamsaTh o0bemoM He menee 8 ['06; HD 500 Gb wnm Oosbliie mporpaMMHOe
obecneuenne: nmurnensnonHoe [10-CryptoAPI onepammonnsie cucremsr Windows, UNIX, MS Office, maker CAIIP).
- Kommsrotep npenogasatens (anmapaTHoe obecrieueHne: He MeHee 2 CeTeBBIX ILIaT, mpoueccop [Ipoueccop
He Hmwke Core i3, omeparuBHas mamsaTh oO0bemoMm He meHee § ['6; HD 500 Gb wmimm Goseine mporpaMMmHOE
obecneuenue: nuiensnonHoe [10-CryptoAPI oneparmonnsie cucremsr Windows, UNIX, MS Office, maketr CAIIP).
- Cepsep B saboparopur( anmapatHoe o0ecreucHIe: He MEHEe 2 CeTEBBIX IUIAT, 8-X SACPHBIA MPOLIECCOpP C
yacToToi He MeHee Tpex [T11, onmeparnBHas maMATs 00beMoM He MeHee 16 10, xecTkre TUCKU 00IUM 00beMOM He
menee 2 TO, nporpammHoe obecnieuenne: Windows Server 2012 nnu Gonee HOBasi, JIMIIEH3UOHHBIE aHTHBUPYCHBIC
MpOTpaMMbl, JIMIIEH3MOHHBIE IPOrpaMMbl BOCCTAaHOBJIEHHS JAHHBIX, JIMIIGH3MOHHBIM IpOrpaMMBbl IO
BUPTYaJIU3al1H.)

- 6 MapuIpyTH3aTOPOB 00JIAIAIOIIMUMH CIIETYIOIINMH XapaKTePUCTHKAMH:

O3V He meHee 256 MO ¢ BO3MOXKHOCTBIO PaCIIUPEHUS

I13Y He meHee 128 MO ¢ BO3MOXKHOCTBIO PaCIIUPEHUS

USB mopt: He MeHee ogHoro ctanaapra USB 1.1

Berpoennsie ceteBrie mopThl: He MeHee 2-x Ethernet ckopoctsio He MeHee 100M6/c.

BHyTpeHHHE pa3bEMBI I YCTAHOBKH JIOTIOTHUTENIHHBIX MOyJIEH pacIIMpeHus: He MeHee JIBYX Ui Moxyieid AIM.

Pa3bEMBI 17151 TOIKITFOYEHUS TOTTOTHUTEIBHBIX HHTep(deiicoB: He MeHee 4; 2 u3 Hux 1t moayed tuna HWIC, WIC,
VIC, VWIC; 11 monyneit tuna WIC, VIC, VWIC; 1 mna mogyneit VIC nnu VWIC.

Hammume cnora i1 ycTaHOBKHM — ammapaTHOTO MOZYJSl IIU(POBaHMUS M yCKopeHHs o0pabotku Tpaduka B VPN
coeMHeHusX, noaaepxkusatouero cranaaptel DES, 3DES, AES 128, AES 192, AES 256

KoHconbHBIH MOPT Ui yHpaBICHUS MapLIpyTH3aTOPOM uepe3 HopT cTaHmapTa RS232: He MeHee OmHOTO C
MaKCHMaJIbHOH ckopocThio 115.2 k6/c.

BcerpoenHoe mporpaMMHoe 00ecTieueHHe JODKHO TOAIEPKUBATh CTATUYECKYI0 M JUHAMHUYECKYI0 MapIIpyTH3AIHIO,
MOJIeP’KUBATh IPOTOKOJIBI UHaMu4eckoil MmapmpyTtuszanuu RIP, RIP v2, IGRP, EIGRP, OSPF.

MapupyTusaTtop JODKEH HMOANEPKUBATh YIIPABICHUE YEPE3 JIOKAIBHBIN I10CIe10BAaTENIbHbII IOPT U yAaIEHHO IO
npotokouty telnet.

O6opynoBaHue JOJDKHO MOJIEPKUBATH NPOTOKOJ 0OHapyskeHus cocenerr CDP.

Nmets cepTudukaTsl 0€30MaCHOCTH U 3JIEKTPOMAarHUTHOW COBMECTHMOCTH:

UL 60950, CAN/CSA C22.2 No. 60950, IEC 60950, EN 60950-1, AS/NZS 60950, EN300386, EN55024/CISPR24,
EN50082-1, EN61000-6-2, FCC Part 15, ICES-003 Class A, EN55022 Class A, CISPR22 Class A, AS/NZS 3548
Class A, VCCI Class A, EN 300386, EN61000-3-3, EN61000-3-2, FIPS 140-2 Certification

- 6 KOMMYTaTOpPOB O0JIA/IAIONIHNX CIEAYIOINUMH XapaKTEPUCTHKAMU:

Kommytatop ¢ 24 mopramu Ethernet co ckopocteio He Menee 100 M6/c u 2 nopramu Ethernet co ckopocTbio He
menee 1000M6/c

B xommyTatope moMKEeH MPUCYTCTBOBATH pa3béM st cBsizu ¢ [IK mo uHTepdeticy RS-232. Tlpu ncnoas3oBaHUN
HECTAaHAAPTHOTO pa3béMa B KOMIUICKTE TOJDKEH OBITH COOTBETCTBYIOMMK Kabenp mnm mepexomnuk it COM
pa3bema.

CkopocTs komMmmyTanmy He MeHee 16Gbps

I13VY ne menee 32 M6
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O3V ne menee 64M06

MakcuMaabHOe KoinuuectBo VLAN 255

Hoctynusle Homepa VLAN 4000

[Moxnepxkka nporokosia VTP (VLAN trunking protocol) 11t COBMECTHOrO MUCIIONIb30BaHUs eanHOro Habopa VLAN
Ha IpyIIe KOMMYTaToOpOB.

Pasmep MTU 90006

CkopocTh KoMMyTanuu st 64 GalTHBIX MakeToB 6.5%106 makeToB/c

Pa3smep Tabmumper Mmak agpecos: He meHee 8000 3amuceit

KommgectBo rpymm st IGMP tpaduka st npotokona [Pv4 255

KommgecTBo Mak agpecoB B 3anmcax i ciryx061 QoS: 128 B 00pr4HOM pekume u 384 B pesknme QoS.

KommgecTBo Mak afipecoB B 3amHCAX KOHTPOJIA foctyma: 384 B 00pr4HOM pekume U 128 B pesxknme QoS.
KoMMmyTaTtop moimkeH mMOINAEpKMBaTh YIpaBICHUE Yepe3 JIOKAJIbHBIH IOCIeNOBaTEeIbHBIA MOPT, YAAIEHHOE
yIpaBJeHUE N0 IPOTOKOIy telnet.

KoMMmyTatop noykeH noaaep KuBaTh MPOTOKoJ oOHapyxkeHus coceneit CDP.

O06opynoBaHue JODKHO MOJ/IEPKUBATH CIICAYIONIHE CTaHIapThI:

B oGnacti mpoTokooB nepepavn

IEEE 802.1D Spanning Tree Protocol, IEEE 802.1p CoS Prioritization, IEEE 802.1Q VLAN, IEEE 802.1s, IEEE
802.1w, IEEE 802.1X, IEEE 802.1ab (LLDP), IEEE 802.3ad, IEEE 802.3af, IEEE 802.3ah (100BASE-X
single/multimode fiber only), IEEE 802.3x full duplex on, 10BASE-T, 100BASE-TX, and 1000BASE-T, IEEE 802.3
10BASE-T specification, IEEE 802.3u 100BASE-TX specification, IEEE 802.3ab 1000BASE-T specification, IEEE
802.3z 1000BASE-X specification, RMON I and Il standards, SNMP v1, v2c, and v3

B oGsacti B3anMOJEHCTBHS ¢ APYTHMH CETEBBIMHU yCTPOUCTBAMH, AUATHOCTHKY M yJaJEHHOTO YIPaBICHUS

RFC 768 — UDP, RFC 783 — TFTP, RFC 791 — IP, RFC 792 — ICMP, RFC 793 — TCP, RFC 826 — ARP, RFC
854 — Telnet, RFC 951 - Bootstrap Protocol (BOOTP), RFC 959 — FTP, RFC 1112 - IP Multicast and IGMP, RFC
1157 - SNMP v1, RFC 1166 - IP Addresses, RFC 1256 - Internet Control Message Protocol (ICMP) Router Discovery,
RFC 1305 — NTP, RFC 1492 — TACACS+, RFC 1493 - Bridge MIB, RFC 1542 - BOOTP extensions, RFC 1643 -
Ethernet Interface MIB, RFC 1757 — RMON, RFC 1901 - SNMP v2C, RFC 1902-1907 - SNMP v2, RFC 1981 -
Maximum Transmission Unit (MTU) Path Discovery IPv6, FRC 2068 — HTTP, RFC 2131 — DHCP, RFC 2138 —
RADIUS, RFC 2233 - IF MIB v3, RFC 2373 - IPv6 Aggregatable Addrs, RFC 2460 — IPv6, RFC 2461 - IPv6
Neighbor Discovery, RFC 2462 - IPv6 Autoconfiguration, RFC 2463 - ICMP IPv6, RFC 2474 - Differentiated
Services (DiffServ) Precedence, RFC 2597 - Assured Forwarding, RFC 2598 - Expedited Forwarding, RFC 2571 -
SNMP Management, RFC 3046 - DHCP Relay Agent Information Option

RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS.

Wmets ceprudukaTsl 0€30MaCHOCTH U 3IEKTPOMArHUTHOH COBMECTHMOCTH:

UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition, TUV/GS to EN 60950-1, Second Edition,
CB to IEC 60950-1 Second Edition with all country deviations, CE Marking, NOM (through partners and distributors),
FCC Part 15 Class A, EN 55022 Class A (CISPR22), EN 55024 (CISPR24), AS/NZS CISPR22 Class A, CE,
CNS13438 Class A, MIC, GOST, China EMC Certifications.

- Ha6op nocnenoBatensHbIX Kabeneil (BXOAUT B KOMIUIEKT ITOCTaBKU 000pYyIOBaHUS I CETEBOM aKaJgeMUu
Cisco) co CIeayIOUIMMH XapaKTePHUCTUKAMU:

Kab6enp mns coennuenns pazséMoB Smart Serial ¢ V.35 (Winchester) female pazpémom. -6 mir.

KaGeunp mi1st coennuenust pazsémoB Smart Serial ¢ V.35 (Winchester) male pazbsémom. — 6.

- Moynu U1 IOCIE0BaTENbHBIX COeIMHEHNH B KOJIMYECTBE 6 MIT., MOJIXOASIIHE A1 MapIIPYTH3aTOPOB CO
CJIC/TYFOLIIMH XapaKTEePUCTUKAMHU:

Monyne s nocrienoBatensHbX coequaeHuit HWIC-2A/S momxeH comepkaTth apa mopTa Tuma Smart Serial ¢
MOJJIEPKKOI ckopocteilt no 128k0/c s CMHXpOHHBIX JUHUA U 115.2k6/c 11t acMHXPOHHBIX. MOJyNb JOJDKEH
nojepxxuBaTh cranaapTel coequaeHus ¢ DTE/DCE ob6opymoBanmem V.35, RS-232, RS-449, RS-530, RS-530A,
X.21.

- 2 OecnpoBOaHBIX MapuipytusaTopa Linksys (mpeamourutensHo cepum EA 2700, 3500, 4500) wiu
aHajoruuHsle ycrpoiicrea SOHO

- IP tenedonst ot 3 .

- [IporpamMmHO-anmapaTHbIE MUTIO36I 0€30MTACHOCTH OT 2 MIT.

- 1 xommetorep st nmabGopartopubix 3amstuit ¢ OC Microsoft Windows Server, Linux u cucremamu
BUPTYJIN3alHU

- 12-15 xoMIbIOTEpOB WM HOYTOYKOB 1Isl TabopaTopHbIX 3anaTuil (Microsoft Windows) u Linux

Peanm3zarus npodeccnoHanbHOT0 MOAYIIA MIPEANoIaraeT y9eOHyI0 U IPOU3BOACTBEHHYTO IPAKTHKH, KOTOPBIE MOYKHO
MPOBOJIUTD KaK COCPEIOTOYEHHO, T.€. ocie u3ydenust M/IK, tak u pacnpeneneHo.
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3.2. AudopmanuonHoe odecneyenne 00yueHust
Ilepeyenn pekoMeHayeMBbIX y4eOHBIX H3iaHuii, IHTepHeT-pecypcoB, A0NOTHUTEILHON JTUTEPATYPHI

OcHOBHBIE€ HCTOYHHKH:

1.
2.
3.

Vuebusiii kypc D-Link «OcHOBBI ceTeBBIX TexHOMOTHIY, 2021 T.

JlaGopartopHbie paboTs st Kypca «OCHOBBI CETEBBIX TeXHONMOTH. YueOusIii kypc D-Link», 2021 r.
Hogoxmos E. O., Hosoxwunos O. I1. KommsioTepHbie cetn. Y4ueOHOe Tocodue s CTyIeHTOB
YUpeXICHUH cpenHero npodecCHoHaIbHOTo 00pa3zoBanus. -M.: Akanemus, 2015.

I[OHOJIHI/ITQJIBHI)IC HCTOYHHUKHU:

4,
5.
6.
7.

8.

Hyrmac 9.Kamep. Cerut TCP/IP: IIpuHIHIIEL, TPOTOKOIBI M CTPYKTYpa, - M.: Bumesmc, -T.1, 2009.
Muxann ['yk. AnimapaTHBIE CpelcTBa JOKaIbHBIX ceteil: DHmukioneana.-CII6.:ITutep, 2010.

Omudep B.I'., Onmudep H.A. Komnbrorepusie cetu. [Ipumumnel, Texnonoruu, nporokoinst. — CI16.: ITurep,
20009.

Omudep B.I'., Onmudep H.A. OcHoBrI ceteit nepenaun nanusix: Kypce nekuuii. - YHuBEpcUTeT
nHpopmanmonusix texHoxoruit — UHCTUTYT.PVY, 2008.

[ToroB B.b. OcHOBBI HHPOPMAIIMOHHBIX U TEIEKOMMYHHKAIIMOHHBIX TeXHOJOrui. CeTeBble
nHdopmanmoHusie TexHonoruu. Kuura 3. — M.:M3narensctBo «@uHaHCH 1 cTaTucTHKaY, 2009

DJIEKTPOHHBIE Pecypchl

9.

DNEeKTPOHHBIA YU4eOHUK 0 KOMITEIOTEpHBIM ceTssM. DopMa mocTyra:
http://kafvt.narod.ru/Osia/frameset.htm

10. Dnexrponnsie pecypc KOMIIBIOTEPHBIE CETU. ®opma noctyna:

http://firm.trade.spb.ru/serp/net/main_net.htm
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4. KOHTPOJIb 1 OLIEHKA PE3YJBTATOB OCBOEHUA
MPOPECCHOHAJIBHOI O MOJLYJISI (BUJIA MPOPECCHUOHAJIBHOM JIEATEJILHOCTH)

PesyabTartsl
OcHOBHBIE OKA3aTeJIN OLEHKH @opMbI M METObI KOHTPOJIS 1
(ocBoeHHBIE MPodecCHOHANBHBIE
pe3yJabTaTa OLICHKH
KOMIIETEHIUH)

IIK 1.1. BeImonHATS NPOEKTUPOBAHUE
KaOeJIbHOU CTPYKTYpPBI KOMITBIOTEPHON
ceTu.

—  BBINOJIHEHHE BCETO
KOMIDIEKCA MPOEKTHBIX
paboT, CBI3aHHBIX C
CO37aHHEM KOMIIBIOTEPHOMH
CETH («TIOJ] KITFOU»);

— TPaMOTHOCTH HCIIOJIb30BAHUS
I T-TeXHOJIOT Ui, B TOM YKCIIE
CHEUATH3UPOBAHHOTO
MpPOrpaMMHOT0O 00ecneyYeHusl,
NP TPOEKTUPOBAHUH
KOMITBIOTEPHBIX CETEeH;

— Ka4yecTBO OpraHu3anuu pabor
0 IPOEKTHPOBAHUIO
KOMIIBIOTEPHBIX CETEH;

— ofecrieynBaTh
0eCcKOH(IIMKTHOE BHEIPEHUE
1 BBOJ B 9KCIUTyaTaluio
CO371aBaeMoro 00bEKTa;

—  IIpY IPOCKTHPOBAHUH
obecrieynBaTh MEPCIEKTUBBI
JUTsE Oy IyIIero pa3BUTHUS
KOMIIBIOTEPHOMU CETH.

OKcHepTHast OLIEHKA PE3yJIbTaTOB
JEATEIBHOCTH 00yJaroNIixcs B
MIPOIIECCE OCBOCHUS
00pa3oBaTeNBHOMN MIPOTPaAMMBIL:

- [IPY BBITIOJIHEHUH U 3aLUTe
KypCcOBOH paboThI (IPOEKTa);

- [IPY BBINOJTHEHUH PaboT Ha
pa3IMYHbIX Tanax
IIPOU3BOJCTBEHHON IIPAKTUKY;

- [IPY MPOBEJICHUU KOHTPOJIBHBIX
pabor, 3a4eTOB, 5K3aMEHOB 10
MEXIUCIMIUTMHAPHBIM KypcaM.

[IK 1.2. OcymiecTBiATh BEIOOP
TEXHOJIOT'MH, MHCTPYMCHTAJIbHBIX
CPEJICTB U CPEICTB BHIYUCIUTEIHHON
TEXHHUKH MPU OPraHU3aliHy Ipoliecca
pa3pabOTKU U UCCIICIOBAHUS O0BEKTOB
npodeccuoHaIbHOMN IEATENbHOCTH

—  Ienecoodpa3HOCTh
OCYIIECTBIICHHUS BEIOOpA
TEXHOJIOTUH,
HHCTPYMEHTAJIBHBIX CPEACTB
u cpeacts BT;

- TPaMOTHOCTH IIJIAaHUPOBAHU A
1 TIPOBEJICHNST HEOOXOIMMBIX
TECTOBBIX TPOBEPOK U
TIPOQHUITAKTHYECKUX
OCMOTpOB;

—  KBaJIM(UIMPOBAHHOCTH
OpraHM3aId |
OCYIIECTBIICHUS
MOHHUTOpPHHTA
UCIIOJIb30BAHHUS
BBIYUCIIUTEHHOMN CETH;

—  TOYHOCTb U CKPYIyJIE3HOCTh
(UKCHpOBaHUS 1 aHAIN3a
cboeB B paboTe CepBEpHOTO U
CETEBOro 00OPYAOBAHMS,
CBOEBPEMEHHOCTb IIPUHSATHS
peLIeHus 0 BHEOUYEPEIHOM
00CITy’>KMBaHUHU NTPOTPAMMHO-
TEXHUYCCKUX CPCIACTB,

—  CBOEBPEMEHHOCTb
BBIIIOJIHEHU S MECJIKOTO
peMoHTa 000PYIOBAHNS;

- TPaMOTHOCTb U aKKYPaTHOCTb
BEJICHUS] TEXHUUECKON 1
OTYETHOW JTOKYMEHTAIIUH.

DKcrepTHas OLICHKA Pe3yJIbTaTOB
JeATETEHOCTH 00YYaIOLIUXCS B
NpOLECCe OCBOCHUS
00pa3oBaTeNbHON MPOrPaMMBIL:

- Ha MIPaKTHYECKUX 3aHATUSX (TIpU
pELIeHNH CUTYallMOHHBIX 33]1a4, NP1
YYaCTHH B JICJIOBBIX HIPax);

- TIpY BBINIOJIHEHUH paboT Ha
pa3yIMyuHbIX Tanax
TIPOM3BO/ICTBEHHOM MPAKTHKH

- IIPY MIPOBEJICHNH KOHTPOJIBHBIX
pabor, 3a4eToB, 9K3aMEHOB IO
MEXANCIMIUIMHAPHBIM KypcaMm.
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IIK 1.3. ObecnieunBaTh 3alIUTY
HH(POPMALIUHU B CETH C
HCTOJIB30BaHUEM MTPOTPAMMHO-
ammapaTHbIX CPEJICTB.

MIOJIHOTA oOecreyeH s
HAIAYHS U
paboTocnocoOHOCTH
MPOrPaMMHO-TEXHUYECKHUX
CpeACTB cOopa JaHHBIX IS
aHaJIM3a [oKasaresiei
HCTIOB30BaHUS H
(YHKIMOHUPOBAHUS
KOMITBIOTEPHOMU CETH;
TPaMOTHOCTH H
CBOEBPEMEHHOCTb JIEHCTBUI
10 aAMHHUCTPUPOBAHUIO
CETEBBIX PECYPCOB;
6eccOOHHOCTD TOAePIKaAHUS
CETEBBIX PECYPCOB B
AKTYaJIbHOM COCTOSIHUMY;
TIIATEIEHOCTh MOHUTOPUHTA
HCTIOJTB30BaHUS CETH
WHTEpHET U 371EKTPOHHOMN
TTOYTHI;

PETYIIPHOCTH BBOJIA B
JIEICTBUE HOBBIX TEXHOJIOTHH
CHCTEMHOTO
aIMUHUCTPUPOBAHUS.

DKcrepTHast OLICHKA Pe3yIbTaToB
JeATEIbHOCTH 00yJaroNixcs B
MIPOLIECCE OCBOCHHS
00pa3oBaTeIbHON POrPaMMBI:

- Ha MIPaKTHYECKUX 3aHATUAX (TIpU
BBINOJTHEHHUH U 3aIIHUTE
71a00paTOPHBIX (IPAKTUYECKHX )
pabor);

- IIpY BBIIOJTHEHUHU paboT Ha
Pa3IMYHBIX dTanax y4yeOHOU K
MPOU3BOACTBEHHON MPAKTHK;

- IPY IPOBEJICHUH KOHTPOJIBHBIX
pabor, 3a4eToB, IK3aMEHOB 110
MEKINCIUIUTHTHAPHBIM KypcaM.

IIK 1.4. IIpuaumats ygactue B
IIPUEMO-CAATOYHBIX UCIIBITAHUAX
KOMIIBIOTEPHBIX CETEH U CETEBOI0

000pyIOBaHUS PA3TMYHOTO YPOBHS U B

OLICHKE Ka4eCTBa U SKOHOMHUYECKOU

3¢ (EKTUBHOCTH CETEBOM TOMOJIOTHH.

MIPOJIYKTUBHOE y4acTHe B
MIPUEMO-CAATOYHBIX
UCTIBITAHUSAX KOMITBIOTEPHBIX
CETEH U CETEBOIrO
000pyIO0BaHUS;
MIPaBUILHOCTD U
apTyMEHTHPOBAHHOCTh
OIICHKH Ka4yecTBa U
SKOHOMUYECKOM

3¢ EKTHBHOCTH CETEBOI
TOTIOJIOTUH;

IPaMOTHOCTb NPUMEHEHUS
HOPMAaTUBHO-TEXHUUYECKOMI
JIOKYMEHTaIlMU B 00J1acTH
UH(OPMALMOHHBIX
TEXHOJIOTHH;

OCO3HaHHOCTh IPUMEHEHHS
OTEYECTBEHHOTO H
3apyOeKHOTO OTIBITa
HCTIOB30BaHUS
MIPOTPaMMHO-TEXHUIECKHAX
CPEJICTB.

OKcrepTHas OLICHKA Pe3yIbTaToB
JEeATEIHOCTH 00yJaronixcs B
MIPOLIECCE OCBOCHUS
00pa3oBaTeIbHON POrPaMMBI:

- Ha MIPaKTHYECKUX 3aHATUAX (TIpH
BBINOJIHCHUH U 3aI[UTE
71a00paTOPHBIX (IIPAKTUIECKUX )
paborT; - IpH BBINOJIHEHUU padoT Ha
Pa3IMYHBIX dTanax
IIPOU3BOJCTBEHHON IIPAKTUKHU.

[IK 1.5. BemonasATs TpeboBaHUS
HOPMAaTHBHO-TEXHUYECKON
JOKYMEHTAIIH, UMETH OITBIT
0o(hOpMIIEHHSI TPOCSKTHON
JOKYMEHTAITIH.

MIPaBUIBHOCTS,
TEXHUYECKas 1
IOpUANYECcKas TPaMOTHOCTh
MPUMEHEHUST HOPMAaTHBHO-
TEXHUYECKOU
JIOKyMEHTallu B 001aCcTH
MHPOPMALMOHHBIX
TEXHOJIOTHI;
MPOAYKTUBHOCTH YYaCTHS B
TUTAHUPOBAHUHU PA3BUTH
MPOTPAMMHO-TEXHUYECKOM
0a3bl OpraHU3aINM;
apryMEeHTHPOBAaHHOCTh
000CHOBaHNS MPEITIOKESHNAN
M0 pean3aiyy CTPATeT Ul
OpraHu3aIy B 00JIACTH

DKcnepTHas OlieHKa Pe3yJIbTaToB
JIeATeNIbHOCTH 00yJaronuxcs B
TIPOIIECCE OCBOCHHS
00pa3oBaTeIbHON POrPaMMBI:

- Ha MIPAaKTHYECKUX 3aHIATUIX

( IV BBITIOJTHEHUH U 3alHUTE
71a00paTOPHBIX (IPAKTUYECKHX )
paboT, NpH MOJrOTOBKE U y4acTUH B
CeMHUHAapax, IpH MOJrOTOBKE
pedeparoB, TOKIAI0B U T.11.);

- [IPY BBITIOJIHEHUH U 3aIUTe
KypcoBoit paboTHI (IIpOeKTa);

- TIpY BBINTOJIHEHUH paboT Ha
Pa3JIMYHBIX 3Tanax
TIPOM3BO/ICTBEHHOH NMPAKTHKH;
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HHPOPMALMOHHBIX
TEXHOJIOTHH;

—  TMPOIYyKTUBHOCTDH y4acTHs B
HAYYHBIX KOH(EPCHIUAX,
CeMUHAapax;

—  TOYHOCTb U TPAMOTHOCTh
odopmieHns
TEXHOJIOTHISCKOMN
JIOKyMEHTalllH, €€
COOTBETCTBHE
JICHCTBYIOIINM TIpaBHJIaM H
PYKOBOJICTBaM.

- [IpU IPOBCACHUUN: KOHTPOJBbHBIX
pa60T, 3a4€TOB, 9K3aMCHOB II0
MEKIUCTUITIIIMHAPDHBIM KypCaM.

CDOpMI)I U MCTOJblI KOHTPOJS U OLCHKH PE3YJIbTATOB 06yquI/I$1 JOJDKHBI TO3BOJIAATH TIPOBEPATH Y
06yqa101111/1xcsi HC TOJIBKO C(l)OpMPIpOBaHHOCTI) HpO(i)eCCI/IOHEU'H)HLIX KOMHCTCHHHﬁ, HO U pa3BUTHUC O6HII/IX
KOMMETCHIMH 1 O6eCHe‘II/IBaIOIIII/IX nx yMeHHfI.

PesyabTaTsl
OCHOBHBIE MOKA3aTeIN ONIEHKH DopMBbI U METOIbI
(ocBOEeHHBIE 00IIME
pe3yJbTara KOHTPOJISI M OIEHKH
KOMIIETEHIMH)

OK 01.Bb10upath crioco0sr
pelueHus 3a1a49
IpoQeCcCHOHANBHOI
IeSITeNbHOCTH,
OPUMEHHUTENBHO K Pa3InIHBIM
KOHTEKCTaM.

- 000CHOBAaHHOCTb IIOCTAHOBKH L(EJIH,
BBIOOpA U IPHUMCHEHHSI METOIOB H
Croco6oB peleHus MpohecCHOHATBHBIX
3amay

- aeKBaTHas OL[CHKA M CAMOOLICHKA

9} (HEKTHBHOCTH U Ka4eCTBa BBIOIHEHUSI
podecCHOHANBHBIX 33/1a4

OK 02. Ocy1ecTBiATh NOUCK,
aHaJIM3 U UHTEPIIPETALUIO
uHpOpMAaIUHU, HEOOXOAUMOM
JUISL BBITTOJTHEHUS 33124
poheCCHOHATBHOM
JICSTEIILHOCTH.

HCIOJIb30BaHNE PA3IMYIHBIX HCTOYHHUKOB,
BKJIFOYAS SIICKTPOHHBIC PECYPCHI,
Meauapecypcebl, HTepHET-pecypesl,
NEPUOANICCKUEC U3JTaHUS 11O
CIICHHAJIbHOCTHU JJIA pCIICHUA
podecCHOHANBHBIX 33/1a4

OK 03. [TnanupoBats u
peau30BbIBaTh COOCTBECHHOE
npodeccroHaNbHOE U
JIMYHOCTHOE Pa3BHUTHE.

- IEMOHCTpAIs OTBETCTBEHHOCTH 32
HPUHSATHIE PELICHUS

- 000CHOBAaHHOCTh CAaMOAHaJIH3a
KOPPEKLMs pe3yIbTaToB COOCTBEHHOI
paboTHI

OK 04. PaboTats B
KOJUICKTUBE M KOMaHJIE,

3¢ PEeKTHBHO
B3aHMO/ICHCTBOBATH C
KOJUIEraMH, PyKOBOJICTBOM,
KIJIMEHTaMH.

- B3auMoieiicTBHE ¢ 00yJaronMucs,
TIPENoAaBaTesIMU U MacTepaMu B X0/1e
00y4eHMs, C pyKOBOJIUTENISIMH yueOHOH 1
IIPOM3BO/ICTBEHHOMH MPAKTHK

- 000CHOBaHHOCTb aHAIHM3a PAOOTEI
WIEHOB KOMaH/Ib! (TTOTYHMHEHHBIX)

OK 05. OcymecTBiaTh
YCTHYIO U IUCBMEHHYIO
KOMMYHHUKAIIUIO Ha
rOCyTapCTBCHHOM SI3BIKE C
Y4ETOM 0COOCHHOCTEMH
COIMANEHOTO U KYJIBTYPHOTO
KOHTEKCTA.

- IPAaMOTHOCTb YCTHOU U NIUCbMEHHOM
peun

- ICHOCTh (POPMYJIMPOBAHUS U M3JIOKEHUSI
MbICIIER

OK 06. IIposBnAaTs
IPaXXIaHCKO-TIATPHOTHYECKYIO
MTO3UIIHIO, IEMOHCTPUPOBATH
0CO3HAHHOE ITOBE/ICHUE Ha
OCHOBE 00ILIEUEIOBEUECKUX
IICHHOCTEH.

- COOJIFO/IEHUE HOPM ITOBE/ICHUS BO BpEeMs
YYeOHBIX 3aHITHU U MIPOXOKICHHUS
y4eOHO U IPOU3BOACTBEHHON IPAKTHK

OK 07. CopneiicTBOBaTh
COXPaHEHMIO OKpY Karolen
Cpeibl, pecypcocOepereHuIo,
a¢dexTrBHO AEHicTBOBATH B
YpEe3BhIYANHBIX CHTYAIHSX.

- 3¢ QeKTUBHOCTH BBINIOJIHEHNUS 1TpaBui Th
BO BpeMs YUeOHBIX 3aHATHH, IPH
MIPOXOXKICHUN YIEOHOH 1
IIPOU3BOJICTBEHHOU MTPAKTUK

DKcnepTHas OlleHKa
pe3yIbTaToB
JEATEIbHOCTH
oOyJarommuxcs B
MIPOIIECCE OCBOCHUS
o0pa3zoBaTenbHON
HpOrpaMMBI:

- Ha MIPaKTHYECKUX
3aHATHAX

(mpu perieHUH
CUTYaI[IOHHBIX 33]1a4,
IPU YYaCTUH B JICIOBBIX
UTpax: MpH MOJITOTOBKE U
y4acTHUH B CEMHHApaXx,
TIPY TIOJITOTOBKE
pedeparos, 1OKIaI0B U
T.1.);

- IIPYU BBINTOJTHEHUH U
3alUTE KypCOBOU
paboTs! (IIpoeKTa);

- TIpY BBINOJIHEHUH PaboT
Ha y4eOHOIl paKTHKe;

- [IPU MIPOBEJICHUU:
KOHTPOJIBHBIX pabdoT,
3a4eTOB, SK3aMECHOB 110
MEXINCIMTUTNHAPHBIM
Kypcam, 3K3aMeHa
(kBaMM(UKAITOHHOTO)
10 MOJYJIIO.
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- 3HaHHE U KUCIIOJb30BaHHE
pecypcocOeperarmmx TeXHOIOTHH B
00JIaCTH TEICKOMMYHHUKAIMH

OK 08. Hcnons3oBath
cpencTBa GU3NYECKOM
KYJBTYPBI JJIs1 COXPAHCHUS U
YKpPEIUICHUS 37I0POBbS B
nporiecce mpodeccuoHaNIbHOM
NEATEILHOCTH U
moiAepkaHue He0OX0IMMOTO
ypoBHS pu3HuecKon

- 3¢EKTUBHO HCIIOJIL30BAThH CPEJICTBA
(U3NYECKOH KyIbTYpHBI JUI COXPaHEHHUS U
YKpEIUIeHUs 340POBbS B IpolLecce
poQeCcCHOHANBEHON NESITENEHOCTH U
noJiiepKanre HeoOX0IMMOTO YPOBHS
(U3MIECKOH TOATOTOBICHHOCTH

MOJTOTOBICHHOCTH.
OK 09. Ucnonp30BaTh - 3(h()eKTUBHOCTH UCTIOJIH30BAHUS
nH(popMannoOHHbIE nH(pOpPManNOHHO-KOMMYHHUKAITHOHHBIX
TEXHOJIOTUH B TEXHOJIOTHH B MTPO(ECCHOHATHHON
npodeccHOHAILHOM JIeATEILHOCTH COTJIAaCHO (hOPMHUPYEMBIM
JeATEILHOCTH. YMEHHSM H HOJTy4YaeMOMY MPAKTHYECKOMY

OIIBITY

OK 10. [Tonk3oBaThcs
poheCCHOHATBHOM
JIOKyMEHTalue Ha
roCy1apCTBEHHOM U
HWHOCTPaHHOM SI3BIKE.

- 3(h(eKTUBHOCTH UCIIOJIB30BAHUS B
poeCCHOHATBHOM e TeIbHOCTH
HEe00X0IMMOM TeXHIUUECKOH
JIOKYMCHTAI[HH, B TOM YHUCJIC Ha
AHTJIMIICKOM SI3bIKE

OK 11. [TnanupoBatb
MIPEATIPUHIMATEIBCKYTO
JEATENLHOCTh B
npodeccHOHANBHOI cdepe.

- 3(h()eKTUBHO TIAHMPOBATH
NpeNIPUHIMATEIBCKYIO ACSATEIBHOCTD B
npodecCHOHATBHOM cepe mpu
NPOBEICHUH PabOT [0 KOHCTPYHUPOBAHHUIO
ceTeBOl HHPPACTPYKTYPHI

5.BO3MOKHOCTH UCITIOJIb3OBAHUS TPOI'PAMMBI B IPYT'UX IITICC3

VYuebHas nmporpamma npodeccuonansHoro Moy IIM.01 BelmosiHeHHe padoT Mo MPOEeKTHPOBAHMUIO CeTeBOil
HH(}PACTPYKTYPBI MOXKET OBITH HCHOJIb30BaHA JUIsl 00y4eHHs YKPYIHEHHOH IpyNIIbl IPOodeccHii U CreraIbHOCTeH
09.00.00 Hugpopmamuka u 6b1uuciumenbHas MexXHUKd
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